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President’s Message

By Cary Crawford
INMM President

INMM Community,

I'd like to welcome you to another
edition of the Journal for Nuclear Materi-
als Management. I'm writing this note on
the plane from my return trip from the 2018
International Safeguards Symposium at
the IAEA. The event was well-organized
and provided many excellent talks, side
INMM
was honored to be one of the sponsoring

events, and collaborations. The
organizations and greatly appreciates the
relationship we share with the IAEA Inter-
national Safeguards Department.

At the event, we were able to reveal
our participation in the Gender Champions
in Nuclear Policy. As a charter member of
Gender Champions in Nuclear Policy, the
INMM has made the following three com-
mitments. The INMM will:

1. Approve no slate of candidates
from the Nominating Committee
for any individual Executive Com-
mittee position that does not have
at least one woman.

a. Note: As the INMM is a vol-

unteer organization, it may

occur that no female volunteer
can be identified. In such a

case, INMM has committed to

President’s Message

require a written report from
the
Chair on steps taken to avoid

Nominating Committee

the single-gender slate and
to provide that report to all
members.

2. For the technical program of the

Annual Meeting:

a. Collect data on the gender
diversity of paper presenters
and chairs over 2 years.

b. Require that proposals for dis-
cussion panels or special ses-
sions include a list of speakers
that are not a single gender.

3. Develop new guidelines for
session chairs at the Annual
Meeting on how to achieve

diverse participation in discus-
sion/Q&A sessions by recognizing
and encouraging contributions
from all genders and ages in the
audience, and convey this guid-
ance in writing as part of a revised
Session Chair Guide and verbally
at the daily Speakers’ Breakfast.

If you will recall from our strate-
gic plan, Goal #2 was to represent the
breadth of the profession, with one of the
metrics being to set diversity benchmarks
based on data gathering and to develop

programming to address programmatic,
networking, and other identified gaps
to encourage participation of underrep-
resented groups. While diversity covers
technical focus areas, international partici-
pation, gender, and other areas, the INMM
believes the commitment to this initiative
is a strong step in achieving our goals, and
we look forward to reporting our progress
in the upcoming years.

Finally, we are encouraged by the
level of energy that has been given to
the Institute and its future. Despite some
challenges in travel to our meetings, we
believe we are on the path to receiving
strong visibility and support. In this edition,
we will provide highlights from the 2018
Annual Meeting and look forward to future
interactions, partnerships, and annual
meetings. As always, should you have
ideas for topics, speakers, approaches,
and so on, please feel free to contact me
or any of our leadership team at any time.

Sincerely,
Cary Crawford
President
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Technical Editor’s Note

The 59th Annual Meeting

By Markku Koskelo
JNMM Technical Editor

As in the past fall Issues, this issue
focuses on the INMM Annual Meeting held
this past July in Baltimore, Maryland, USA.

As has been our tradition for this
issue, we have included the transcript of
the talks made by our two plenary speak-
ers, Dr. Maria Betti, Director of Directorate
G, Nuclear Safety and Security at the
European Joint Research Center (JRC)
Karlsruhe, Germany, and Dr. Brent K. Park,
Deputy Administrator for Defense Nuclear
Nonproliferation at the U.S Department
of Energy’s National Nuclear Security
Administration.

The article on the plenary speeches
is followed by an article on the traditional
JNMM Roundtable interview of the plenary
speakers. The transcript of the Roundtable
includes the questions posed by the INMM
leadership to the plenary speakers and
offers additional candid insight from them

on the intersection of nuclear science,
technology, and policy with global security.

We have also included three con-
tributed papers in this issue. The first one
looks at using game theory methods and
principles to guide defensive strategies
for securing a nuclear facility against an
attack by a highly rational and knowledge-
able adversary. The second paper looks
at safeguards issues in a pyroprocessing
facility. The third paper looks at finding
sources with an Organic Scintillator-Based
Radiation Portal Monitor. This is the first
place student paper winner from the 2017
annual meeting that has gone through the
full peer review process. Other student

paper winners are still in the review
process.
Book Review Editor, Mark Maiello,

provides us with a comprehensive review
of the book, Insider Threats, edited by

Matthew Bunn and Scott Sagan. The ques-
tions the editors ask themselves, and us,
is can the insider threat experience from
other, non-nuclear industries help in plan-
ning of nuclear security operations? The
contention of editors Bunn and Sagan is
yes. Their effort to do so is this short trea-
tise, written with seven other experts. For
anyone in the nuclear security business, a
book well worth looking into.

In his column, “Taking the Long View
in a Time of Great Uncertainty—New Chal-
lenges for the Institute”, Jack Jekowski,
chair of the INMM Strategic Planning Com-
mittee, discusses how some of the new
technological advances affect our daily
work in nuclear security and safeguards.

Markku Koskelo
JNMM Technical Editor
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Annual Meeting

Opening Plenary Session
INMM 59th Annual Meeting July 23, 2018

Cary Crawford:

Now | would like to introduce our
distinguished speakers for this morning’s
session, Dr. Maria Betti and Dr. Brent Park.
If they would come up and take their seats,
I'll go ahead and do the formal introduc-
tion. We'll start with Dr. Betti.

Dr. Maria Betti was appointed Direc-
tor of G Nuclear Safety and Security at
the JRC Karlsruhe site in July of 2016.
The mission of the JRC Directorate G for
Nuclear Safety and Security is the imple-
mentation of the JRC Euratom Research
and Training Program and the mainte-
nance and dissemination of nuclear com-
petencies in Europe to serve both nuclear
JRC
Directorate G supports the relevant policy

and non-nuclear member states.
DGs with independent, technical, and sci-
entific evidence in the areas of nuclear
safety, security, and safeguards.

She has also held positions as Direc-
tor of the EC Joint Research Center’s
Institute for Transuranium Elements, the
Director of the IAEA Marine Environment
Laboratories, and the EC Head of Sector,
Analytical Chemistry, at the Institute for
Transuranium Elements. In addition, she
the
Council and Department of Chemistry and

served ltalian National Research
Industrial Chemistry of the University of
Pisa, ltaly, where she continued to lecture
until 2012.

She obtained her doctoral degree in
chemistry with a specialization in environ-
mental, instrumental, and radiochemistry
from the University of Pisa in 1984. She

has authored 120 publications in the field

of analytical chemistry, radiochemistry,
environmental/instrumental chemistry, as
well as nuclear safeguards in international
journals with high impact factors. She also
authored several chapters in scientific
books and has participated in numerous
international conferences as an invited
speaker.

In 2012, she was international winner
of the Prix Monte Carlo Femme de 'Année
for the establishment after the Rio+20
summit in the International Center on
Ocean Acidification at the IAEA office in
the Principality of Monaco. From 2004
to 2008, she chaired the JRC Women in
Science Network. Most recently, in 2016,
Dr. Betti was honored with the Magnificent
Distinction by the Ordre de Saint-Charles.

Dr. Betti, the floor is yours.

Maria Betti:

Distinguished guests, ladies and gen-
tlemen, it is an honor and pleasure for me
to be here today to open the plenary of
this 59th Annual Meeting of the Institute
of Nuclear Materials Management, the
organization aiming at being the leading
international professional society for the
stewardship of nuclear materials and
related technologies to enhance global
security. | would also like to warmly con-
gratulate the INMM on its 60th anniver-
sary, which makes this Annual Meeting
even more special. The rising interest in
using nuclear power for civil purposes
in a number of new areas on the globe
makes meetings like the one we have the
privilege to attend today a very valuable

opportunity for many professionals (with
a variety of backgrounds and insights) to
meet and discuss both the latest develop-
ments and the many challenges that still lie
ahead. | sincerely believe that it is mainly
thanks to the value-added exchanges that
such a high-level, wide forum enables
that together we can reach our common
goal to advance and secure the future
of nuclear materials management, which
remains — even more today than 60 years
ago when INMM was created — a truly
international endeavor.

Being devoted to ensuring the safe,
secure, and effective management of
nuclear materials and related technolo-
gies through the advancement of scientific
knowledge, technical skills, policy dia-
logue, professional capabilities, and best
practices, the mission of the Institute of
Nuclear Materials Management is particu-
larly relevant to the overall mandate of the
JRC — which | represent here today.

As the
science and knowledge service, the Joint

European Commission’s
Research Centre’s mission is to support
EU policies with independent evidence
throughout the whole policy cycle. Its work
has a direct impact on the lives of citizens
by contributing with its research outcomes
to a healthy and safe environment, secure
energy supplies, sustainable mobility, and
consumer health and safety.

While most of our scientific work
serves the policy of the Directorates-Gen-
eral of the European Commission, we
address key societal challenges while

stimulating innovation and developing
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new methods, tools, and standards and
by taking advantage of our long-standing
scientific expertise, modeling capacity,
foresight studies, and work on standards,
infrastructure, and e-infrastructures. We
continuously share know-how with the
member states, scientific community, and
international partners.

In the new organization of the JRC,
entered into force on July 1, 2016, the
continuous effort in reinforcing and broad-
ening the JRC nuclear skills attained a
greater consistency, while increasing our
Directorate-General leadership and impact
in Europe and worldwide as the reference
center within the European Commission
for Science and Knowledge.

Following the validation of a new
strategy, the JRC Directorate G for Nuclear
Safety and Security — which | have the
honor to lead as director — has gathered
the totality of the JRC’s nuclear work,

funded by the Euratom Research and

Training Programme, and in this frame

keeps as key objective the pursuit of
research, knowledge management, and
training activities, with an emphasis on
nuclear safety and security toward the
maintenance and dissemination of nuclear
competences in Europe, to serve both
nuclear and non-nuclear member states.
Thus, we contribute to the transition to a
carbon-free economy in a safe, efficient,
and secure way.

The JRC is also an active key partner
in international networks and collaborates
with international organizations and prom-
inent academia and research institutes. A
strong cooperation and complementarity
with member states’ national organizations
continues to be relevant to our work.

The JRC aims to become a central
point in the Commission for information

and knowledge in support of the devel-
opment and implementation of nuclear
safety, security, safeguards, and radiation
protection EU policies.

To this extent, our collaboration with
the INMM proves to be extremely signifi-
cant. The strength of INMM in my opinion
does not only lie in its institutional memory
and the technical competence and expe-
rience of its members, but also in the
national and international network that
INMM operates and continues to expand,
based on the creation of and interaction
with a large number of subgroups of inter-
ested colleagues, at both regional and
national levels.

In these times of occasionally strained
political relations involving a variety of
the continuous

international partners,

effort in keeping the dialogue open
between professionals, scientists, and —
where possible — authorities is deemed
of crucial importance.

In this context, | would like to acknowl-
edge the JRC’s active contribution, during
anumber of years, to the INMM by initiating
and maintaining interactions with a variety
of these Chapters through the Chair func-
tion of the Chapter Relations Committee.

The very positive outcomes of our
collaboration to date confirm the JRC's
intention to keep supporting the outreach
of the INMM in the future.

One way in which we implement this
is through the key role that JRC is playing
in the leadership, organization, and
working groups of ESARDA (The European
Safeguards Research and Development
Association), with- whom INMM recently
signed a Memorandum of Understanding.
| am particularly pleased that this collabo-
ration has been intensified strongly in the

last years.

Whereas in our last open ESARDA
Symposium in Dusseldorf — organized
by ESARDA president Irmgard Niemeyer,
from Juelich — we had about 40 U.S. par-
ticipants (apart from other international
contributors), | would like to encourage all
of you here today to mark in your calen-
dar the next open ESARDA Symposium,
which will coincide with the 50th birthday
of ESARDA. That is organized by the future
ESARDA president, Willem Janssen from
JRC, taking place from May 14 to 16, 2019,
in Stresa, on the Lago Maggiore, in the
north of ltaly.

Providing an expertise-based discus-
sion forum such as this Annual Meeting is
fundamental first of all in the area of inter-
national nuclear safeguards, as the current
discussions over and status of the Joint
Comprehensive Plan of Action for Iran
show. A number of new and proven tech-
niques continue to be deployed by the
international inspectors in Iran, and they
are enhanced by additional and unique
tools (such as the procurement channel).
The IAEA plays a crucial role in the overall
verification protocol.

The fact that it was recognized, while
negotiating this deal, that beyond the
nuclear materials themselves, the tech-
nology, components, and knowledge also
matter, was in my opinion already a major
success for the nonproliferation regime
itself.

The results of the nuclear verifica-
tions are regularly reported by IAEA to
its Board Of Governors (BOG), and this is
also the basis for the stable relations that
especially the EC and some other interna-
tional partners strive to maintain with Iran.
With respect to the overall international
safeguards approach and implementation,
we expect to hear a lot about the latest
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evolution and current challenges during
the upcoming IAEA nuclear safeguards
symposium in early November 2018 in
Vienna.

Without anticipating the outcome, |
expect — and would certainly hope — that
the discussions and contributions from the
specialists in nuclear safeguards and non-
proliferation will lead to a further strength-
ening of the state-level approach and the
integrated manner in which IAEA currently
develops its safeguards reports.

| deem the developments achieved in
the last years in this respect by the IAEA —
often supported with very valuable contri-
butions from the various support programs
to the IAEA in the area of safeguards — as
very encouraging to further enhance the
safeguards conclusions on the one hand
and to assure a nondiscriminatory and
efficient approach towards the country
verifications on the other, in line with their
respective safeguards agreements.

In the nonproliferation area, the even
more visible event in the form of the June
12th summit in Singapore between the
U.S./North Korea confirms that risk of prolif-
eration of nuclear materials, technologies,
know-how, and conversion into nuclear
weapons, and determines the world politi-
cal scene. This also constitutes a key chal-
lenge to INMM as an organization and to
its members and partners.

In fact, they can make a major con-
tribution to the recognition of the risks,
the quantification of specific indicators,
or the development and testing of tools
for monitoring remotely specific sites or
activities. Even if no verification regime
for potential disarmament has yet been
discussed or analyzed, it goes without
saying that this international community of

nuclear professionals will be challenged
to provide the most efficient and effective
tools for such purposes.

It might be premature — but, on the
other hand, also pertinent — to refer in
this respect to the International Partner-
ship for Nuclear Disarmament Verification
(IPNDV), which in its first couple of years of
existence — especially during Phase 1 of
the initiative — has put the focus on avail-
able technologies and approaches for
verifiable disarmament. | know that some
INMM  follow
these developments closely, and also in

Technical Divisions from
my organization we have been hosting the
Working Group 3 (focusing on the tech-
nology), and it turned out that a substan-
tial amount of the proposed technologies
rely on the developments and experience
gained in nuclear safeguards applications
in civil facilities.

As of today it is not yet clear which
role can be played in this respect by
international organizations, but IAEA has
set up a dedicated task force available to
start the verifications in North Korea (and
reconstructing the chain of knowledge) if
so tasked by the IAEA BOG.

Ladies and gentlemen, let me high-
light the specific role that our organization
is playing in this broad context. The Joint
Research Centre continues to conduct
research and to provide technology,
instruments, technical services, sample
analysis, and training for nuclear safe-
guards, including the verification of treaties
and agreements, to inspection agencies,
states, and operators, as planned under
the Euratom treaty and in support to
IAEA. The JRC will continue to strive for
enhanced efficiency and effectiveness of
current safeguards approaches, tools, and

methodologies. This applies in particular
to the field of improvements of techniques
for nondestructive analysis, destructive
analysis, particle analysis, process moni-
toring, enhanced verification technologies,
advanced sealing technologies, nonprolif-
eration studies, and strategic trade control,
while at the same time providing substan-
tial support in training activities to both DG
ENER and IAEA inspectorates.

In the area of nuclear security, a close
collaboration exists also here between
the JRC and the IAEA, and although we
recognize that nuclear security is in the
first instance a member state respon-
sibility, there are definitely a number of
fields where an international professional
organization can contribute (such as
validation, testing of equipment, stan-
dardization exercises, benchmarking of
methodological approaches). The INMM’s
own work, through its technical division —
for example, on physical protection and
cybersecurity — are worth mentioning in
this area. In Europe, we provide scientific
and technical support to nuclear security
both under the “Internal EU Action Plan,
funded by DG HOME” and the “External
Peace and Stability Action Plan” (mainly
known under the name Centres of Excel-
lence), funded by DG DEVCO.

The particular characteristic of these
latter two action plans is that they do not
address nuclear in isolation but in fact
try to cover the whole spectrum of WMD
threats (including chemical, biological,
radiological, nuclear, and explosives).

Still in nuclear security, we appreciate
the strong collaboration between INMM
and WINS (and a speaker after the coffee
break will highlight some key results of
this) and the transatlantic collaborations,
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such as the one between a variety of U.S.
national laboratories and European Com-
mission laboratories (and, of course, also
EU member states laboratories).

In fact, it turns out that just 2 weeks
ago in our research center location in Ispra,
[taly, we had our annual review meeting of
the collaboration between Euratom and
the U.S. DOE (and other U.S. Departments),
which is a very productive and fruitful col-
laboration mechanism, covering the areas
of nuclear safeguards, nonproliferation
(including strategic trade control issues),
and nuclear security. Dave Huizenga, Prin-
cipal Assistant Deputy Administrator for
Defense Nuclear Nonproliferation at the
National Nuclear Security Administration,
led the U.S. delegation, which, after a quite
detailed visit to our laboratories, made
plans to further enhance our collaboration
in the future to the benefit of the interna-
tional society and especially also to IAEA.

Still in the area of international collab-
oration, last week, also in Ispra, we met
with the colleagues of the Border Mon-
itoring Working Group, an international
coordination mechanism in the area of
enhancing nuclear security (detection,
response, on-site assistance, training, etc.)
at crucial transport nodal points, and which
was set up 20 years ago (largely out of
necessity to assure the compatibility and
synergies between different international
providers of in-field support), and which
includes the U.S., EU, and IAEA.

Another very important characteristic
of INMM — particularly significant and in
line with the mandate and activities con-
ducted by the JRC — is its strong outreach
to university students and young profes-
sionals worldwide, especially through the
so-called Student Chapters (currently 25

exist worldwide).
This
training, and knowledge transfer to the

investment in the education,
younger generation is crucial in our field
of advanced nuclear technology, where
many experiments were done and knowl-
edge gathered more than 50 years ago
— which means that that knowledge was
gathered by a generation that has now
largely finished their professional career
and is thus no longer available for on-the-
job coaching and teaching of younger
staff. The fact that the number of univer-
sities teaching nuclear technology is cer-
tainly not increasing and that the amount
of nuclear experimental facilities has
significantly reduced in the last decennia
underlines even more the importance of
networking, sharing facilities, and student
exchange. In our JRC facilities back in
Europe, for instance, we strive to provide
as much as possible open access to our
highly specialized research infrastructure
and thus operate as a user facility for Euro-
pean and international stakeholders.
Knowledge management has also
become in recent years a key topic of JRC
interest and action. Knowledge manage-
ment has become a priority for the JRC,
as demonstrated by our new structure and
organization entered into force on July 1,
2016. While creating new knowledge will
remain the JRC’s core function, the new
vision refers to “managing and making
sense of collective scientific knowledge
for better EU policies. This means, inter
alia, collating and analyzing it and commu-
nicating it to policymakers, in a systematic
and digestible manner from a source they
trust” The reflection paper on data, infor-
mation, and knowledge managementatthe
Commission has led to the development

of science-based Knowledge Centres
(KCs) and Competence Centres (CCs) in
priority policy areas where policy needs to
be supported by scientific evidence. KCs
will create, collate, validate, structure, put
into context, and make comparable, easily
comprehensible, and accessible internal
and external scientific knowledge for a
specific policy field or across policy fields.
CCs will bring together analytical exper-
tise, such as modeling or data mining,
which is independent of theme and can
be applied across policy areas.

A Knowledge Centre on Strategic
Trade Control is currently under discus-
sion at the JRC management level, as it
has been identified as a key priority and
field where JRC has demonstrated sub-
stantial expertise and support to the policy
DGs in this cross-discipline area. Strategic
trade control is considered as a central
contributor to the nonproliferation regime,
and further international collaboration in
this field is thus very welcome.

As an example of an efficient knowl-
edge management system and network,
ESARDA confirms its central role in contrib-
uting to strengthening nuclear safeguards
programs and policies at the international
level, most of all in contributing to a resil-
ient knowledge management strategy on
nuclear issues.

Ladies and gentlemen, | would like to
close by conveying to this notable audi-
ence a message of encouragement by
underlining once more the importance of
actively participating in and supporting the
INMM and of the added value of being part
of a highly professional society promoting
dialogue and exchange of good practices
toward the safe stewardship of nuclear
materials and related technologies, for the
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sake of global security. While renewing my
gratitude for having invited me to open
this 59th Annual Meeting, | wish the INMM
much success with its ambitious objec-
tives and current work, and to all of you a
very successful participation and pleasant
continuation. Thank you.

Cary Crawford:

Thank you very much, Dr. Betti. We very
much appreciate your talk and your remarks
toward the Institute. We will take you up on
the offer on how to better collaborate.

Our next speaker is Dr. Brent K.
Park. Dr. Park serves as the Department
of Energy’s National Nuclear Security
Administration Deputy Administrator for
Defense Nuclear Nonproliferation. He’s
a nuclear physicist with extensive expe-
rience in congressional and executive
branch interactions. Dr. Park collaborates
with and advises representatives of the
U.S. National Defense, Homeland Security,
and Intelligence Communities in the appli-
cation of advanced technologies to fulfill
national security missions.

Prior to his current assignment, Dr.
Park served an associate lab director at
Oak Ridge National Laboratory, leading
the science-to-application efforts for the
laboratory’s national security programs.
He was responsible for DOE/NNSA pro-
grams at ORNL.

Before joining ORNL, he was the
director of the DOE/Non Steroidal Anti
Inflamatory Drugs Remote Sensing Lab,
where he led efforts to advance and field
cutting-edge diagnostics and communica-
tion instruments in support of counterter-
rorism and radiological incident response
for the nation. Earlier, he managed and
contributed to basic and applied research

programs at Los Alamos National Labora-
tory in the areas of defense nuclear non-
proliferation, nuclear emergency search
team activities, modeling and analysis for
nuclear weapons engineering efforts in
support of stockpile stewardship, nuclear
weapons physics, and basic physics
research.

Dr. Park earned a bachelor's degree
in physics and mathematics from lllinois
State University and a master’'s degree
in physics with an emphasis on remote
sensing at Indiana State University. Later,
he shifted the direction of his research
to nuclear physics and earned a second
master’s degree at Indiana University. He
performed his thesis experiment using
the spallation neutron source at LANL and
earned a doctorate in physics from Ohio
University. Please welcome Dr. Park.

Brent Park:
Good morning.

Audience:
Good morning.

Brent Park:

While | was going through the con-
firmation process, Teressa McKinney, my
staff, asked me if | could come and talk to a
few people. Hello, a few people. Anyway,
without thinking, “Oh, sure, I'll come over
and talk to you.” | didn’t realize there were
so many few people in this room.

| spent the last few days asking my
staff — in fact, a couple are here — “What
should | talk about?” They gave me great
ideas. | didn’t like any of it. In fact, they
looked like what you can find on the DOE/
NNSA website. I've been asking, starting
with Teressa, Larry, everybody, Corey,

everybody, “What should | talk about?”
This is my parking ticket. By the way, you
guys owe me $45.

| actually collected keywords. I'm
going to make things up along the way.
Since I've been doing this for about 30
years, | should be able to entertain you on
three topics. I'm going after great speak-
ers, so you can actually check off a few
things. Along the way, every 5 minutes, |
was just checking off, “Okay, there it goes.
There it goes”

The last couple of things that remain
for me to entertain are R&D, obviously —
I’'m a physicist, so I'm going to talk about
that a little bit. Then, education. Again, as
the previous speakers said, it's great to
see many universities participating. | will
actually focus a little bit on the students
and young postdocs. | was one many
years ago. In fact, that’'s how | started my
career in Los Alamos National Lab.

But I'd like to actually congratulate
Morris. It's good to see your friend becom-
ing a fellow, by the way. It's a good deal
for one of my NNSA fellows to — or, a
coworker to be a fellow here at INMM.
That’s a great recognition for Morris.

Anyway, let’s see, R&D. Much of what
we do is science and technology-based,
by the way. We call it science, but, in
reality, it's science, technology, engineer-
ing, and everything else you can throw in.
That’s what we do, by the way.

When | actually first got to NNSA
headquarters a few months ago, one of
the things | found very surprising and
interesting is the people. | knew them from
a distance for about 30 years. | worked
with them, partnered with them, but again,
| didn’t realize the amount of work that
they’'ve been doing. In fact, it's good to

8 Journal of Nuclear Materials Management

2018 Volume XLVI, No. 4



see many of my office staff here rather
than at my office, by the way. It's great to
see you here.

But, again, that also worries me quite
a bit, because many of the people are
old enough to retire. I'm going to tiptoe
around and I'm going to give you some
discrete talking points. I'm going to pull
them all together toward the end.

As it turns out, when | was going
through a confirmation process at the
Senate, many senators actually asked
me, “Dr. Park, one of your ‘sales pitches’
is to nurture the next generation. How are
you going to do that?” | went through the
normal routine of education, university
outreach program, and so forth.

But, again, many senators pointed out
that we have to compete against Googles
all over the world and so on. It's not that
easy. One draw that we have is mission.
Many of you and many of your colleagues
believe in the mission space that we’re
in, national, international security, and
peaceful coexistence, and so on. That's a
big deal, by the way. One of the institutes
or societies that I've been meaning to
come by is actually this Institute, because
it's important for me to engage with you
and emphasize how important it is that we
work together.

| actually had a closed-door conver-
sation with my staff a couple of weeks ago,
maybe it was a week ago. They asked me
about my vision for NNSA and so on and
so forth. Those secrets are kept in the
government, by the way, because as soon
as | said I'm going to emphasize the R&D,
guess what? Everybody in the hallway tells
me, “Oh, Brent, you’re going to grow our
R&D program to whatever it is.”

Yes, that’s true, actually. That's the

part that we have to focus on. The words
that | use are intentional, and we need to
focus. It cannot be done by excellence.
You have to have desire and a plan and
support and the willingness to do all of
this. Again, special thanks to — there was
an award winner who actually thanked this
professor. It starts with education, by the
way. That’s a big deal. Much of what we
do for treaty verification, monitoring, and
so on and so forth that my office is respon-
sible for — it starts with education.

In fact, we actually have three rela-
tively large university consortia. | think that
there are three — Berkeley is the leading
one, Michigan, and North Carolina. One is
about to go for a recompete. But, again,
through these programs, we actually
engage with you, work with you, because
we actually put national labs to work with
these university centers, so we can maxi-
mize the impact.

The focus, number one, is people:
students, early careers, as well as pro-
fessors. You need to stay engaged, and
we’ve got to make these opportunities
available. In fact, the Administrator for
NNSA, Lisa Gordon-Hagerty, and | agree
that we need to invest more. Hopefully,
over the next 6 to 12 months, we’ll actually
announce more interesting opportunities.
Stay tuned for that.

Locally, we also have this fellows
It started
before. In fact, it was out of what is now my

program within  NNSA. long
office, but it got broadened, and we actu-
ally include other parts of NNSA. In fact, if |
remember a statistics in — | ask my people
to give me numbers, and | don’t remem-
ber exactly what they are. They told me
about a hundred times, but roughly about
450 people graduated from this fellows

program. It's about a year-long program.
Our placement percentage, if | can call it
that, is 98% or 99%. In fact, many of my
senior staff, there are some Senior Exec-
utive Service staff in my organization who
are graduates from this fellows program.

We’'re looking at all different aspects
of giving opportunities to early careers. In
fact, when | was a postdoc in Los Alamos
National Lab many, many, many years ago,
somebody took pity on me and gave me a
job in the Physics Department. That’'s how
things worked. It is important that we con-
tinue the tradition. Thirty years later, who
would have thought that I'd be here talking
to you? By the way, this parking permit, |
cannot lose.

One thing that I've been struggling
whether to actually discuss or not is civil-
ian nuclear energy. I'll just say a few words
and get off and take your questions. My
office is responsible for what we call 123
agreements and expert control license
agreement, overuse, and so on. We really
need to make sure that, starting with the
United States, our partners and allies and
everybody in the international commu-
nity applies nuclear energy for peaceful
purposes.

It sounds simple, but much of the
technologies that go in to making sure
that they’re used peacefully — I'm looking
at the people who have to make that
happen. We need great ideas. In fact, | was
very happy to hear that there is a renewed
emphasis on modeling and simulation,
because you cannot actually perform all
the experiments that you can think of,
really. You have to rely on the latest and
the greatest modeling and simulation
tools. In fact, I'm very happy to share with
you that my former organization, Oak
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Ridge National Lab, reclaimed the number
one. It's called the summit, | believe.

But, again, it's a great competition for
all of us: nations competing on science
and technology. That’s what I'd like to see
personally, all the societies and institutes
like this. You compete for recognition.
That’'s how we need to actually compete
with each other, and that’s what to look for.

A few weeks ago, | made a first official
travel to Vienna, just to say hello to my col-
leagues at IAEA and CTBTO. Relationships
are important, as the previous speaker
actually talked about. You actually have to
build them when you don’t need them.

For the young people, it’s critical that
you convince your professors and your
supervisors to attend these important
gatherings. In fact, | actually encourage
all my fellows to find time to participate
in these important meetings. Many of my
staff | see in the audience, and many of my
former lab colleagues are in the audience.
In fact, I've been supporting Larry Satko-
wiak and Teressa and everybody else, and
| didnt realize | was missing this kind of
fun. Had | known, | would’ve been here a
long time ago.

| could go on and on, but the import-
ant thing here is that | appreciate all your
dedication and active participation in edu-
cating and training the next generation. In
fact, many of us are at an age where we
actually have to worry about who’s going
to fill our shoes and fill our jobs and so on
so forth. It’s critical. That goes to our inter-
national partners as well.

But, again, if you take away anything
from my talk this morning, a very brief one,
is that thank you for all you've been doing.
Although there isn’t a whole lot of R&D in
nuclear nonproliferation, by the way, it’s
built on R&D, it’s built on S&T, it's built on

technical people like yourselves. | cannot
ignore the operation and support people,
RCTs included, and so on and so forth, that
they make our jobs more effective and
livable, if | can use that word.

But, again, it's a team effort, team
concept. As a dumb physicist in a palace
job, I'm learning every day. It's eye-open-
ing. But, again, | look forward to applying
my R&D, S&T background. The next time
you invite me, I'll talk about something like
how this “palace thing” is working out for a
dumb physicist like me, but for now thank
you. Good to see you.

Cary Crawford:

Thank You, Dr. Park. | will take this
opportunity now to allow you to ask some
questions of either Dr. Park or Dr. Betti. |
would remind you that we have mics in the
middle. Okay. If you do have questions,
please step up to the mics in the middle.

One comment | didn't make at the
beginning, just for your awareness, in
case it matters to you, this is being live
streamed. If you have a question that you
don’t want your boss to hear, maybe you’'d
think twice about it. But, otherwise, we
would very much welcome questions. We
have a few minutes for that. Anybody who
wants to ask questions of either speaker?
| see one working his way over.

Nickolas Roth:

My name is Nick Roth. | work at
Harvard University. My question is for
Dr. Park. Over the last few years, there’s
been a decline in budgets for international
nuclear security programs within NNSA.
| want to ask you what do you think your
approach will be so that innovation in that
space and encouraging new ideas?

Brent Park:

| appreciate the question. It's so blin-
dingly bright, | cannot even see your face.
If you move this TV, by the way. For the
organizers, you need to entertain short
people like me. The legs ... It's far back.
I've got to find a way to make you laugh
once or twice this morning because, other-
wise, | would not have succeeded.

A very good question. As it turns out,
everything is cyclical in what we do. It's not
so much the lack of funding, by the way.
Many things that we have started we've
successfully concluded. We've been
collecting and reviewing new strategies,
which is the second part of your question,
what we’re doing and so on and so forth.

[t's not done in a vacuum, it's done
with international partners and it's done
with the lab sites and plants and university
colleagues and so on. Part of my job is to
make sure that we build the next 3-to 5-to
10-year strategy. I'm happy to share with
you that whatever we're doing that is in
part of a 2020 budget cycle looks prom-
ising. Obviously, we cannot go into details
because it’s still embargoed.

But, again, we’re very hopeful that
whatever we have been doing will be
sustained and that we’ll put some new
emphasis on new projects and new pro-
grams. That's what we’re going to be
doing. Thanks for your question.

Edwin Lyman:

Yes, Dr. Park, this is Ed Lyman from the
Union of Concerned Scientists. | hope you
don’t mind if | raise an issue that you didn’t
talk about and probably don’t want to talk
about.
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Brent Park:
Good to see you again.

Ed Lyman:

First, a comment about the disposi-
tion of surplus weapons plutonium. | just
wanted to say that we appreciate that the
Administration is continuing to pursue the
termination of the MOX program and the
dilute-and-dispose alternative. We'’re very
supportive of your efforts to maintain your
policy in the face of congressional opposi-
tion. We stand ready to support you in any
way we can on that.

But on a related note, in a report
to Congress in June, NNSA said — as
you know, you're under a court order to
remove one metric ton of plutonium from
South Carolina by the end of next year.
You told Congress that you were consider-
ing repurposing some or all of that material
for defense purposes.

The question that I'm asking you,
which you’re not going to want to answer
at this point, is does that mean that you're
actually considering withdrawing up to
one ton of material that's currently desig-
nated surplus plutonium, withdrawing that
from the excess stockpile and returning
it to the weapons stockpile? Because we
would be concerned about the develop-
ment. We're wondering why that decision
is being considered. Thank you.

Brent Park:

| don’t think he expected an answer
from me. Well, we review all options, obvi-
ously, and we take seriously the court
orders, as well as we are trying to find
ways to partner with the friends in South
Carolina and elsewhere. We're hopeful
that several options we’re entertaining will

lead us to successful conclusion. Again,
there are things that I'm not at liberty to
talk about, but, again, we’re looking at all
options diligently.

Cary Crawford:

Other questions? I'm seeing none
coming. | would like to tag on both of your
comments and more from the INMM per-
spective, but | very much appreciated your
comments about the interactions between
not only the institutions represented here
but many others. Each one seems to have
a different focus and a different mission.

One thing at the INMM that we like,
which we haven’t seen as much of in
recent years, is with such an august group
of scientists, engineers, policy, technical
people, implementers in facilities, we like
challenges. | don’t think we have been
as good about standing up in front of the
Institute and presenting big challenges,
but we do historically have a history in
having accepted challenges and achieved
those challenges. We'll speak about one
example in just a minute.

| very much appreciate your com-
ments about the interface. | guess | would
challenge you and the Institute to think
about how we might be able to help you
further your missions in better in achieving
your goals in all of the different fields of
nuclear materials management.

Bruce Moran:

Bruce Moran, Y-12. Both of you repre-
sent research and development in science
and the technology development. A lot of
us out here are involved in the implemen-
tation as inspectors, as operators. How
do you see that the interactions between
research and development and those

using the products of your research and
development?

Maria Betti:

Personally, | see that in research and
development, we need to look at the
gaps so that we are in the technologies.
In looking at these gaps, we have to see
how the answer can respond to some
questions that the inspectors of those that
are using this technology are looking for,
namely if there is a new request or new
need for verification, for instance, from
Euratom inspectors, and they want to have
a particular case to develop, they can
come to us and discuss with us. | have a
practical example.

Look at the remote control that we are
developing for some repository like that in
Finland. We have worked with the nuclear
inspectors to understand the best to verify
the waste ones in the repository. We have
developed a 3D system of remote moni-
toring that actually can be used not only
for this purpose, but also for some others
that nobody would believe, like the recon-
struction of cultural heritage.

This is how | think, and some imple-
mentation of techniques should go with
research and development. They have
to work together. The researcher, who
is in research and development, has to
respond to technological gaps, but the
technological gaps have to come out from
those who are doing the implementation.

Brent Park:

| was in Vienna a few weeks ago.
| visited with the IAEA and CTBTO. They
actually zoomed in on one aspect of
instruments, technologies, and so on and
so forth, which is immature. Is it ready to
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use by just about anybody? As it turns out,
most of what we do at university and the
national labs is cutting-edge. Oftentimes
they are not ready for field action. There’s
a little homework on our side, by the way.

Not everything is usable. The biggest
example that people use often is OLEM,
Online Enrichment Monitoring. If you actu-
ally open it up, it's simple technology, a
collection of technologies, by the way. It's
got a pressure monitor, radiation detec-
tors, and so on, and it's tamper proof and
all that.

But, again, we need to challenge
ourselves into converting or maturing
the cutting-edge instruments to be more
field-deployable, by the way. It needs to
be “uniform,” so anybody can use it and
get the same result.

But take everything out for a second.
Much of what we do is actually how we do
what we do, so the people aspect is very,
very important. It's more than instruments
— it’s training people to do it the right way.
It's a combination, by the way.

We can spend the whole day talking
about the answer to the question, but that
actually is one of the objectives that we
have. How do we empower the people
out in the field, whether inspectors or
responders or colleagues, to actually have
the latest and the greatest, but at the same
knowing that there’s a “price limit” — i.e,, if
they cannot afford it, what good is it? We
need to understand all aspects of what it
means to develop a set of technologies
for field use and so on and so forth. But,
again, this is a very important topic. It's

worth a conversation.

Laura Holgate:
Yes, good morning. Laura Holgate
from the Nuclear Threat Initiative. Thanks

to both the speakers for your contributions
over your careers and for your remarks
this morning. Thank you, Cary, for mention-
ing the panel discussion that I'll be leading
on Tuesday afternoon on advanced reac-
tors and how they relate to safeguards by
design and security by design.

One of the missions to my madness
is to try to draw the advanced reactor
community more closely in with the INMM,
because | think there’s technical aspects
across the INMM mission space that affect
these new types of reactors, whether it’s
high-temperature gas, molten salt, liquid
metal. I'd really like to ask you two in your
respective roles as technologists — and
Dr. Park, especially you in your policy role
— how are your organizations engaging
with the advanced reactor community?
How are you thinking about developing
new models of safeguards and security
that are associated with these new tech-
nologies and the challenges and opportu-
nities that they’ll be bringing us?

Brent Park:

Thank you, ambassador. Appreciate
it. A bit of a role that we play in the fast
reactors, test reactors, and so on and
so forth is how we supply the fuel. For
example, there is a recent conversation
on the community needing high assay
LEU. As it turns out, within the U.S,, there is
no current capability. Could we do it? Sure,
but right now we don’t have a capacity to
do it, capability to do it.

We’re helping out on the conversa-
tion to make sure it's done using S3: safe,
secure, safeguards conditions are all met
and so on. As it turns out, it's easier said
than done, but what | offered to my col-
leagues at the White House and working
with the nuclear energy and other partners

throughout is that we want to get involved
at the early stage so we don’t apply brakes
halfway into the development cycle. The
things we can do upfront, we’ll do it.

It's a simple procedural change, but,
again, what | offered is, “let us take a look
early and let us help you to achieve the
end state quickly.” This administration is
really all in on getting the nuclear energy
up and running again. We want to do
everything possible.

Again, our job is not to apply brakes,
our job is to make sure safeguards condi-
tions are met. But, again, historically, we've
been at the tail end of it. People would
bring us solutions and we’d say, “No, it
wouldn’'t work.” “No, you've got to do it
different.”

But, again, slight change in this admin-
istration, which is very, very important, is
we're taking a look at it now at the early
stage, at the design stage. Over the next
month or two or three, | think my office will
get finally some of the designs for early
reactors, different kinds and so on, rather
than waiting for a year or two. Obviously,
we have to sign a nondisclosure agree-
ment and all that.

But, again, we are the U.S. govern-
ment, and we will protect the information
and all that. But we’re looking at assist-
ing, partnering with the industries upfront
early. We’re looking for all possible ways
to make things happen.

Maria Betti:

Okay. Thank you very much. As you
know, in Europe, for the moment, we've
been mostly involved with the safety of the
new reactor, the advanced reactor, namely
these are generation four with the differ-
ent six types.

In our work program of my directorate,
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2 years ago, we already started to have
a project looking at the holistic approach
of these advanced reactors, also for the
modular reactors, from looking at the
safety aspects but also the safeguards
and nonproliferation aspects. These are in
collaboration with the Euratom, of course,
directorate, but also with those member
states. We are doing the technical devel-

opments of the reactor itself.

Laura Holgate:
Thank you.

Junichi Ishihara:
My name is Junichi Ishihara with JNFL.
| have a simple, but difficult, question for

Dr. Park. JNFL has been preceding the
JMOX project in combination with the Rok-
kasho Reprocessing Plant. | used to take
responsibility of the head of the General’s
Project for 5 years. Two years ago, | visited
MFFF .... | have a question for you. Is there
any possibility to restart the construction of
MFFF?

Brent Park:

The MOX facility, or MOX project
as we call it — the administration has
declared its intent and proposed the solu-
tion. Again, there isn’t a whole lot that | can
add to the conversation. But, again, to the
extent that we can share information and
so on, 'l be more than happy to work with

you and your colleagues to see if there’s
a lesson learned and/or if there are ways
to cooperate, collaborate. We'll look for
all options and avenues. But, again, the
Administration has spoken, and there isn’t
a whole lot that | can add to the topic.

Junichi Ishihara:
Thank you.

Brent Park:
| sound like a politician, by the way.

Cary Crawford:

Any other questions? Okay. Again, |
would like to thank both of our speakers.
Let’s give them a round of applause.
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As it has for two decades, the Journal
of Nuclear Materials Management hosted
a roundtable discussion with the opening
plenary speakers at the INMM 59" Annual
Meeting. The participants had an opportu-
nity to ask the plenary speakers questions
based on their presentations during the
opening session.

Larry Satkowiak: During the opening
plenary, both of you described your orga-
nizations somewhat. And the perception
that | get regarding both organizations is
that both of the organizations work in that
space between policy and technology.
And | guess my question is, what do you
consider your greatest challenge in that
space? Is it technology? Is it policy? Is it
a combination of both? And how do you
manage that?

Maria Betti: So, thank you very much.
Before | answer, or | try to answer your
question, | would like to say a bit more
about the recent reorganization of the
nuclear activity inside the JRC entered
into force in 2016, under the Juncker Com-
mission. The Joint Research Centre is the
General Directorate providing the scien-
tific evidence and knowledge to support
other DGs in policymaking. The JRC leads
nuclear activities over four different geo-
graphical sites that could be compared to
the national laboratory CR in the States.
These activities started after the signature
of the Euratom Treaty, the Rome Treaty in
‘57. When the JRC opened its doors, we
had nuclear and non-nuclear activities
conducted over four different sites. So, in
2016, the JRC endorsed a new structure
reuniting its nuclear mandate under one
single Director — instead of four — respon-
sible for the execution of the JRC mandate
under the Euratom Treaty.

This optimized structure constitutes
the most consistent approach to respond

to policy requests and to our policy-sup-
port responsibility, to be implemented
at units’ level. This was one of the major
results achieved by the newly appointed
commission of President Juncker, which
was willing to break silos at policy level
inside the organization in an attempt to
modernize and make it more efficient.
This means an increased collaboration
between different portfolios and the tech-
nical support services, which has been
successfully implemented thanks to the
JRC’s new structure entered into force in
2016.

Now, coming to your question and
taking into account these circumstances,
there is a constant need to translate policy
into technology and technology into
policy — how to meet politicians’ needs
and address the way they express these
needs. How can scientists and technicians
better respond to politicians’ demands,
to provide them with an effective policy
support and produce scientific evidences
fit for purpose? How can we communi-
cate together? In these questions lies the
challenge.

If 1 would simply try to ask one of
my scientists to explain something to a
politician, it would prove not sufficient
or not clear enough. They would enter
in the technical details, and the mutual
understanding would be affected by this
incapacity to use a common code. So, first
of all, | would approach the issue by edu-
cating with dedicated trainings on knowl-
edge management for policy support.
Pure scientists need to be put more in
contact with the peculiar trends defining
present politics and be able to timely and
significantly contribute in reaching its stra-
tegic objectives. They need to develop
their understanding of the policymaking
process as to start translating their jobs

and communicating results in a way that
can prove truly accessible and effective —
not only to policymakers, but also to the
general public, because the politicians
finally are elected to represent the inter-
est of the citizens. This fine-tuning in the
communication process between politics
and science is something we need to
tackle and positively develop in the name
of more inclusive and more efficient poli-
cymaking practices, in the interest of the
citizens.

Brent Park: So, to answer your ques-
tion. It's not left or right, it's not top or
bottom, it's not push or pull from the tech-
nology to policy and vice versa. What it is
is actually quite intertwined. They’re con-
nected. Depending on what the topic is,
size does vary, and sometimes we make
it a little more complex, complicated than
it should be. But again, my viewpoint is
quite different than, “Is it this or that?” But
it's actually — when you look at it from top
to bottom, it’s actually one in the same. So
| like to see it as technology combining
and supporting policy and vice versa, not
one or the other. And | think you’ve done
a really good job actually of talking about
the scientists working with the politicians
or policymakers and so on and so forth.
But again, as a physicist, | see all possibil-
ities, but again, it's not one or the other.
It's actually hard to separate them, and you
should not separate. It's one supporting
the other.

It could be kept on my shoulders.

Felicia Duran: Will Tobey this morning
issued a new challenge, and | don’t think
it’s just for INMM. It’s for all of us that work in
these areas, that’s security and safeguards
and related areas. [He] issued a new chal-
lenge regarding professional certification
of the staff that work in these fields. And
| know both of you really did emphasize
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the importance of education and training
in your remarks this morning. So, how do
you think, or given this challenge, what
can your agency do to meet that challenge
that WINS issued this morning?

It's actually worthwhile. And what it
does is it actually puts a spotlight on one
of our much-needed efforts. And to that
extent, | accept it and | think all my fellow
colleagues do accept the challenge.
Because it’'s the right thing to focus on.
And | use this work today when | talk about
R&D and so on. And the work is inten-
tional. They do show up in the way | actu-
ally process these challenges, by the way.
So that there is a call worth our time, our
while; we need to embrace it and develop
a plan to make sure that we can deliver
something to the committee and to the
nation, and as one partnership and so on.

It's easy to say, “Yes, we take the chal-
lenge.” It's quite a different matter of when
you actually have to present an action plan
and how we go about actually meeting
those challenges head on and so on and
so forth. And | think that's where a body
like INMM could come into play. Keep us
focused. Bring it up on a regular basis,
not just at the annual meetings, but on a
regular basis. And call us up to make sure
we do our part.

But again, it's a partnership. It's not
just people on the government side or
people on the university side, people on
the lab side; it’'s a partnership. It's a collec-
tive fight so to speak. And to that extent,
we like to hear thoughts and ideas from
the community as to what we should be
doing. Knowing that we have constraints
on the government side as to what we
can and cannot do, | appreciate the good
ideas. At the same time, we are riding on
proven ideas. And a couple of the exam-
ples. | did talk about the Educational

Center Program, which sits at the center
of what we’re talking about. | talked about
the Fellowship Program, which is also in
the center of what we’re talking about.

But to an extent, how do we broaden
those possibilities? It's getting more of
the government saying, “These are the
things we want to do.” And we also want
to hear from early career people as to
what made them successful in addition
to the people on the table. So to that
extent, | look forward to INMM collecting,
disseminating, and [making] assessments
as to what’s practical for us to pursue. And
then to see if on the government side and
working with international partners we
can support some of these initiatives. But
we will continue to emphasize our exist-
ing educational outreach programs. We’'ll
look for every possible avenue to actually
strengthen our commitment, if you would,
in attracting and retaining people in our
business.

Maria Betti: Thank you. Education
and training is one of the key areas of
interest for the European Commission and
the JRC. Our Directorate General has intro-
duced with the new structure — entered
into force last July 1, 2016 — knowledge
management units, one for each knowl-
edge production directorate. These units
are in charge of conducting the technical
and scientific information scanning as well
as managing dissemination and outreach
activities, including trainings in collabora-
tion with universities. As | mentioned this
morning, we have several programs run
together with our General Directorate
of Research and Innovation promoting
student exchanges in our facilities or in
member state’s facilities.

Also, the JRC organizes every year
a decommissioning summer school. In

Europe, there is an increasing demand

of highly specialized workforce in the
nuclear decommissioning sector. Provid-
ing young generation with hands-on train-
ings to obtain professional certificates is
one of the key objectives of our summer
school. We need to encourage students to
engage in this specific sector, and not only
in nuclear engineering or nuclear physics
as done so far. We are also constituting
knowledge centers with the objective to
produce the scientific and political knowl-
edge, combining it with generally acknowl-
edged economics and the relevant social
behaviors to disseminate highly meaning-
ful and useful knowledge in specific areas
of interest.

Glenn Abramczyk: This supports the
material stored in Savannah River privately.

The one minute per ton. It appears
five or six years ago we were going to
have a nuclear renaissance and it didn’t
happen ... So, it appears as if that’s going
to happen, it's going to happen with the
new generation of nuclear reactors. How
are your organizations working to incorpo-
rate safeguard security into those types of
designs or facilities?

You are speaking about generation
IV reactors, modern recent reactors. The
JRC, however, doesn’t conduct any engi-
neering development activity in this field.
Our involvement in the development of
this kind of technology is first of all con-
sultative: we participate in the generation
IV discussions, speaking on behalf of the
entire European Commission. We support
our EU member states willing to develop
these reactors in the frame of several con-
sortia set up to this extent. For instance,
one consortium is led by Belgians for the
implementation of the MYRRAH project
(Multipurpose hybrid Research Reactor
for High-tech Applications). It consists of

a subcritical, lead-bismuth cooled, fast
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neutron spectrum reactor coupled to a
600 MeV linear proton accelerator.

So far, we have been mostly involved
in conducting safety study for these reac-
tors. Very recently we have adopted a
holistic approach to safeguard issues in
collaboration with the IAEA that is also, very
much involved in advancing nonprolifera-
tion. Very recently we have also included
in the most recent programs a new type
of modular reactor in the frame of a coor-
dinated research project, in collaboration
with the IAEA. We are currently focusing
on the engineering part, the safety side,
but also investigating the needs that the
development of this kind of reactor may
have in terms of workforce specialized in
safeguards.

Brent Park: So it’'s interesting, as it
turns out that the Fukushima event, there
was a great hope and confidence that we
were going to realize a renaissance almost
overnight. And Fukushima happened.
So there’s a renewed emphasis on the
safety in this aspect. These are the safe-
guards, meaning it has been progressing
wonderfully. At the same time, what | just
did with the IAEA a few weeks ago, we
talked about microreactors. It's wonderful,
the fact that the IAEA Director General
is talking about small modular reactors
and microreactors, and so I'm looking for
peaceful end if they’re used.

It's actually here appropriated. So
what we are looking for as a committee
is a life-cycle aspect of it from us. Not
only designing it, building the reactors,
but also the fuel side and actually using it
safely and securely. And then what you do
after it, right? You have to appreciate that
tread life-cycle aspect of what it means
to operate nuclear reactors, whether it’s
a regular or a small modulator or even
microreactors and so on.

This is not a conversation the govern-
ment could lead. This is not a conversation
the users could lead. We have to work
together by right. Again, there’s a ten-
dency to focus on what | call front of the
design and building — not so much what
you do afterwards. So that's where our
organization was like INMM. They play a
big role for people like me in government
... When people bring me half the solu-
tions in the form of, “l want to design and
build it,” we have a problem. We need to
actually to worry about what are you going
to do with the spin fuels, for example.
There’s a life-cycle aspect that we need to
talk about.

But again, we're hopeful that we have
learned a lot from Fukushima and previ-
ous events. That we know how to make
it safe, secure, and that we’re all in oper-
ation that requirements and safeguards
requirements and so on. [At the] system
level, our challenge is not so much, “Can
we design it?” Sure we can. “Can we build
it?” Of course we can. But again, the guar-
anteeing safe and secure and safeguards,
all those three words built in, it's hard. And
the world is not that peaceful. | mean, there
are always bad actors looking for ways to
disturb our peaceful use. So to an extent,
we have to do the best we can. But again,
the life-cycle aspect of coming together,
working with the community, government
oversight, what they say in our CEO, part
of my office looking to apply reasonable
safeguards, control.

| strongly see a role of INMM in actu-
ally calling for a committee to get together.
Let's have open discussion, and then |
have to send my experts or even | partic-
ipate in the conversation. But again, like
you said about separate, there was con-
versation about separate silos and so on
and so forth. We cannot go through that

and at the end of that come up with a
reasonable play. That's work ongoing. So
it is quite important that we get together
and talk about a system-level integration,
life-cycle aspects of nuclear energy. And
I’'m in big support of small modular reac-
tors and microreactors because it’s less
headache for us. Again, we need to look
for unintended consequences along the
way. And that’s what we all do. Not just
[inaudible 00:28:34] on the side, we being
all of us around the table to an opportunity
to discuss more.

Larry Satkowiak: Very good. Irmie?

Irmgard Niemeyer: Thank you. Well,
| have a question for Dr. Park. Noting the
impressive program and contributions on
nuclear-related R&D, training and edu-
cation in the U.S., including also interna-
tional collaboration, | wonder how you
see the role of the U.S. today, but also in
[the] future, in promoting nuclear nonpro-
liferation-related R&D, as well as training
and education elsewhere, in particular in
newcomer states and so-called develop-
ing countries. How do you see the role
of the U.S. in supporting capacity build-
ing in nuclear nonproliferation in these
countries?

Brent Park: Great question. In fact,
that’s a primary focus for one of the offices
that | have within my own organization. We
have a very strong outreach program. We
actually take that challenge very seriously.
Not everyone has resources like your
country does or what our country does
over here. Yeah, but to the extent that we
can actually share our lessons learned,
at the rate we send many of the instruc-
tors so they can train the instructors to
make sure the training that we provide is
focused at their level — at the users level
in our partnering countries.

There’s limitations, obviously. | mean,
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the host countries or partnership coun-
tries, actually they need to step up. As
for our systems, they definitely help, but
also they need to step up their, what | call
“donated level of participation.” It cannot
be just quote-unquote, we provide every-
thing. There are limitations as to what we
can do.

But again, in terms of — | am very
much for international partners, whether
they come over the U.S. or other develop-
ing countries, | really would like for them to
get the best quality education. And in fact,
if then when there is an opportunity for us
to expand up a new education program,
and | hope that there would be. To focus
on safeguards and the NDC, all the things
that we’re talking about, that we hope
to actually attract a fair number of inter-
national partners so that they could get
advanced degrees. And then after they
get trained, they go home. So that they
would not only have relationships, but they
would know the latest know-hows. So they
can actually keep on working with us and
at the same time, provide the best and the
greatest service to their own countries.

This is an outreach program we take
very seriously, to the extent that we set
aside more than 20, 25 percent of my
budget for international outreach program.
We take it very seriously. We also work
with, as you probably know, IAEA and other
countries. We try to export our lessons
learned. So when you have ideas as to
how we can improve, | welcome those.
And again, it's one of those that we want
to work with the community and very close
international partners. We would welcome
input. So, whenever there’s a way for us
to upgrade, modify, enhance our interna-
tional engagement, we’d be more than
happy to do so.

Larry Satkowiak: Very good. Maria,
do you have anything to add?

Maria Betti: No.

Larry Satkowiak: Okay. Jack?

Jack Jekowski: Thank you both for
coming today and sharing some informa-
tion with us. Bridging off of Felicia’s ques-
tion with the WINS challenge to provide
certification for our membership, 18 years
ago, the Institute really began to look at
the issue of the “next generation of nuclear
stewards” and where we were as an insti-
tution to ensure that the preparation of that
generation was done adequately to fill our
needs. Back in that timeframe, we didnt
have any student chapters, so we started
student chapters. J.D. Williams, who has
since passed, and John Matter — who
were the president and vice president at
that time — had charged some members
to develop the methodology for student
chapters. And now we have 25 student
chapters, both here in the U.S. and interna-
tionally. And we’ve struggled to help them
as much as we can, both financially and in
terms of support from the local chapters
that are around them.

A couple of years ago, the Depart-
ment of State, through the Partnership
for Nuclear Security (PNS) picked up that
baton, if you will, and made a special
effort to engage with the development of
international student chapters in a very
spectacular way. They not only helped the
establishment of those chapters, but they
also paid for a substantial number of the
members of those student chapters, and
some international chapter members, to
come here to the annual meeting. And
they worked very closely with us and
in partnership with them. That funding
support has since largely gone away, but
those chapters are still there and we now
work very hard to support them.

So, as a piece to this process of
making sure that we have a future genera-
tion that’s well trained and certified, | hear

you saying, “Come to us with your recom-
mendations.” And we’ll certainly take that
charge and do that. But do you have any
perspectives on outreach, in particular to
student chapters within the INMM, in terms
of what might be done by your different
organizations?

Maria Betti: Our outreach plans focus
mainly on the European sector by first of
all strengthening our relationships with
academia, as a start. As, for instance, we
are currently running doctoral partner-
ships with national-based universities.
This
universities could apply for these grants

initiative was launched last vyear,;
in different fields, including nuclear. We
tried to attract the best universities and
those organizations/institutions with the
most nuclear knowledge experience.
These partnerships constitute the starting
point for a more comprehensive program
for collaborative partnerships on nuclear
issues.

Talking about emerging topics of inter-
est, we are currently working on nuclear
nonpower energy applications. So, this
means to exploit the nuclear knowledge
for other applications such as nuclear
medicine, support to the space policy by
improving satellite systems, or applica-
tion of nuclear in favor of environmental
policies. Of course, nuclear engineering
remains one important area of work, but
we are also fostering research on other
topics, mostly looking at the future evolu-
tion of the use of the nuclear knowledge,
not necessarily limited to nuclear safety
and security and safeguards.

Brent Park: So, that’s a great question.
As it turns out, one possible explanation, it
has been known for decades, so it's some-
thing you know already. Every national lab
to that extent, some of the sites and plants,
it takes only a herd — literally hundreds
of summer students, for example. | can
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easily foresee an organization, all these
large national labs, quote-unquote, having
a sister organization. Like the problem of
“this society oversees,” and so on and so
forth. And it's something that our system
could absorb without too much difficulty.
But again, this requires that combination,
a teaming, if you would, between the gov-
ernment sponsors and national lab sites
and plants and universities and so on.

For example, as Los Alamos National
Lab, that's where | actually did my PhD
work in the ‘80s. And | was one of the liter-
ally five, six hundred students back there.
And | was one of 400 PhD postdocs. And |
can easily foresee that | had been playing
a role in providing this — for the lack of a
better word — introduction, if it's not been
done already. But again, it doesn’t take too
much to actually make things happen. Oak
Ridge, where | retired from a few months
ago, has several hundred summer stu-
dents from all over. But again, | think what
we're talking about is a more focused
engagement with the international student
society that's been within this nuclear,
quote-unquote, business. And it requires
conversations with people like Larry Sat-
kowiak and his cohorts and so on.

It's something that the people like me
should be able to support easily. What |
call a no-brainer. But again, you need to
initiate that. And your example of a state
park on helping out. Chances are, what
the government can do is a 1-year, 2-year
thing. You need to seize the moment then
and make it more sustainable again, that
this is a chance for the entire member-
ship. The way | see it — because | come
from the lab background, almost 30 years
— you will not break a bank to make this
happen. | talked about our three sectors
of excellence. One led by Berkeley, one
Michigan, and one North Carolina. We're
doing it already within the U.S. system.

One thing that | actually did mention is
that all these university consortia, lab part-
ners. And anyway, there are enough great
examples that you can actually learn from
them. And | am certain that you can easily
find a great solution within the system that
we already had.

It's actually relatively easy to absorb
a clinical year if we want.

Larry Satkowiak: Chris.

Chris Pickett: Okay. Both of you men-
tioned the need to preserve knowledge
and critical skills in this profession. I'm an
advocate of using R&D to do some of that,
especially when the R&D program is set
up to fund, mentor, and protégé. Looking
out over the next decade, what do you
see are the nonproliferation and safe-
guards R&D challenges that current- and
next-generation researchers should be
trying to address? We won't limit you to
your budgets.

Brent Park: Well, probably. So, let’s
see, 30 years ago ... No actually, | found
out much later that many of the mentors
that | had were quote-unquote godfathers
of the weapons programs. | didn’t know
they wrote the textbooks that | studied
with. And they thankfully took time to
educate me, train me. And | learned from
the best, by the best, so we need to ask
ourselves, are we spending that kind of
quality time with the next generation? And
it's easy to ask around, are you doing it?
But are you doing it yourself is the ques-
tion, right? And that’s something that you
cannot ask others, but you have to look in
the mirror. | use this phrase all the time with
my staff. You have to look in the mirror and
say, are you doing it? That’s how you start.

And it's not a grand, big plan that
will fix the truck or arrest the challenges.
| think it's more of an individual level, the
participation and your commitment. So to
a big extent, | just dont believe having a

big slogan and putting it up ... Well, it might
help, it would not hurt. But it’'s not a money
ship, by the way. Money will not solve that
challenge. The people well before me,
most of them passed away. But again, they
actually took time out of their busy sched-
ule to teach me, train me. And | will be
doing something in return. | am, but not as
much. I'm not sure why, but I'm weaseling
out of that. Answering that question so you
may end up on it.

But it's an individual thing, really. It’s
not because on the weapons program
side, we put tens of millions of dollars to
preserve knowledge and all of that. Guess
what? It's all at the individual level. And |
strongly believe we have to do it, you have
to doit, | have to do it. And okay there’s big
program money behind it. You just have to
take time. I'm sure my PA guy is stressing
out right now.

Maria Betti: | could first try to address
your question by referring to the chal-
lenges ahead of us and particularly
marking the next decade with reference to
nonproliferation issues. This is a very inter-
esting subject as it allows us to brainstorm
and possibly make some reliable predic-
tions on the future. Personally, | see the
challenges linked to proliferation related
strictly to the evolution of IT systems. | don’t
believe we will face increasing smuggling
of nuclear material. | believe that smug-
gling of data or engineering applications
will be more likely in the future than smug-
gling of physical things. If we look at the
IT evolution, cybersecurity and nuclear
cybersecurity are amongst the main issues
at stake at present. This type of smuggling
could enter directly in the nuclear cycle, in
the nuclear plants or reactors, in nuclear
weapons development. This is my per-
sonal view only.

Larry Satkowiak: VVery good. Rian.

Rian Bahran: So | think that the
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national labs at the universities and the
NGOs have done a great job with outreach
and trying to talk to academics about stu-
dents verification. And so, | think there’s a
lot of good institutional programs, includ-
ing the university consortia and others out
of your office. So we are getting a lot of
students at the national laboratories. There
are some great mentors from Haas Labo-
ratory, some that I'm seeing here, previous
departmenters. But the problem that we
have is retaining the next generation. So,
we do a good job to bring students in, but
how do you keep someone at the national
laboratory if they have offers at Google?
This is a question that people discuss and
the notional answer is, “Well, you tell them,
if you go to Silicon Valley, you can pretend
to save the world. And if you go to New
York City and go to a hedge fund, you just
say, ‘| don’t care about saving the world’
and make a ton of money. But if you work
at the national lab, you actually get to save
the world.”

And that works sometimes, but | think
we need to do better at telling stories. It
goes back to scientists can’t talk to poli-
ticians because scientists aren’t good at
telling stories. And it's the same thing with
retention. How do we tell more specific
stories? How do we tell better stories?
There’s a lot of things that your organiza-
tion, you guys are involved in, things that
maybe you talk to policymakers about.
So those are the same messaging, some
of the same things that we can use with
students to really get them to buy into the
value of this profession. So, with that said,
| think that we can do better on messag-
ing, and | think we can learn from what
your organizations do at a higher level
and distill that down. Do you have any
thoughts on that?

Maria Betti: So far my remarks have
mostly focused on nuclear knowledge.

However, 60 years ago when the Euratom
Treaty was signed, nuclear was consid-
ered as a revolutionary source of sustain-
able energy production. The past 60 years
of nuclear exploitation in the energy sector
have confirmed these expectations, and
that’'s exactly what nuclear has provided
us with. The problem that we encountered
and couldn’t solve was how to treat the
nuclear waste, which remains the main
issue nowadays deriving from the use of
nuclear for energy production. My dream
would be to finally find a permanent and
sustainable solution to the treatment of
nuclear waste in the frame of the circular
economy approach.

Now, today nuclear is still considered
as a major threat and is still scaring many.
We must find a way to invert this percep-
tion and do our best to convey a positive
message about nuclear knowledge. Now
if you go into the hospital and need to do
a tomography, you have to use nuclear
technology. If you want to do a positron
emission analysis, you have to use nuclear
technology. If you do radiotherapy for
treating cancer, we need the nuclear
technology. If you use the radio isotope to
treat the cancer or leukemia, you need to
produce a radio isotope. Each and every
citizen is accepting nuclear for these
scopes.

Of course, in order to produce radio-
isotopes for nuclear medicine, a reactor
is needed, and it must be run by securing
its safety and by granting also security
and safeguards standards. This is how
we might start a counter-narrative: by
putting the focus on the positive use of the
nuclear as knowledge as well as on all the
different possible applications of this use,
because we need to maintain this knowl-
edge. This is the future. It is clear that we
cannot simply accept to dismiss nuclear
for producing energy. Nuclear must keep

on accounting in the global energy mix
for the 20% at least until we don’t reach
the famous 2-degree objective [2 degrees
Celsius of the warming limit]. Each member
state in Europe asked to choose its own
energy mix; therefore, we cannot impose
nuclear, but it is sure that this energy
source will remain for decades.

We have to start talking differently to
people. Nuclearis knowledge, is a science.
And we cannot be afraid of nuclear
because if we would have been afraid of
the fire when the man of the stones found
it, today we wouldn’t have electricity, we
wouldn’t have achieved progress and
modernization. So we should not be afraid
of things. We should explore it for positive
purposes, for the good of all.

Brent Park: You did not let me off. It
is a big challenge. So, myself, [it's] quite
different, given it was 10, 20, 30, 40 years
ago. So | have a grown daughter working
in the Bay Area, and | have great expec-
tations for her. That's how many of these
next-generation people see their career
path — not staying with one company.
That’s the reality. We need to appreciate it.
But the flip side of it is, | was actually think-
ing about retention and numbers that my
people provided yesterday, this morning.
This fellows program. | actually mentioned
that we actually have graduated about
453 people. This year we got 53 fellows.
Retention is high 90s. So what’s the dif-
ference between the general public next
generation and the fellows that we have?
The fellows that | have are actually much
more seasoned, by the way, than our first
grads. Many of them do have masters and
some have PhDs, and they’re not really
young-young, out of college, for example.

And when | think about them, in fact,
| have a few in my front office. In fact, they
stick that span about a year and they get
to decide whether to stay or not. These
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people are connecting to doing some-
thing meaningful and they are appreciated
for what they do. And | think that’s a key
to retain people. That they’re appreciated.
And they work long hours, by the way. It's
basically at my front office, so they show
up and many of them work after I'm gone.

But again, it's a meaningful assign-
ment and that's not easy. As it might
sound, by the way. Because especially
now, business, for those of us who are in
the national security business, you have
to get clearance and you have to wait so
many years and so on and so forth. And
it's hard to give that meaningful assign-
ment. But again, when | look at the fellows
program, where it's open to the general
public, that’s a big difference. Again, | attri-
bute it to meaningful challenging assign-
ment. They don’t mind long hours, by the
way. They love to work as long as it takes
to get the job done.

And | think it is, the intention is more
of, “Are they happy doing what they’re
doing rather than whether they’re making
an extra buck or not?” And once a year
they worry about their salary, whether | get
my 10% raise or 1% raise, that conversation
is over in two hours. And whether they
like working with, working for a supervi-
sor is a big challenge. Whether they have
a meaningful assignment is not about a
glamorous project. It's something that they
can put their hands on. And that’s actually
our collective challenge, we talked about
retention all the time as it is a foreign
concept. It's not. It's what you want to get
out of your supervisor and your working
environment, too. You want to be appre-
ciated, you never complain [about] long
hours when it's meaningful. And when
the product has to be delivered, you work
extra hours, who cares?

And again, | think it is, even if it is
mundane, we need to find a way forthemto

remain corrected in couple, then. Engaged
for the project. Rather than just giving the
peripherals, information, background, and
what not. They’re not depreciated, right?
They know they’re not appreciated, they
leave. Okay. And I'm not sure if I'm answer-
ing your question, but retention could be
... handled in many different ways. What’s
your way? Again, looking at my fellows
program. Retention rate, you cannot have
98 percent retention. They work the long
hours, by the way. Headquarters is not the
easy place to work out of, by the way. So,
| could go on and on and on. But again,
meaningful challenge and assignment.
And the young people with their creativity,
you need to listen to them.

But it is more of a “how” than a “what”
when it comes to retention. So yeah, it's a
tall challenge for all of us.

Larry Satkowiak: Thank you. | was
going to have Corey ask her question, and
then I'm going to cut off the questions and
allow our speakers to make concluding
remarks if they so desire.

Corey Hinderstein: My question was
coming back to the issue of international
safeguards and verification. And kind of
how ambitious should we all be? Safe-
guards is one example, but maybe it's not
the only one. When we look at the Addi-
tional Protocol, which | know both of your
organizations support both from a policy
level as well as at the technical level, it’s
the gold standard right now, but it’s also 21
years old. In no other part of our assess-
ment of nuclear threat and nuclear risk
do we look at the solutions we came up
with 21 years ago and say, “That’s good
enough.”

Should we be thinking about what
comes next? And how do we build on
or expand on the principles that were
addressed through the Additional Proto-
col. Or, is the AP good enough, and our job

should be to make sure it's implemented
to the greatest extent possible?

Brent Park: So, every four years you
can get the new and improved version of
whatever initiative you have, right? And
that’'s how we sell things. In fact, this isn’t
that different, as it turns out. Going back
further, international engagement, veri-
fication and so on and so forth. The key
word that comes to my mind is transpar-
ency. That's how we actually know that it's
a peaceful co-existence if | can use that
phrase over and over again, that we’re
heading for. Not one nation imposing its
own policies and whatever, right? After
all, what are we trying to achieve out of
advanced protocols and so on. That's so
that the peaceful civilian energy program
is kept as such.

And today’s understanding of the
frame is correct, is we will continue to
write it. But in terms of how we implement
it, there is a constant, ongoing, continuous
development that we need to actually
pursue. And so what may take a month
for us to find out should take only maybe
half a day. So it's a different kind of an
R&D. What works on the bedside is not
what we're looking for. And this morning,
| briefly talked about the fact that the AP
is more like all of it. | think, that if it works
on my bench, so I'm not sure why it’s not
working out in the field, then that instru-
ment doesn’t really serve any purpose.
But at the same time, we need to push the
envelope on the R&D side so that we actu-
ally have hope to deploy the latest and the
greatest. There is a gap somewhere that
we need to address.

But when it comes to effective
engagement, AP and whether we have
room to improve, the answer is absolutely
yes. There is room to improve. But again,
much of that, as you know, Corey, interna-
tional engagement is people to people.
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Sometimes that is in the way rather than
technology. So the transparent, open
communication as to what we are looking
for. Again, it's a peaceful co-existence
that we’re looking for, we're looking to
sustain. And to that extent, we have a lot
of homework to do, especially people on
my side. But again, like | said on previous
topics, I look for ways to enhance. It's not
all technology-driven exercise. It's people
getting to know each other and know
how each other's — we dont all speak
the same language. God knows | speak a
half language, the other half is all numbers
and equations, right? As a dumb physicist.
So it's important that we build a relation-
ship, so oh yeah, INMM has a great role
to play. We actually invite the international
partners to this international program that
we have. So to the greatest extent, | really
applaud INMM doing its job as a broker,
as a go-between, peacemaker, call it what-
ever you need to.

But again, it has a very important role
to play so that we can actually exchange
ideas and thoughts and try to enhance ... |
keep on using this same phrase, a “peace-
ful co-existence.” A peaceful use of the
nuclear energy, and so on.

Maria Betti: Thank you. The Addi-
tional Protocol has been one milestone
achieved in the frame of advancing safe-
guards, very much related with technol-
ogy for environmental monitoring. And it's
really a protocol that allows transparency
between those countries that decided
to sign and adopt it. As | have done this
morning during my intervention, | encour-
age and hope that those countries that
have not yet signed it will sign in the future.

Trust constitutes a very solid background
to start communicating more openly.

From a technological point of view,
| don’t know if more could be done to
realize an Additional Protocol. What could
be added to the Additional Protocol is
the trade control. This could be the next
step, going in the same direction, carrying
on the same philosophy of the Additional
Protocol.

Larry Satkowiak: Very good. So, I'm
going to allow our two speakers some
concluding remarks if they so desire. They
can pass.

Maria Betti: | have one main conclud-
ing remark: | believe that the community
of professionals — and by “professional,”
| mean all categories of those working in
this field — should stay together, commu-
nicate, exchange ideas, debate, in order
to find solutions that are possible, doable,
and acceptable for the countries tackling
their responsibility in granting security for
the sake of people. So they have to accept
to evaluate proposals, be transparent and
trustful. These are my conclusion on the
issues.

Brent Park: So, thank you. | dont
know what | got myself into when | said
yes to Teressa and agreed to come over
and say hello to you. But the INMM is an
And
around the table, we have a very knowl-

impressive organization. looking
edgeable and responsible people in the
leadership positions. So | appreciate that.
In fact, there is not yet another organiza-
tion like INMM serving the purpose that
you serve. And thank you for all that you
have been doing for 59 years. It's a big
deal. It's older than me by a few years,

which is shocking. | wish you all the best
in our years and hope to engage more
effectively with you. And don’t be shy, not
that you guys are ever shy, about letting
us know what your thoughts are and how
we should reach out. You don't let other
people do that, why don’t you? So please
let us know.

And we also have a fairly effective
membership and leadership team. Obvi-
ously there’s Corey and Larry and Teressa
and everybody else. And good luck to you.
| don’t know how they’re going to capture
this body language on the transcript. But
again, with the people like Holgate and
many others in the membership, | think
that your interest, which is my interest as
well, are really nicely covered. | applaud
you for focusing on the students, next gen-
erations. And | truly appreciate working
with the international partners.

Actually, that's what my office is all
about atthe end. My corporationis all about
international partnership and the peaceful
use of nuclear energy. But, to that extent,
again, | thank INMM for inviting me. You
guys are awesome. And again, | appreci-
ate it. Thank you so much and good luck to
you. | wish | could help out along the way.
And | think I've got some good ideas from
talking with people today. So again, thank
you, great job, keep doing it.

Larry Satkowiak: So | want to thank
everybody that participated in the lun-
cheon. And in particular, | want to thank
our two plenary speakers. They were ter-
rific, not only this morning, but also putting
up with us during lunch and answering our
questions. Thank you again.
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Game-Theoretic Allocation of Security Investments

at Nuclear Reactors

By David Morton

Abstract

This paper presents a game-theoretic model to guide defen-
sive strategies for securing a nuclear facility against an attack by
a highly rational and knowledgeable adversary. In our sequential
play formulation, the defender chooses and implements security
upgrades from a given portfolio subject to a budget constraint
and in expectation of a fully informed and rational adversary.
Then the adversary observes which upgrades are implemented
and chooses an attack that maximizes the expected conse-
quence. Hence, we model the situation as a two-person zero-sum
game with fully symmetric information. We represent the facility
as a directed graph of nodes and arcs, within which adversary
capabilities are reflected via nondetection probabilities and travel
times across each arc. By correlating the security force response
time and probability it will defeat the adversary with the arc where
the adversary is detected, we correlate the force-on-force defeat
probability with the time the defender has available to prepare for
the engagement. We analyze results of the model when defend-
ing against an adversary who is targeting the heat sink or offsite
power supply components of a reactor. Finally, we evaluate the
impact of changes in cost or effectiveness of different solutions
on both the defender’s optimal set of solutions and the adver-
sary’s chosen path.

Keywords: Game theory, Stackelberg game, security model,
physical protection system, nuclear power

Introduction
Overview

We present an innovative security investment decision-mak-
ing approach for physical protection systems at nuclear facilities.
Our approach applies a game-theoretic model to a set of secu-
rity investments to most effectively defend against an intelligent
adversary with full knowledge of the facility and its defenses. The

game-theoretic framework is informed by a pathway model of the
physical protection system (PPS) of a nuclear facility. The pathway
model determines the probability an attacker is defeated given
an adversary—defender strategy pair. An adversary strategy is
defined by the pathway taken through the facility to reach the
selected target and exit. Each defender strategy is composed of
a portfolio of PPS investments.

The objective of the adversary is to maximize the damaging
consequences of his attack. Damage to a nuclear facility could
involve theft of nuclear material, release of radiation to the envi-
ronment, or structural damage to the nuclear island or other ele-
ments of the facility, to name a few examples. The demonstration
case we present considers a generic nuclear power plant layout
with just two potential targets, both located outside the nuclear
island: the ultimate heat sink and the electrical switchyard. A
successful attack gives rise to monetary and nonmonetizable
consequences; our method assumes that each target can be
assigned a relative consequence value. To the adversary, the
game-theoretic payoff is the consequence of his attack multiplied
by his likelihood of successfully carrying out the attack, with the
defender’s payoff being equal and opposite. We term this payoff
the expected consequence.

We model the defense of a nuclear facility against an intel-
ligent adversary, starting from an analysis of pathways through
the facility with baseline physical protection measures in place.
We then use our game-theoretic model to determine the pathway
that an intelligent adversary with complete information about the
facility would traverse by stealth or force in order to sabotage a
target, given that the defender has applied security upgrades to
the system. While we do not use authentic security data in the
model, we aim to demonstrate the ability of this model to compare
the costs of the resources required to pursue various options for
hardening the facility with benefits of improved facility security.

Our adversary attempts to inflict the maximum expected
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consequence while still managing to escape the facility. He
chooses between multiple targets with unique defenses and
payoffs. The defender aims to detect the presence of the adver-
sary inside of the facility in time to send a response force to
neutralize the adversary before he escapes. Given the defend-
er's strategy, one adversary strategy is to sneak through the
facility undetected until he can outrun the response force and
still achieve his goal, at which time he races through the facility
without concern for being detected. The model also incorporates
a probability of the adversary defeating the response force. A
crucial strength of the game-theoretic approach is that we do not
specify the adversary’s strategy; instead, given complete informa-
tion, the adversary chooses his attack strategy from among tens
of thousands of available options.

Our model has the defender select security upgrades
subject to a budget constraint. The defender has a range of
investment options, each of which has a cost and benefits, such
as increasing the probability of detecting the adversary, slowing
the adversary’s travel, or enabling a faster or stronger response
force. Since the defender guards against an adversary who is
endowed with complete information concerning the facility and
its defenses, the defender makes upgrade decisions with the
knowledge that the adversary will be aware of them in choosing
a route through the facility. As a result, the defender’s investments
typically change the adversary’s preferred route and target. The
defender chooses upgrades with the objective of making the
adversary’s most attractive pathway to each target as undesir-
able as possible, consistent with the expected consequence’s
measure of desirability.

These results allow us to conduct a cost-benefit analysis for
investment options. Central to our analysis is a narrative of the
security upgrades the defender chooses to implement at each
budget level and their effects on adversary behavior. We use this
analysis to depict the best possible return on investment at each
budget level — that is, the efficient frontier.

Literature Review

The literature includes a number of applications of game-the-
oretic models to system security. There are various names
variants of these models, including interdiction models, bilevel
attacker—defender models, trilevel attacker—defender—attacker
models, and security games, which tend to be a mix of Stack-
elberg and/or Cournot games. Some studies focus on selecting

inspection strategies for detecting smuggled nuclear material.
Gaukler et al.' and Wein et al.2 use queueing models at a seaport
and study the defender’s multilayered security system in which
the defender seeks to optimize the inspection strategy while con-
strained by increases in congestion. Additional studies focusing
on nuclear material interdiction include Boros et al.;> Madigan et
al.,* MclLay et al.,°> and Stroud et al.® Dimitrov et al.” and Nehme?
each describe models that investigate how to secure a large-
scale transportation network against a smuggler of illicit nuclear
material. The work of Dimitrov et al.” and related work of Morton
et al.® and Pan et al."®" have connections to our model in that they
feature an adversary attempting to traverse a network without
being detected, as well as a defender seeking to maximize his
detection probability by installing assets on the network. Atkinson
et al.? describe a model that locates detectors in and around a
city, where the adversary seeks to reach as close to a city-center
target as possible before detonating his nuclear device.

Game-theoretic models differ from probabilistic risk assess-
ment (PRA) approaches to security. PRA has its origins in assess-
ing the likelihood of natural or nondeliberate hazards, where
probabilities of particular types of failures must be assessed.
Under the PRA approach to security, one assigns probabilities to
the likelihood that an adversary will attack in a particular manner.®
In contrast, in a game-theoretic model, these probabilities are an
output of the model rather than an exogenously specified input.
In this way, the probability that the attacker selects a strategy in a
game theory model is not static; rather, it adapts to the manner in
which the defender hardens his system. The National Research
Council has criticized the use of PRA in modeling terrorist threats
due to this limitation of PRA.*'® For more perspective on PRA
in comparison to game-theoretic approaches, see the work by
Brown,'® Cox,”® and Golany et al.®

The literature has a limited number of applications of
game-theoretic models directly related to nuclear facility secu-
rity and counter-proliferation. Ward and Schneider?® implement a
model to design safeguards against insider misuse or diversion
of materials from a nuclear fuel cycle facility under International
Atomic Energy Agency (IAEA) safeguards. Brown et al.?' describe
a model to delay an adversary’s development of a first nuclear
weapon. The underlying system operation model in this case is a
PERT-CPM network for the adversary’s project.?

There are important applications of game-theoretic models to
security for non-nuclear facilities and systems involve hardening
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critical infrastructure to attack. In these models, the underlying
operations model involves the system of critical infrastructure.
Salmeron et al.?*?* studied vulnerabilities in an electric power
system by building a model to optimally attack that system. A
series of papers describes how to locate detectors in a munic-
ipal water system to rapidly detect contaminants injected in that
system.?>-28 Further security challenges to which game-theoretic
models have been applied include communications systems,?®
airport security,*® municipal transportation networks,® and the
U.S. Strategic Petroleum Reserve.®? See Alderson et al.,*' Brown
et al.,*? and Dimitrov and Morton®® for overviews and further dis-
cussion of these types of models.

The adversary’s ability to use stealth and then speed to tra-
verse a network of pathways, as well as the distinction between
the detection and defeat of an adversary, is featured in other PPS
analysis techniques,® although not in the context of the type of
optimization models we employ.

The remainder of this paper is structured as follows. Section
2 formulates our model and introduces a problem instance, while
Section 3 gives a summary of results from this instance. Finally,
Section 4 discusses the information that can be gleaned from
the game-theoretic approach, as well as possible ways to extend
these models.

Model Description
Network Structure and Safeguards

In this section, we describe a network that allows an adver-
sary to choose between two targets at a nuclear facility: the
cooling towers and the switchyard, as shown in Figure 1. The
cooling towers consist of a standard open circuit (wet) tower
design, counter-flow or crossflow, with all components (cells,
condenser water pumps, etc.) located within the limited area of
the facility. All primary tower components are located together, so
there is effectively one single “tower” target. In addition, there is
one switchyard located within the limited area, which represents
another single effective target. The PPS for these targets is based
on guidelines laid out by the IAEA and the U.S. Nuclear Regulatory
Commission. They advocate for security that is graded according
to the locations of desirable targets and which maintains defense-
in-depth strategies; this leads to a layered structure of defensive
areas that increase in security strength as one travels deeper into
the facility.

Figure 1. Conceptual depiction of the facility

We model the facility as a directed network of arcs and nodes,
as shown in Figures 2 and 3, with nodes representing locations
and arcs representing paths between two locations (nodes). The
lack of an arc between two nodes reflects that it is impossible for
the adversary to traverse directly from one node to the other, or
that there is no rational reason for the adversary to pursue such
a path. We assign a nondetection probability and a travel time
to each arc. These quantities reflect our characterization of the
adversary’s capabilities.

Figure 2. Network overlay of the facility
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Figure 3. Mirrored network representation of the facility®®

Because the adversary succeeds only by both attacking the
target and escaping the facility, we depict the adversary’s path
using a mirrored network in which the first half of the network con-
tains pathways to the target and the second half (the reflection)
contains paths of egress. Travel times and nondetection prob-
abilities can differ on these two halves of the network, and the
ingress and egress networks themselves need not be perfectly
symmetric. Note that nodes in Figure 3 with an underscore indi-
cate that the adversary is leaving the network through the node
after attacking a target, rather than approaching a target.

We populate the arc nondetection probabilities and travel
times by assessing the set of obstacles that can either detect or
delay an adversary traversing the arc and then estimating the
probability of detection and time delay associated with each
obstacle. The nondetection probability is the product of the non-
detection probabilities of each obstacle, and the travel time of
the arc is the sum of travel times of each obstacle plus the time
to travel the distance between locations. A previous publication®®
presents this methodology in greater detail. The data in this
model was constructed for use in student exercises for vulner-
ability analyst training, and it is not appropriate for use in actual
security analyses. Using these sample values, which were also

presented in our previous work,* we populate the network seen
in Figure 3. The resulting travel times and nondetection probabil-
ities are shown in Table 1 on the following page.

To incorporate the paradigm of an adversary using both
speed and stealth into our game-theoretic approach, we depict a
facility by two parallel networks having common nodes and arcs.
One network describes an adversary sneaking through the facil-
ity and is characterized by evasion probabilities, given that the
adversary is using stealth without regard to travel time. The other
network, to which the adversary may choose to switch at any point
within the facility, gives travel times which depict the adversary
moving at the best speed without regard to detection to reach his
target and flee the facility ahead of the response force.

Assumptions

Our model has the following structure and assumptions.

1. Our adversary has complete information regarding the
facility. That is, the adversary knows the layout of the
facility, the nondetection probabilities and travel times
for all arcs, his chance of overcoming the response
force, and the response time of the security force. Also,
the adversary and the defender both know how each
security upgrade would affect the nondetection proba-
bilities and travel times of the arcs. Finally, the adversary
assigns a consequence value to each target he may
attack within the facility.

2. The defender and adversary agree on every item listed
in assumption 1and place the same value on the conse-
quence of damage to each target.

3. The defender optimally chooses a subset of security
upgrades to implement according to a two-person
Stackelberg game. Upon observing implemented secu-
rity upgrades, the adversary then attacks the facility so
as to maximize the expected consequence.

4. The two-person Stackelberg game is zero-sum. That
is, the adversary’s objective (to maximize the expected
consequence) is diametrically opposed to the defend-
er’'s objective (to minimize the expected consequence).
This assumption reflects our view that we should model
the capabilities of the adversary rather than attempting
to model our belief about his intentions.

5. The adversary has a nonunitary defeat probability
should he encounter the security response force. That
is, if a force-on-force scenario ensues, the adversary has
a known chance of defeating the response force. This
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Table 1. Number and location of obstacles in baseline facility

Path Path Type Fence ﬁgf:lnnel 2t:;ir(:jr;ed EZZE;ZS Eg;i?}ig 232:;29 gleatrgngggn Video Surveillance
Device
12 Personnel 1 1 1 1
2=1 Personnel 1
1<3 Fence 1 1 1 1 1
1«4 Fence 1 1 1 1 1
2<3 Property 1
2<6 Property 1
3«5 Attack Tower 1 1 1 1 1
4<6 Property 1
67 g[:/?til;yard 2 !

Nondetection Probability Travel Time (sec.)

12 0.86 35

21 0.97 10

1«3 0.73 50

1«4 073 50

2«3 0.91 60

2«6 0.91 60

3«5 0.72 120

4«6 0.91 60

67 0.85 50
probability is a function of where he is detected within 8. detected. This requires that the adversary defeat the
the mirrored network. As we discuss in Section 3, if the response force, which we assume occurs with known
adversary is detected sufficiently early in his attack to probability. A simple variant of the model would allow the
allow the response force time to fortify an advantageous adversary to succeed merely upon reaching his target.
position, the security force’s probability of defeating the
adversary increases. Mixed-Integer Programming Formulation

6. If the adversary reaches the critical detection region The two-person Stackelberg game is formulated by use of a
without having been detected, then he succeeds, mixed-integer program (MIP). We introduce the formulation with
because he is able to escape before the response a minimax objective function, as the adversary will choose the
force arrives. The critical detection region is the set of all  path of highest expected consequence for any set of security
nodes (locations) from which it is possible for the adver-  upgrades implemented by the defender, and the defender seeks
sary to escape the facility before the response force can  to minimize the expected consequence of the best path for the
reach him. We refer to nodes in the critical detection adversary. In order to succeed, the adversary must traverse the
region as escape nodes. network, reach one of two targets, and either (1) travel unde-
7. The adversary can also succeed even if he does not tected to a node from which he can escape or (2) defeat the

reach the critical detection region without having been

response force.
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Indices and sets

Data

nodes in the network representing locations in
the facility

arcs in the network representing allowable
movement from i to j

all nodes in the network associated with tar-
geting the towers

all nodes in the network associated with tar-
geting the switchyard

security upgrades

subset of security upgrades that can be
applied to arc (i)

1is the offsite origin node and n is the offsite

terminal node in the mirrored network

adversary’s nondetection probability when traversing
arc (i, j)

adversary’s nondetection probability when traversing
arc (i, j), given security upgrade s

time required for adversary to traverse arc (i, j)
additional time required for adversary to traverse arc (i
j), given implementation of security upgrade s

cost of security upgrade s

response time of the security force if the adversary is
detected on arc

adversary’s chance of overcoming the response force, if
detected on arc

large number; suffices

Model formulation

defender’s budget

defender’s valuation of damage for a successful attack
to the towers

defender’s valuation of damage for a successful attack
to the switchyard

Defender’s decision variables

binary variable indicating whether the defender imple-
ments (xs = 1) security upgrade s or not (xs = 0)
the expected damage that the defender incurs

Adversary’s decision variables

adversary’s probability of successfully reaching node
J, given that he is currently at node i and undetected,
assuming that he moves from i to so as to maximize this
probability

time to reach node n (facility exit) starting at node /,
assuming the adversary follows the shortest-time path
fromiton

binary variable that indicates whether or not node i is an

escape node; i.e., a node in the critical detection region

Boundary conditions

time to reach terminal node n, given that the adversary
is at node n, is zero

the terminal node is an escape node, and hence this
binary is one

probability of successfully reaching node j, given that
adversary is at node j, is one

28
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The objective function in (1a) reflects the goal of the defender
to minimize the expected consequence incurred from an attack
by the adversary. Constraints (1b) through (1d) capture the assump-
tion that if the adversary is at node i and undetected, then he will
move to node j so as to maximize his probability of successfully
getting there. Here, success takes into account nondetection
probabilities, but also, the adversary’s chance of overcoming the
response force if detected on that arc. In one extreme case, a
maximume-reliability path (stealth) may be optimal. At the opposite
extreme, if the values of a and/or R are sufficiently large on an
adjacent arc, then the adversary may find it optimal to “intention-
ally” be detected — constraint (1d) — and attempt to overcome
the response force (forceful adversary). Again, if the adversary
overcomes the response force, then we assume he achieves his
objective with certainty.

If a security upgrade is implemented on arc (i,k), then con-
straint (1b) applies, whereas (Ic) is vacuous. If no security upgrade
is implemented on arc (i,k), then constraint (Ic) applies, whereas
constraint (1b) is vacuous. Note that as captured by constraint
(1)), we assume only one security upgrade may be applied to a
given arc.

Constraint (1e) reflects the adversary’s choice of a shortest
path through the facility. Here, the notion of shortest path implies
the path of least travel time from node / to the facility exit, and
so it represents the adversary’s quickest escape route from his
current location. The adversary follows this route upon reaching
the critical detection region. Constraint (le) also accounts for the
fact that travel time across arc (ij) is lengthened if the defender
implements an applicable upgrade.

Using the known response times of the security force (Rij),
constraint (1f) determines whether node i is in the critical detec-
tion region. If any node adjacent to i — say, j — is such that

, then i is an escape node. Constraints (1g) and (1h)
capture the fact that the adversary selects a path to maximize
expected consequence. The expected consequence is the
largest product, across all nodes in the critical detection region, of
the adversary’s probability of reaching that node, and the target
value associated with the path he took to reach that node.

Constraint (1i) is a budget constraint limiting the number of
security upgrades that the defender may implement. Constraints
(k) and (1) are non-negativity bounds. Finally, constraints (1m) and
(1n) enforce binary restrictions.

Baseline Problem
Based on the multitarget mirrored network and the MIP for-
mulation, we begin this section by defining the following baseline
problem, which has a zero budget (B = O) for security upgrades.
The baseline network has in place the default security mea-
sures of Table 1. Hence, even in the absence of the upgrades
we present below, an adversary is confronted with significant
security measures. Numerical parameters listed in this section are
again for illustrative purposes.
Critical Detection Region 1 (CDR 1) — This region includes
all nodes from which the adversary can escape the facil-
ity more quickly than the minimum response time of the
security force (70 sec.). If the adversary reaches a node
inside CDR 1, then the adversary successfully completes
his attack.
Critical Detection Region 2 (CDR 2) — This region includes
nodes from which the adversary cannot escape prior to
the minimum response time of the security force (70 sec.)
but is within a longer time interval (100 sec.) of escaping.
While the response force can reach the adversary if he
is detected within this region, the force will have limited
preparation time and suffer a reduced chance of defeating
the adversary. If the adversary is detected at a node from
which he requires more than 100 seconds to set up his
attack and escape the facility, then the response force has
more time to choose and fortify the site of battle.
Response Force Strength — If the adversary is detected
prior to CDR 2, thereby allowing the defender more time to
prepare for the battle, then the response force has a prob-
ability of 0.9 of defeating the adversary and thus foiling the
attack. If the adversary is detected within CDR 2, but prior
to CDR 1, then the response force has a probability of 0.8 of
defeating the adversary and foiling the attack.

. Target Valuations — Each target is assigned a value indi-
cating the relative consequence if it were successfully
attacked. The values chosen are:

. Tower Target Valuation =2
. Switchyard Target Valuation =1.

Defender Upgrades

The security upgrades we consider include both design
changes and security measures that can be installed after con-
struction. While a single budget applies to all upgrades in this
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example, our model’s formulation is easily modified to categorize
upgrades into security by design and operational security with
separate budgets.

We select seven possible upgrades for this demonstration.
Each upgrade imposes one or more of four possible effects on
the network: reduce response time of the security force; decrease
nondetection probability across one or more arcs; increase
travel time across one or more arcs; and, increase probability of
the response force defeating the adversary. A notional cost is
assigned to each of the security upgrades. Again, cost values are
only for illustrative purposes. The seven upgrades are as follows:

More Secure Location of Towers: Locate the tower and all its
components within the protected area instead of the limited area.
This upgrade forces the adversary to pass through an additional
layer of security within the facility, thereby reducing his overall
chance of nondetection and increasing his travel time. Specifi-
cally, if the towers are located within the protected area, then an
additional-travel arc crossing the perimeter intrusion detection
and assessment system (PIDAS) and traversing the protected
area is introduced, as shown in Figure 4. This arc reduces the
adversary’s chance of nondetection en route to the tower target
by 30%. A similar arc affects egress from the tower.

Figure 4. Mirrored network representation of tower relocation

System Redundancy: Introduce two identical cooling towers
(and associated components) as well as two sets of switchyards
to the baseline case. The redundant towers and switchyards
are located on opposite sides of the limited area, as shown in
Figure 5. This upgrade leads to two general attack strategies: the
adversary may disable just one of the two redundant components
at one-half the consequence of the baseline case (i.e., 0.5 per
switchyard and 1 per tower), or he may disable the entire system
(both towers or both switchyards) at the same consequence as
the baseline case. This upgrade causes an increase in the travel
time and a decrease in nondetection probability in disabling the
entire system, as the adversary must now disable two systems to
achieve an equivalent consequence. The mirrored network rep-
resentation with system redundancy is outlined in Figure 6.

Figure 5. Conceptual depiction of system redundancy
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Figure 6. Network representation of system redundancy

Structural Barriers: Introduce a delay in the vicinity of the
tower by installing a concrete maze of walls. This investment
affects the arcs leading to and from the cooling tower(s) in Figure
3 and the adversary requires twice the amount of time to com-
plete his attack at the tower target compared to the baseline
case. This investment does not affect nondetection probabilities.

Increase Detection: Provide additional search equipment
and stationed guards in the limited area. This upgrade decreases
the chance of nondetection by 20% on all arcs between node
pairs (2,3), (2,6), and (4,6) in Table 1.

Increase Travel Time: Increase the height of the fences sur-
rounding the limited area. By increasing the height, we force the
adversary to climb to enter the limited area without using the per-
sonnel portal. This upgrade increases travel time by 25% on all
arcs between node pairs (1,3) and (1,4) in Table 1.

Decrease Response Time: Reduce the time required for the
response force to intercept the adversary upon detection from
70 to 50 (sec.).

Response Force Strength: Bolster the strength of the response
force, increasing the force’s probability of defeating the adversary
upon interception. Specifically, the baseline probability of 0.8 when
inside CDR 2, but outside CDR 1, increases to 0.9, and the baseline
probability of 0.9 when outside CDR 2 increases to 0.95.

Table 2 provides a summary of the costs and effects of each
upgrade. The costs should be interpreted in a relative sense.

Table 2. Summary of upgrade cost and effects Results and Discussion

Upgrade ID | Cost | Impact
Move tower inside of PIDAS: add a node and arc on either
A $$ side of tower target (in series), each with nondetection
probability of 70%.
Build redundant cooling tower and switchyard, each with
B $$$$ | half the consequence. Adversary has option to attack both
sides by traversing additional arcs in the system.
Multiply travel time by two for arcs on either side of Tower
C $$ ;
arget.
D $$ Reduce nondetection probability by 20% for all arcs
between nodes (2,3), (2,6), and (4,6).
Increase travel time by 25% for all arcs between nodes (1,3)
E $$$
and (1,4).
F $ Reduce response time by 20 seconds.
Increase defeat probability from 0.8 (inside CDR 2,
G $ outside CDR 1) and 0.9 (outside CDR 2) to 0.9 and 0.95,
respectively.

Expected Consequences versus Budget

This section presents the results of the demonstration
problem, using the parameters and potential upgrades defined
above. We begin with the baseline network (budget B = 0) and
tabulate defender investments and adversary behavior as the
budget increases. Figure 7 displays the adversary’s optimal path
in the baseline problem. For Figures 7 through 10, the adversary’s
chosen (optimal) path is shown in gray, and dotted lines indicate
where the adversary first reaches CDR 1 and CDR 2. Note that in
many cases, the two CDRs are coextensive.

Figure 7. Adversary path with a budget of B=0
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Figure 7 shows the adversary attacks the cooling tower,
yielding an expected consequence of 0.96 (target consequence
= 2, adversary’s chance of success = 0.48). The two CDRs begin
at the same location in the baseline case because the time-to-
escape outside of the CDRs exceeds 100 seconds, and the time-
to-escape within the CDRs is below 70 seconds, which satisfies
conditions that defined both CDRs. No budget has been given to
the defender, and so the game has not begun.

When the budget grows to B =1, the defender implements
upgrade G, strengthening the response force’s defeat probability.
This reduces the expected consequence by 8% and does not
affect the adversary’s pathway through the facility. Figure 8 shows
the effect of increasing the budget to B = 2. The defender can
now afford upgrade A, placing the cooling towers in the more
secure protected area. The defender switches from implement-
ing upgrade G to implementing upgrade A, which causes the
nondetection probability to decrease and expands the CDRs by
increasing the delay time on all arcs leading to the tower target.
This causes the adversary to attack the switchyard, as can be
seen in Figure 8, and reduces the expected consequence by 31%
compared to the baseline facility.

Figure 8. Adversary path with a budget of B=2

At B = 4, the defender still implements upgrade A to secure
the cooling tower target, but also implements upgrades G and
F, which defend both targets by strengthening the response

force. When the defender’s budget grows to B =5, the defender
chooses upgrades B and G. Upgrade B changes the layout of the
facility by building redundant systems for each target, as can be
seen in Figure 9. The defender can afford upgrade B at a budget
of 4 but only finds the upgrade superior to other options once
he can also afford to implement upgrade G, strengthening the
response force’s defeat probability.

At B = 5, the adversary attacks both cooling towers, even
though he has the option of attacking only one at half of the payoff,
as before. Because upgrade B changes the layout of the facility,
the adversary’s nondetection probability along the new arcs he
must traverse to attack the second tower is less than 50%, and
the payoff he receives if successful is 2 units (as opposed to 1 unit
if he attacks just one tower). This suggests that it would not be in
the adversary’s best interest to attack the second tower in any
situation. However, because the adversary has a small chance of
defeating the response force, his chance of a successful attack
on the second tower (by evading or defeating the defender) is
slightly above 50%. The defender’s investment strategy causes
the consequence of the adversary’s options to be nearly equal.
There is a synergy between the design change (adding redun-
dancy) and the operational upgrade (strengthening the response
force). Redundancy increases the likelihood that an adversary
seeking to disable both systems must face the response force,
increasing the importance of the force’s strength.

Figure 9. Adversary path with a budget of B=5

As the budget grows further, the defender chooses invest-
ments that reduce the expected consequence of the adversary’s
optimal path; this yields a family of options with similar expected
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consequence, which in turn causes the adversary to switch targets
and pathways multiple times, as several attack options become
equally undesirable. In our example, the adversary switches to
attacking both switchyard targets when B = 6, then to attacking
only one cooling tower when B =10, and then again to attacking
both switchyards when B =13.

At B =10, the combination of upgrade F, along with the layout
changes induced by upgrades A and B, causes the two CDRs to
differ, as seen in Figure 10. Implementation of upgrade F, which
reduces response time, and upgrades A and B, which reconfigure
the facility layout, cause outbound nodes 5, 8, 10, and 12 to move
inside CDR 2 while remaining outside CDR 1. If the adversary is
detected while traveling to these nodes, he faces a battle with a
faster-acting response force, whereas at lower budget levels he
would have escaped. Since the nodes are inside CDR 2, though,
the force has little time to prepare for the battle, and hence faces
a reduced chance of defeating the adversary.

Figure 10. Adversary path with a budget of B =10

Compared to the baseline facility, expected consequence
reduces by 77% at budgets of B =13 and higher, as the defender
adopts all upgrades except for upgrade C. Given the numerical
values chosen for our demonstration case, this upgrade does not
improve expected consequence at any budget level. Upgrade
C places a concrete maze outside all cooling tower target com-
ponents, which causes an attack on the tower to take twice as
long. Since this upgrade increases travel time on a node that is
never within the CDR, the travel time for this node is irrelevant to
our survival-oriented adversary. If detected early in his attack, the

adversary will face the response force with certainty. Because this
upgrade has no effect on the nondetection probability or CDR
location, the adversary’s attack is unaffected by this upgrade on
any path through the facility.

Figure 11 summarizes the expected consequence versus
budget up to B =15, when the defender can implement all avail-
able upgrades. Table 3 summarizes the upgrades implemented
for each budget. With this data, cost-benefit analyses can be
performed on the upgrade options. For example, the efficient
frontier illustrates that there are generally diminishing returns as
the budget grows, but we see significant drops in expected con-
sequence at specific budgets, notably B = 2, 5, and 8. At these
budget levels, the defender can first afford a particularly effective
upgrade or synergistic set of upgrades.

Figure 11. Efficient frontier

Table 3. Summary of results for each budget level

Solution
Expected (packages to | Pathtaken by
Budget Consequence purchase) Adversary
0 0.962 None Tower
1 0.887 G Tower
2 0.619 A Switchyard
3 0.592 AG Switchyard
4 0.546 AF,G Switchyard
5 0.471 B,G Tower (2)
6 0.441 A,B Switchyard (2)
7 0.406 AB,G Switchyard (2)
8 0.318 AB,D Switchyard (2)
9 0.278 AB,D,G Switchyard (2)
10-12 0.235 AB,D,F,G Tower (1)
13-15 0.22 AB,D,E,F,G Switchyard (2)
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Sensitivity Analysis

We conduct sensitivity analyses to exemplify use of the
model as a security measure design-and-costing tool. We first
explore the attractiveness of upgrade B, a design change that
introduces redundant cooling tower and switchyard systems. We
vary the cost of upgrade B from 1 up to 12 units, and at each cost
we use model (1) to determine the smallest budget level at which
upgrade B becomes attractive. The results are shown in Figure
12. Because upgrade B has a large effect, when its cost is low,
the upgrade is implemented as soon as the defender can afford
it, but at a cost of 4 units, as we have seen, the upgrade is not
implemented until B = 5. When the cost of upgrade B grows to 5
units, other combinations of upgrades are competitive. In partic-
ular, synergistic sets that include upgrade A (cost of 2 units) are
implemented in lieu of upgrade B at these budget levels. In addi-
tion, the combination of upgrades D, F, and G, which cost a total
of 4 units, compete as upgrade B becomes more expensive. At a
budget of B =7, the defender forgoes B to implement A, D, F, and
G only if upgrade B costs more than 5 units. At B =8, the defender
now finds the combination of upgrades A and B to be favorable
even if B costs up to 6 units. However, at B = 9, the defender can
afford to implement the synergistic combination of upgrades A D,
E, F, and G, so that the defender’s willingness to pay for upgrade
B drops from 6 units to 5.

Figure 12. Sensitivity analysis on the attractiveness of upgrade B

Next we vary the effectiveness of upgrade D. In our refer-
ence case, this upgrade decreases the nondetection probability
by 20% on a subset of arcs in the network. Figure 13 shows the
change in the efficient frontier as the effectiveness of upgrade
D varies. In all cases shown (10%, 20%, and 30% decrease in

nondetection probabilities), D is implemented at B > 8. However,
increasing the effectiveness of upgrade D from 10% to 20% has
a larger effect than from 20% to 30%. Significantly, strengthening
upgrade D beyond the 30% decrease in nondetection proba-
bility has no further effect on the efficient frontier because this
decrease suffices to deter the adversary from traversing any arc
upon which upgrade D applies. This reveals that overinvesting in
improving the performance of upgrade D — say, by adding further
guards or cameras — would be wasteful in the context of our
model.

Figure 13. Sensitivity analysis on the strength of upgrade D

Our final analysis investigates how the valuation of the
targets affects the upgrade investment portfolio. For this, we fix B
=4 and examine three sets of optimal upgrades. For each set, we
vary the relative target values and plot that against expected con-
sequence at budget B =4, as shown in Figure 14. At our nominal
target values (tower = 2, switchyard = 1), the consequence ratio
is 1/3 and the defender implements upgrades A, F, and G. At
any consequence ratio, the curve in Figure 14 with the lowest
expected consequence is the optimal package of upgrades. The
adversary’s choice of target can be inferred from the line’s slope;
if the expected consequence is decreasing, the adversary targets
the switchyard, and when the expected consequence increases,
the adversary targets the cooling tower.
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Figure 14. Sensitivity analysis on the values assigned to
targets and the solutions implemented as a result

The objective of this sensitivity analysis is to quantify the
degree to which an investment portfolio is suboptimal at any par-
ticular point on the horizontal axis. For instance, if we assume the
value of the switchyard is 40% of the total value of both targets,
then upgrade B is optimal. However, if the value of the switchyard
is just 20% of the total, model (1) suggests implementing upgrades
A, F, and G. In this case, though, the difference in expected con-
sequence between the two upgrade packages is small.

On the other hand, assuming the switchyard valuation is
30% of the total yields upgrades A, F, and G as optimal, but if the
value of the switchyard actually exceeds 55% of the total, the A,
F, and G package is significantly suboptimal. If we are unable to
assess the relative value of the targets, Figure 14 suggests that
upgrade B is an attractive option. Even though it is optimal for
a relatively narrow range of valuations, it serves as an effective
hedge against target value uncertainty.

Conclusion

We have presented an innovative approach to securing a
nuclear facility, combining PPS development with a game-the-
oretic model. We have shown how this method enables analy-
sis of security investment options without the user constraining
the adversary to attack along specific pathways. The adversary
is conservatively modeled as omniscient and rational, and our
model allows the adversary to both sneak and race through the
facility, with a chance of defeating a response force if his stealth
is unsuccessful. In our demonstration case, the defender is pro-
vided a small set of security upgrades that included facility design

upgrades, response force upgrades, and added security mea-
sures. A richer analysis of such a facility would include many more
potential targets as well as further security upgrades, including
both design changes and operational measures possibly as a
two-stage resource allocation problem, with separate budgets for
the design and operational stages. Another potential extension
of our model would consider multiple types of adversaries, such
as an opponent who only seeks to cause damage with no regard
for escape. The payoff function could then be weighted by the
likelihood that the eventual attacker would be survival-oriented
versus survival-indifferent, and the investment portfolio would
represent the optimal strategy for guarding against both types
of opponents.

It is also possible to model a series of defensive investments
made over time to replicate, for example, an annual budget for
security upgrades. When the game is reformulated in this way, the
defender cannot undo investments he had made at lower budget
levels. Finally, not all defensive investments are best modeled as
transparent to the attacker. For instance, the defender may install
dummy as well as active video surveillance systems. An adver-
sary may know where the systems are located but may not be
aware which ones are active. A mixture of transparent and non-
transparent defensive systems can be modeled via a combined
Stackelberg-Cournot game.
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Process-Informed Safeguards Strategy for a Pyroprocessing Facility

By T. R. Riley, C. L. Pope, and R. W. Benedict

Abstract

Pyroprocessing is a nonaqueous spent nuclear fuel recycling
technique. If implemented on a commercial scale, longstanding
safeguards approaches used to satisfy IAEA requirements in
traditional aqueous-based processes may be unworkable. To
aid in testing elementary safeguards strategies, two new tools
were developed: (1) the Pyroprocessing Safeguards Performance
Model, a MATLAB/Simulink simulation of plant operations capable
of calculating inventory differences for a specified balance period
as well as sensitivity studies of detection measurements, and (2)
the Safeguard Hazards Matrix, a risk matrix developed using the
calculated inventory difference and probability to detect diver-
sion of one significant quantity to represent the risk of diver-
sion within a reference facility. Using both tools, four strategies
were evaluated: (1) the black box, (2) conventional, (3) process
informed, and (4) process informed with rejection sampling. An
empirically derived quality factor was also developed to provide a
measure of the spread of the calculated inventory difference over
the course of operation. Process information, specifically mass
balance data from a mass tracking system, significantly reduces
the safeguards risk in a pyroprocessing facility.

Keywords: pyroprocessing, spent fuel, PSPM, safeguards

Introduction

Pyroprocessing of fast reactor spent fuel has been demon-
strated on an engineering scale.! Current technology demonstra-
tions with throughputs of “10 MTiHM/yr relied on low throughputs
to meet safeguards requirements; however, commercial facilities
with throughputs of 100 MTiHM/yr and greater will not be able
to meet safeguards requirements using the same approach fol-
lowed on an engineering scale. For greater throughput facilities,
new approaches to meeting safeguards requirements will be
needed.? To aid in testing strategies, the Pyroprocessing Safe-
guards Performance Model (PSPM) and the Safeguard Hazards
Matrix were developed.

Material Accountancy Terms

Terms used in Material Control and Accountability (MC&A)
regulations vary by regulator; for clarity, key terms used in this
paper are defined here. Special nuclear material tracking through-
out a facility utilizes material balance areas (MBAs) to account
for and monitor material. A material inventory difference (ID) is
defined as inputs plus starting inventory minus ending inventory
and outputs, also known as material unaccounted for (MUF).

M

A significant quantity (SQ) is the amount of fissile material
required to produce an improvised nuclear device; 75 kg of low
enriched uraniumor 8 kg of Pu.® To ensure that the ID is less than 1
SQ, the standard error in inventory difference (SEID) is introduced,
also known as m_,. SEID is a summation of the variances intro-
duced by each ID measurement. A measurement system must
also have a 95% detection probability to detect a diversion of an
SQ and a 5% false alarm probability. Operating experience from
bulk handling facilities (such as reprocessing plants) has shown ID
to be a standard normal distribution, as described by Equation 2.

(2)

Integration of Equation 2, to calculate the desired detection
probability of 95%, yields 1.65. This x value corresponds to both
the detection probability and false alarm probability requirements
provided by the International Atomic Energy Agency (IAEA).
Assuming a loss of 1 SQ over 1year, testing for loss only (not gain),
and setting the false alarm probability to 0.05, the alarm probabil-
ity is 0.95, provided Equation 3 holds true.

IN

3)

The factor of 3.3 arises from double use of the value 165,
which corresponds to both the 0.05 false alarm probability and
the 0.95 alarm probability.* To assure detection of a loss of 1 SQ,
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Equation 3 must hold true.* For Pu and low enriched uranium,
SEID must be less than 2.424 and 22.7 kg, respectively.®

ID and SEID are calculated once for a specific inventory
period, to determine if material diversion may have occurred.
IAEA regulations require the timely detection of the loss of 1 SQ
of material within 30 days.

Conventional Safeguards

Safeguards requirements applied to aqueous reprocessing
facilities fundamentally rely on measurement uncertainty and
inventory frequency. As facility throughput demands increase,
improvements in measurement uncertainty or more frequent
inventory or combinations of these must occur. The problem is
exacerbated when the input material transitions from light water
reactor (LWR) spent fuel to fast reactor spent fuel because the
fissile content of fast reactor spent fuel is higher than that of LWR
spent fuel. For example, Table 1illustrates safeguards data repre-
sentative of a commercial agueous reprocessing facility.> As seen
in Table 1, to meet IAEA detection requirements, the inventory
period must be shortened significantly or the total measurement
uncertainties (random and systemic combined) need to be less
than 0.1%.

Table 1. Commercial-scale reprocessing facility summary

The safeguards challenge is more complicated in a pyro-
processing facility. The root of the safeguards challenge in a
pyroprocessing facility centers on the lack of a starting point

in the process where an accurate (<1% uncertainty) input mass
measurement can be made without significant measurement
technology development. To date, pyroprocessing facilities have
been able to meet safeguards requirements with relatively low
throughputs; however, a commercial facility will not be economi-
cal at these throughputs.

Reference Facility

To explore the safeguards challenge associated with com-
mercial-scale pyroprocessing of LWR spent fuel, a reference
pyroprocessing facility was assumed to have an annual spent
nuclear fuel throughput of 100 MTiHM/yr. The facility design was
based on reprocessing fuel assemblies that have an initial enrich-
ment of 4.5% and burnup of Y50 GWd/MTiIHM. The assemblies
were discharged from the reactor for ™0 years before being
processed. Figure 1 provides the process flow assumed for the
pyroprocessing facility.® Figure 2 contains a hypothetical hot cell
layout for the reference facility,” including entrance and exit path-
ways from the MBA.

Parameter LWR Application Fast Reactor Application
Heavy metal capacity 800 MTiHM/yr 250 MTiHM/yr

Pu content (% HM) 1.33% 6-20%

Pu mass flow (max) 36 kg/day 50-170 kg/day
Inventory period 30 days 30 days

Input Pu mass uncertainty 0.70% 0.70%

SEID 7.86 kg 10.92-3713 kg

Altered inventory period to achieve SEID goal 9.2 days 6.6—2.0 days

Altered input Pu uncertainty to achieve SEID goal 0.10% Not plausible
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Figure 1. Pyroprocessing process flow

Figure 2. Reference pyroprocessing facility hot cell layout
with entrance/exit pathways

Pyroprocessing has several areas of interest regarding safe-
guards application. The spent fuel receiving and storage area
encompasses the storage capacity of the facility and houses
the receiving equipment for spent fuel shipped from other sites.
The air-atmosphere hot cell contains nondestructive assay (NDA)

equipment used to verify the assembly contents to determine
the Shipper/Receiver difference and provide the initial safeguard
measurement of the key parameters of interest, namely the U?*
and plutonium mass. Within this air cell, the assembly is disas-
sembled and fuel pellets are transferred to the inert atmosphere
process hot cell and loaded into Process Basket Modules (PBM).
The fuel is then reduced to metal from its initial oxide form via
electrolytic reduction in the electroreducer (ERed) and then
moved to the electrorefiner (ERef).

The ERef contains a lithium chloride-potassium chloride
(LICI-KCI) salt where actinides, including transuranic elements
(TRU), and some fission products form stable chlorides. A voltage
is applied across the anode and cathode, which induces the
electrotransport of the uranium onto cathode rods and the TRU
deposits on separate cathodes® The uranium metal dendrite
deposits on the cathode rod and is transferred to a distillation
furnace commonly referred to as a cathode processor. During the
TRU electrotransport process, some uranium will codeposit, as
well as a small fraction of rare earth elements (¥0.1%). A U/TRU
cathode is collected at the end of ERef processing. Due to U/
TRU products’ lower melting point, the salt and TRU metal are
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separated by density differences in a bottom pour furnace to
produce a U/TRU ingot and salt stream for recycle. The purified
ingots are then moved from the process cell to their respective
storage locations, the U/TRU vault and a U storage area.

The adhering salts are collected, along with some salt from
the ERef after three processing cycles. The salt’s actinide compo-
sition is drawn down first. This is combined with uranium metal to
produce the oxidant (UCl,) needed to facilitate electrotransport
in the ERef. Once the actinides are drawn down, the rare earth
elements are drawn out of the salt. In the following step, the rare
earth free saltis sent to a storage tank until another rare earth free
salt batch is processed. This actinide and rare earth free salt has
the active metals removed via salt crystallization. The cleaned salt
is then recycled into the electrolytic reduction vessel.

An analytical laboratory is used to analyze material samples
taken at designated key measurement points to confirm that no
Special Nuclear Material (SNM) is being diverted and help resolve
and detect differences. The samples are on the order of a few
grams and are analyzed with destructive analysis (DA) and/or
NDA techniques.

The processing and air hot cells make up a single MBA,
whereas each storage area for U and TRU products and spent
fuel awaiting processing has separate MBAs. The main process-
ing MBA was selected to have a minimum number of pathways
into or out of the cell; the blue dashed line in Figure 2 is the
assumed MBA boundary for the facility — one input pathway and
four exit pathways from the hot cells.

Pyroprocessing Safeguards Performance Model
The Pyroprocessing Safeguards Model

(PSPM)”® is a MATLAB/Simulink™ discrete event simulation model

of the reference facility. The PSPM tracks material movements

Performance

throughout the various processes within the facility and calculates
the MBA’s ID and SEID at the end of each inventory period. The
PSPM contains simulated measurement points at each process,
allowing the user to select which points to include in the calcu-
lation of the ID and SEID for the inventory period. Each process
contains a simulated sensor that provides a random, normally
distributed signal based on the average mass at that measure-
ment point and a user-specified total measurement uncertainty
(0), combined random and systemic, for the device used. This is
then output to the plant monitoring subsystem to simulate the
response of sensors in the facility. Different safeguards strategies
can be evaluated by choosing which sensors to include in the ID
and SEID calculations.

Safeguards Strategies

The PSPM was used to investigate different safeguard
approaches, with varying measurement techniques, to detect the
loss of an SQ of SNM. Common to each of the strategies is the
assumption of one MBA used to encompass both the processing
and fuel preparation cells as shown in Figure 2. The equipment
transfer lock is not included in this analysis, as use of this pathway
would constitute an off-normal processing event, which is not
considered by this work. It is, however, acknowledged that the
transfer lock will need containment and surveillance measures to
ensure SQs of material are not removed while components are
transferred to and from the processing cell.

Four safeguard strategies, known as levels, were used to
demonstrate the effectiveness of a risk matrix, described below,
as a tool in safeguards evaluation. Each level builds on elements
of the previous level to enhance the strategy.

The level 1 strategy consists of treating the facility as a black
box, with only inputs and outputs considered. ID can be calcu-
lated as the transfers into the MBA minus the transfers out of the
MBA, with no measure of the inventory within the facility. Figure
3 shows key measurement points (KMPs) with blue dots and the
material measured at each point for this strategy. Level 1 is the
reference or unmitigated case.

Figure 3. Level 1 key measurement points

Level 2 expands on the level 1 strategy by including mea-
surements from storage locations of material. Using the PSPM,
storage locations containing SNM at the end of each balance
period were determined. Four storage locations were identified
and incorporated into inventory measurement: storage of uranium
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to be sent to oxidant production, storage of containers of fuel
pellets awaiting electroreduction (PBM store), a container of fuel
pellets awaiting transfer to storage prior to electroreduction (PBM
accum), and the salt collection tank. Figure 4 shows the KMPs
of level 1in blue and new level 2 KMPs in green with associated
locations within the cell.

Figure 4. Level 2 key measurement points

For each location, the overall mass is reported along with the
corresponding measurement uncertainty from the process model
to the monitoring system. This strategy represents a conventional
safeguards approach.

Level 3 integrates process data into level 2, a process-in-
formed safeguards strategy. The process monitoring system,
which can have the most impact on a safeguard system, is a
detailed mass tracking system. With such a system, mass bal-
ances are used to weigh every item before and after it is pro-
cessed by a unit or moved from one zone to another within the
MBA. The MBA would be divided up into internal zones for each
processing unit. Including process information in the safeguards
strategy will require the mass tracking system to be available for
both the operator and international inspectors. Traditionally, this
stipulation has required two separate devices: one for the IAEA,
and a second identical system for the operator. However, joint use
systems have been implemented at the Rokasho-Mura Process-
ing Plant in areas where two detectors are not possible. These
systems provide independent and identical signals to each party
that can be analyzed by each organization, with separate conclu-
sions drawn.™? Figure 5 shows the KMPs for level 1and 2 in blue
and green, respectively; level 3 KMPs are shown in yellow.

Figure 5. Levels 3 and 4 key measurement points

The balances are connected to a network that can store
all vital information about a specific item, such as the starting
weight when it entered a zone, the item’s serial number, and the
balance to be used. Verifying an item is the correct weight and
serial number by two independent observers adds an additional
layer of protection. The tracking system is also used to compare
the item weight to its initial recorded weight. A system such as
this was implemented at the Fuel Conditioning Facility (FCF) at
Idaho National Laboratory and has been used for almost 20 years
(with some upgrades from the original system installed in 1995) to
handle over 35,000 fissile material transfers (as of 2006).”

A system like that of the FCF can provide information on the
number of “in- process” items throughout the facility. For example,
the number of processing containers in the ERed at the end of
a balance period can be added to the inventory using a stan-
dard composition because the material has been tracked since
entering as a fuel assembly. The composition would be a valid
assumption because initial NDA/DA measurements on the input
spent fuel assembly would identify anomalies. Once initially mea-
sured, the material would be tracked using the tracking system
to record the processing vessel, container serial numbers, and
a characteristic weight. This strategy adds safeguards informa-
tion without forcing the facility to shut down for a balance closure
each 30day period or less, as occurs in aqueous facilities. This
is @ necessary attribute of any pyroprocessing strategy because
the process vessel with molten salt cannot be routinely emptied.
In level 3, as implemented in the PSPM, only the holdup within
a processing vessel is not measured, so the ID represents the
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holdup and random fluctuations from measurement uncertainties.

Level 4 applies rejection sampling to the input and output
measurements determined in level 3; the same KMPs as in level
3 are used. The use of an integrated mass tracking system
implies every item entering and exiting the MBA will be weighed,
and only items within an accepted tolerance will be allowed to
leave or enter the cell, anomalies will be rejected and will not be
allowed into the cell without tripping an alarm. The PSPM deter-
mines a random mass from a normal distribution with a mean of
the mass from the process model and a standard deviation of the
measurement device for each group. However, if the sum of all
these random measurements exceeds the tolerance of the mass
balance, the item would be rejected. To illustrate this, assume an
item is composed of three materials — a, b, and ¢ — with corre-
sponding average masses of 1, 2, and 3. Now assume the mea-
surement device (i.e., NDA device) has a standard deviation of
10% for each individual material, while the mass balance has a
tolerance of 0.1% for the total mass of the item. The average item
mass is then 6; however, using random sampling for each material
could result in an estimation of the item mass greater than the
mass balance’s tolerance. A MATLAB script was created to show
the effect of rejection sampling for this case; the results in Table 2
were generated with 1 million simulated masses for each material.

Table 2. Rejection sampling effect

No Rejection Sampling Rejection Sampling
-
a

1.0002 0.1000 1.0000 0.0818
b 2.0001 0.1000 2.0001 0.0816
¢ 2.9999 0.1000 2.9999 0.0819
Total 6.0002 01732 6.0000 0.0104

The rejection sampling is invoked if the sum of a, b, and ¢
If these condi-

balance”

tions are true, the logic continues to generate random normally

is greater than or less than the mean + 3*s

distributed pairs until the condition is false. Rejection sampling

is only a benefit if the measurement device distributions have a
greater uncertainty than the mass balance uncertainty. This tech-
nique results in an order of magnitude decrease in the standard
deviation of the total mass of the item. Application of this to a
safeguards system helps to reduce the spread of ID measure-
ments and gain increased assurance from less-precise detection
equipment (i.e., NDA or process monitoring devices) that diver-
sion has not occurred.

Safeguards Hazards Matrix

The Safeguards Hazards Matrix (SHM) is adapted from
nonreactor nuclear facility safety analysis techniques applied to
Department of Energy (DOE) and Nuclear Regulatory Commission
(NRC) regulated facilities. Both DOE and NRC regulated fuel cycle
facilities conduct safety analysis using a risk matrix approach.
A risk matrix is used to quantify the risk of accident sequences
and to identify acceptable and unacceptable sequences. A risk
matrix lists accident likelihood categories along the abscissa
and accident consequence categories along the ordinate. The
likelihood categories and consequence categories are assigned
monotonically increasing positive integer values starting with the
number 1. The multiplication product of these two integer values
is called a risk index. Risk index values are used to fill the risk
matrix elements. Based on the resulting risk index value, accident
sequences are classified as either acceptable or not acceptable.
In general, the risk matrix approach recognizes that low fre-
quency, high consequence events are equally as unacceptable
as high frequency, low consequence events.

In the SHM, diversion risk is determined as proportional to
the amount of material unaccounted for (ID) and the probability to
detect a loss of an SQ (see Figure 6). Using the PSPM, the limiting
factor for an SQ of material is Pu, so only Pu requirements will be
discussed further; however, the SHM could be applied to U with
appropriate ID values. The limits for the x-axis bins were based
on the requirement by DOE for SEID < 2 kg, while the others were
the author’s intuition. Risk bins 7—16 (grayed boxes) are deemed
unacceptable risk, whereas bins 1-6 are acceptable. The risk of
the safeguards approach can be decreased by increasing the
probability of detection and/or decrease the ID. Of course, the
bins can be shifted as desired. The idea here is to demonstrate
a pathway for evaluating safeguards strategies rather than estab-
lishing definitive risk acceptance values.
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Figure 6. The Safeguards Hazards Matrix

The detection probability is calculated by solving for x in
Equation 2 using a known SEID. The detection probability for loss
of one SQ can be shown to be:

)

In Equation 4, Q is the amount in kg of material representa-
tive of one SQ, SEID is the calculated SEID from the PSPM, and
DP is the detection probability. As noted earlier, a factor of 2 in
the error function arises from the assumption that the false alarm

probability is also the same.

Table 3. Case legend for Figure 7 and Figure 8

Case Strategy o TRU prod
a 1

Results

The PSPM and SHM provide a testbed to evaluate potential
safeguards approaches. A separate 1-year simulation of facility
operation was conducted, with the PSPM, for levels 1 through 4.
These simulations were each repeated 1,000 times with different
random number seeds each time to provide a statistical variation
to the ID and SEID calculations. An average ID and SEID were
calculated as well as the standard deviation of these averages.
Several strategies with varying measurement uncertainties were
simulated, using the PSPM and plotted in Figure 7; a summary of
the input parameters corresponding to each case is included in
Table 3.

Figure 7. Detection probability versus inventory difference

T N N N
1 1 1 -

Level 1 1% % % % %
b Level 2 5% 5% 10% 10% 10% 0.5%
c Level 2 2% 2% 10% 10% 10% 1%
d Level 2 1% 1% 1% 1% 1% 1%
e Level 2 0.5% 0.5% 0.5% 0.5% 0.5% 0.5%
f Level 3 2% 2% 10% 10% 10% 1%
g Level 3 1% 3% 10% 10% 10% 1%
h Level 3 1% 2% 10% 10% 10% 1%
[ Level 4 2% 0.5% 10% 10% 10% 0.5%
j Level 4 2% 1% 10% 10% 10% 0.5%
k Level 4 1% 1% 1% 1% 1% 1%
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Generally, as measurement uncertainty is decreased within
a strategy, the point moves down the matrix (e.g., b to €), and as
each additional strategy decreases the ID, the point moves to the
left (e.g., d to k).

Upon inspection of the standard deviation in the average
ID calculation, it is observed that while SEID is a measure of the
detection system, it is not a measure of the variation in ID over
several 30-day balance periods. The standard deviation in the
average ID calculation for each level is shown in Table 4.

Table 4. PSPM standard deviation average for each strategy

Strategy ID (kg) STD
Level 1 85.39 40.04
Level 2 18 9.42
Level 3 0183 0.85
Level 4 0175 0.75

From Table 4, it is seen that level 1 produces an unsatisfac-
tory strategy — an unacceptable amount of SNM is unaccounted
for due to large changes in inventory within the MBA between
balance periods. For level 2, even though its ID average was 1.8
kg (meeting acceptance criteria), the standard deviation varied
substantially throughout the simulation, while levels 3 and 4 did
not have as substantial variations. A positive conclusion that no
diversion occurred can be made confidently for levels 3 and 4,
although the same cannot be made for level 2. To remedy this
observation, a quality factor, QF, is proposed as an empirically
derived factor to be applied to the calculated ID.

)

The QF could be determined from operational data or sim-
ulated with the PSPM in the absence of operational data. A com-
pensated ID, ID_, can now be calculated as:

(6)

This effectively rewards strategies for low variation in mea-
surements while disadvantaging those with largely varying IDs.
Figure 8 reflects the inclusion of the QF with the results shown
in Figure 7. Table 4 provides a description of each case. As seen
in Figure 8, cases b through e are shifted right an entire risk bin,
whereas cases fthrough k shift to the left to be closer to the center
of the bin; point d crosses from acceptable to unacceptable.

Figure 8. Detection probability versus ID risk matrix

Some important observations from Figure 8 are (1) the con-
ventional safeguards approach is likely unworkable for the refer-
ence facility unless detection is capable of uncertainty levels <1%
(closer to 0.5% will be needed), and (2) process knowledge is of
great benefit to obtaining a material balance closer to zero and
allows for possible scenarios with reasonably achievable mea-
surement uncertainties today.

The sensitivity of each measurement contributing to the ID
calculation can be demonstrated as well using the PSPM. The
SEID calculated for each case (b—Kk) is shown in Table 5, with each
safeguards strategy highlighted as follows: level 2, yellow; level
3, green; and level 4, blue.

Table 5. Top three most sensitive parameters and SEID

Cases | o SNF o TRU prod | olnv o Clad SEID (kg)
b 5% 5% 0.5% 10% 5.7089
c 2% 2% 1% 10% 2.3899
d 1% 1% 1% 1% 1.3415
e 0.5% |[0.5% 0.5% 0.5% 0.6708
f 2% 2% 1% 10% 2.3949
g 1% 3% 1% 10% 2.5186
1% 2% 1% 10% 1.8771
i 2% 0.5% 0.5% 10% 17912
j 2% 1% 0.5% 10% 1.9062
k 1% 1% 1% 1% 1.3505
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From Table 5, both the input spent fuel measurement and
the TRU product measurements greatly dominate the SEID,
whereas the other measurements do not have as great an effect.
The detection probability will be less than 95% for an ID if s . or
Spy @re greater than 2%. The cladding measure is less sensitive in
the Pu balance because it has such a low Pu concentration (total
of V85 g per balance period), whereas ~85 kg of SNF and TRU
product enter/exit the MBA within a 30-day period. Any observed
difference represents the amount of Pu inventory within pro-
cessing vessels or storage at the end of a balance period. Mass
tolerances of <1% for a 0120 kg electronic balance have been
documented at FCF.® New balances will need to be constructed
with mass upper bounds of 1 metric ton, capable of withstanding
the high radiation environment in-cell.

The TRU product can be assayed destructively within the cell
by drilling a sample from the ingot, or when the ingot is formed,
a break off mold is also filled with the same homogenous molten
TRU product. The sample can then be analyzed at an analytical
lab located onsite using isotopic dilution mass spectroscopy
(IDMS), which in a hot cell environment has a total s of 0.28% to
0.42%."® Current NDA waste assay techniques can be applied to
the cladding waste to achieve a 10% uncertainty.

The most challenging measurement is the SNF fuel. Cur-
rently, NDA techniques determine Pu mass to “10%, although the
Next Generation Safeguards Initiative — Spent Fuel (NGSI-SF)
project is aiming for ~%.” If only 3% is obtained, very low (V0.5%)
mass balance, and TRU product measurements (<0.5%), then this
system, case i, could be possible only using a process-informed
safeguard strategy. The SHM shows cases e, f, and h through k
are acceptable safeguard strategies, with f, h, i, and j most rea-
sonably achievable within the foreseeable future. Cases e and k
are not thought to be feasible — SNF uncertainty measurements
of <1% — without a breakthrough in the fundamental underlying
physics of detection.

Conclusion

To aid in testing proposed safeguards strategies, the Pyro-
processing Safeguards Performance Model and SHM were
developed. The PSPM was used to test four strategies: the black
box, conventional, process informed, and process informed with
rejection sampling, with various measurement uncertainties.
These cases were then evaluated with the SHM to assess each
case’s risk of diversion. An empirically derived QF was developed
to provide a measure of the spread of the calculated ID over the

course of operation. This assigned less risk to ID measurements
with narrow varying measurements while assigning more risk
to those with larger variations. Six possible detection scenarios
were shown to be of acceptable risk, of which four are achievable
within the next 5 years; all use process-informed strategies. It has
been shown that including process information, specifically mass
balance data from a mass tracking system, significantly reduces
the safeguards risk in a pyroprocessing facility.
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Abstract

We have developed radionuclide identification algorithms for
radiation portal monitor applications. One algorithm uses a spec-
tral angle mapper to match the power spectral density of modi-
fied cumulative distribution functions of measured pulse height
distributions to reference spectra, whereas the other relies on the
decomposition of the observed spectrum as a linear mixture of
known radionuclide spectra. Three algorithms were then tested
for their ability to perform on-the-fly radionuclide identification on
datasets acquired with a liquid organic scintillator-based pedes-
trian radiation portal monitor on moving special nuclear material
and industrial radiological sources, as well as common medical
isotopes. We quantified and compared the relative efficacies of
the algorithms considered using F-score analysis. Measured radi-
ation sources included 51 g of highly enriched uranium; 6.6 g of
weapons-grade plutonium; 2Am, ™Ba, %Co, and *’Cs sources
with activities of several hundred kBq, as well as 260 kBq liquid
solution samples of the medical isotopes **™Tc, "In, ¢’Ga, 23|, =,
and 2'TI. We achieved 100% positive identification for 3-second
measurements of single sources moving at a source-transit
speed of 1.2 m/s. For mixed sources, with the strongest and
weakest sources having no more than a 3:1 ratio of detected
counts, encouraging positive identification results were achieved
with the unmixing algorithms. Current radiation portal monitor

designs suffer from a high incidence rate of nuisance radiation
alarms caused in radiation portal monitors by recent nuclear
medicine patients and cargo containing large amounts of natu-
rally occurring radioactive materials. Integrating reliable on-the-fly
radionuclide identification into the radiation portal monitors could
lower the number of nuisance alarms, requiring time-consuming
secondary inspections.

Introduction

Thwarting the potential smuggling of nuclear and radiologi-
cal material across national borders poses many technical chal-
lenges. Radiation portal monitors (RPMs) have been extensively
deployed in the United States at border crossings for screening
incoming vehicles and at major seaports for screening incoming
cargo containers. RPMs commonly contain neutron detectors
(*He) and gamma detectors (plastic scintillator panels) and look
for elevated radiation count rates relative to background when
a vehicle or cargo container passes the RPM. The signal from
threat materials, like special nuclear material (SNM), might be
very weak, especially if SNM is well shielded. Complicating the
matter is the fact that measurement times for RPMs are limited to
approximately 3 seconds in order to not overly burden the flow of
commerce and people.

Actual reported incidents of interdictions of nuclear and
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radiological materials at border crossings hover around a few
dozen events annually worldwide.' Yet RPM radiation alarm inci-
dent rates of one in hundreds of vehicles or cargo containers are
not unheard of. This high alarm rate is due to the prevalence of
naturally occurring radioactive material (NORM) in cargo, as well as
an increase in nuclear medicine patients over the past decades.
Large quantities of NORM-bearing cargo, such as a cargo con-
tainer filled with kitty litter, and recent nuclear medicine patients —
mostly patients who have had °*"Tc procedure within the last few
days — emit sufficient gamma radiation to trigger RPM alarms.?-*
Offending vehicles and cargo containers must be searched with
handheld spectroscopic radiation detectors to locate and identify
all sources of radiation and ensure that none of them poses a
threat to national security. Processing these nuisance alarms can
be time-consuming and can distract from the mission of catching
smugglers of nuclear and radiological materials.®

We are developing an RPM capable of on-the-fly radionu-
clide identification.®® Such an RPM could distinguish threat from
nuisance radiation sources, thus greatly reducing the number of
vehicles and cargo containers requiring secondary inspections.
Originally, the identification algorithms were developed for iden-
tifying single sources of gamma radiation. In reality, many sce-
narios will involve mixed sources of radiation. Examples include
mixed NORM sources, and SNM masked by a NORM source. Two
approaches were integrated with our radionuclide identification
algorithm to test their ability to handle mixed sources: a linear
spectral unmixing algorithm relying on the data only (based on
maximum likelihood estimation), and Bayesian approaches that
allow the consideration of additional prior knowledge (and based
on maximum a posteriori or posterior mean estimation).

Organic Liquid Scintillation Detector-Based
Radiation Portal Monitor

We developed and tested a pedestrian radiation portal
monitor consisting of eight 76 cm diameter by 76 cm height
cylindrical active volume Eljen EJ309 organic liquid scintillation
detectors.®8 These detectors are sensitive to both neutrons
and gammas. Neutron and gamma interactions in the detectors
are distinguishable through pulse shape discrimination. The RPM
system is scalable to more challenging applications, such as a
vehicle RPM .12

Extensive testing occurred at the European Commission
Joint Research Centre in Ispra, ltaly. The RPM testing facility

consists of an electric rail cart system capable of moving radiation
sources at speeds up to 3 m/s past the RPMs. Sources tested
included 51g of highly enriched uranium; 6.6 g of weapons-grade
plutonium; 2Am, ™3Ba, °’Co, and ™’Cs sources with activities
of several hundred kBg; and various 5*Cf spontaneous fission
neutron sources.®8In addition, 260 kBq liquid solution samples of
the medical isotopes ®™Tc, "n, ¢Ga, *3, ®'l, and 2°'TI were mea-
sured at the University of Michigan C.S. Mott Children’s Hospital.
We tested the radionuclide identification algorithms on the mea-
sured datasets and their combinations.

On-The-Fly Radionuclide Identification

The on-the-fly radionuclide identification algorithms under-
went numerous iterations.® Based on F-score analysis,” the best
identification performance was achieved with an algorithm using
a spectral angular mapper*”® to compare short measurement time
RPM data with library spectra using the power spectral densities
of cumulative distribution functions (CDFs) of measured pulsed
height distributions (PHDs).5”

To build the library, long measurement time PHDs were
obtained for all isotopes of interest. The CDFs, , are formed
through integration by computing the probability that takes a
value less than — that is, . The quantity is subsequently used.
Figure 1 shows for all library spectra as well as for a 3-second
measurement of a moving *Cs source. To characterize the
behavior of over its entire energy domain, the following Fourier
analysis is used:

where DFT(k) is the amount of frequency in the signal, y(n)
is the modified CDF, n is the sample energy domain, N is the
number of samples, and k is the sample in the frequency domain.

For a CDF signal, the power spectral density (Equation 2)
computes how “power” is distributed over frequency of the CDF
by computing the squared modulus of the DFT:

Finally, the spectral angle is computed between the power
spectral density of the short measurement time RPM data and all
of the power spectral densities of the library spectra. The smallest
then represents the best fit
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Figure 1. Modified CDF library matrix with of moving *’Cs source acquired with pedestrian RPM at the
second SCINTILLA benchmark at the Joint Research Centre in Ispra, ltaly, in February 2014°

Identification of Mixed Gamma Sources

Mixed sources — that is, scenarios in which the signatures
of multiple radionuclides are present —are of great concern
to designers of spectroscopic RPMs. In particular, the masked
source scenario, in which a strong NORM source masks the
weaker SNM source, poses a challenge to identification algo-
rithms. In traditional gamma spectroscopy with inorganic scintil-
lators — for example, Nal(Tl) — mixed sources pose no significant
challenge as long as the detector energy resolution suffices to
resolve all present photopeaks. For organic scintillator-based
RPMs, however, photopeaks do not exist, and the entire PHD
forms the signal, so a mixed source RPM response will be a linear
combination of individual source responses.

It is important that any unmixing algorithm does not misiden-
tify a mixed source RPM response as some other single source.
Conversely, the algorithm must identify all constituent compo-
nents in the mixed source and also estimate the relative activities
of the constituent sources.

Linear Spectral Unmixing Approach

Linear spectral unmixing (LSU) algorithms can be used to
decompose a mixed signal into its constituent components.’® A
mixed signal consists of a linear combination of possible radionu-
clides at different fractions:

Solving for the mixing coefficients such that the sum on the
right side of Equation 4 approximates , while accounting for the
physical constraints to (Equation 5), provides the relative activities
of library spectra present in the mixed source response:

The unmixing algorithm can be tested on various forms of the
RPM data, such as PHDs, CDFs, or power spectral densities of the
CDFs. Different mixed source scenarios were tested by mixing
together measured PHDs from individual sources in different
ratios. Figure 2 shows the LSU results for six different tested mix-
tures. For each mixture, 30 mixed PHDs of this composition were
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Figure 2. LSU computed coefficients computed for 30 samples of each of six different mixtures created from RPM-measured gamma-radiation data

created and unmixed with the LSU algorithm, as illustrated by
the 30 samples shown for each mixture in Figure 2. The average
coefficients computed for all library radionuclides are shown as
color bars. The only constraint applied is that all coefficients have
to be non-negative.

Bayesian Estimators

As an alternative to the LSU technique presented above,
which implicitly relies on an additive white Gaussian noise
assumption, we also use Bayesian estimators on a Poisson noise
model where M is our observed data — that is, some RPM-mea-
sured response to a mixed source of gamma radiation — and x
is our unknown mixing contribution of different sources in our
gamma library. This results in the prior distribution: f{c), which
enforces c>0.

Following Bayes’ rule, the posterior distribution of ¢ given
M therefore is ficIM). To solve for the mixing contribution coeffi-
cients ¢, we can maximize ficIM) — maximum a posteriori (MAP)
estimation — which provides us with the a posteriori most likely
solution. The coefficients c are then calculated as the mode of the
posterior distribution. A different approach consists of comput-
ing the expectation of cIM — that is, the posterior mean — which

will minimize the mean square error between the estimated
and observed data. This technique is known as minimum mean
squared error (MMSE) estimation. The MAP results for the same
mixtures used for the LSU in Figure 2 are shown in Figure 3, and
the MMSE results are shown in Figure 4. Once again, the only
constraint is that all coefficients are non-negative.

Similar to the LSU method, both the MAP and MMSE methods
struggle when more than two sources are present (mixture B) or
when a weaker source is masked by a stronger source (mixture A).

Under these conditions, up to 12 sources could be present.
This might not be realistic for real-world RPM measurements, so
the Bayesian estimator should improve if we promote the spar-
sity of the mixture by fixing for instance the maximum number of
sources in the solution. For the MAP results shown in Figures 5,
6, and 7, the maximum number of sources in any possible solu-
tion are constrained to two, three, or four sources, respectively.
As expected, the results improve dramatically if the solution is
constrained to the correct number of solutions. The results do not
degrade significantly if the constrained number of solutions does
not greatly exceed the actual number of sources present in the

mixture either.
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Figure 3. MAP computed coefficients computed for 30 samples of each of six different mixtures created from RPM-measured gamma-radiation data

Figure 4. MMSE computed coefficients computed for 30 samples of each of six different mixtures created from RPM-measured gamma-radiation data
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Figure 8 shows the correlation matrix for one sample of
mixture B (*’Cs + HEU + °"™Tc + ™3Ba). The correlation matrix
shows that the Bayesian estimator (that is, the MAP estimator)
struggles to distinguish *°™Tc from 23 as well as **Ba from ™'I. In
other words, the estimator knows with high confidence that, for
example, either **mTc or 23| is present in the mixture, but it can’t
necessarily say which of the two is present. Looking at Figure 1,
we see that ®*"Tc and ™3| exhibit very similar CDFs, thus explaining
why the Bayesian estimator struggles to discern these sources.
Such correlation matrices provide an additional tool when SNM
might be mistakenly misidentified as some less-threatening radio-
nuclide with a similar RPM-measured response.

The different unmixing methods can be compared via the
mean squared error for the different possible composition solu-
tions. Tables 1and 2 show the average compositions of 30 samples
of mixed sources E (HEU and WGPu mixed 1:1) and B (*’Cs + HEU
+ 99mTe + ¥3Ba mixed in equal proportions) as computed with the

MAP Bayesian estimator, with the number of allowed constituent
sources in the solution constrained to various value. Tables 1 and
2 also include compositions computed with the MMSE Bayesian
estimator and with the LSU method.

The MAP estimator most accurately estimates the composi-
tion of the mixed sources, assuming that the solution is not con-
strained to fewer sources than are actually present. Constraining
the MAP estimator to some value greater than the number of
present sources (for example, > 2 for mixture E) but well below
the 12 total number of sources in the library does not lead to sig-
nificant degradation of the composition estimates (see MAP with
five sources for mixture E). On average, the unconstrained MAP,
MMSE, and LSU techniques for the most part estimate the correct
sources present in the mixtures, but relative to the constrained
MAP solutions, these other techniques exhibit less consistency
and show poorer performance for estimating the relative abun-
dancies of sources present in the mixtures.

Figure 5. MAP computed coefficients computed for 30 samples of each of six different mixtures created from
RPM-measured gamma-radiation data, with the number of solutions constrained to two
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Figure 6. MAP computed coefficients computed for 30 samples of each of six different mixtures created from RPM-measured
gamma-radiation data, with the number of solutions constrained to three

Figure 7. MAP computed coefficients computed for 30 samples of each of six different mixtures created from
RPM-measured gamma-radiation data, with the number of solutions constrained to four
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Figure 8. Cor-
relation matrix for
mixture B (®'Cs
+HEU +%9mTc +
'33Ba) showing that
the Bayesian esti-
mator struggles to
distinguish *mTc
from 2| as well as
33Ba from ™l

Table 1. Mean squared error for computed coefficients for 30 samples of mixture E (HEU and WGPu mixed 1:1) for different unmixing algorithms.
For MAP, the number of possible solutions is constrained to two, five, or all possible sources.
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Table 2. Mean squared error for computed coefficients for 30 samples of mixture B (¥’Cs + HEU + *™Tc + **Ba mixed in equal proportions) for
different unmixing algorithms. For MAP, the number of possible solutions is constrained to two, four, or all possible sources.

Conclusion

Techniques were developed to process RPM gamma mea-
surements from mixed sources with up to four different radionu-
clides out of a library of 12 known radionuclides. The LSU and
Bayesian MAP and MMSE techniques estimate which sources are
present in the RPM mixed gamma response and at what relative
compositions. Constraining the MAP estimator to solutions with
five or fewer radionuclides produced accurate and consistent
results for the six mixtures tested. For each mixture, 30 indepen-
dent samples were tested with each algorithm.

The ability to decompose mixed sources of radiations is
crucial for spectroscopic RPMs. Spectroscopic RPMs must be
able to detect weak SNM sources masked by a stronger NORM
or nuisance radiation source. RPM on-the-fly radionuclide algo-
rithms must also be able to handle mixed sources of NORM and
nuisance sources, such as truckload of kitty litter (“°K) with a truck
driver with a recent nuclear medicine procedure (**"Tc). Future
work will look into more challenging masking scenarios and the

expansion of the source library.
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Can the insider threat experience
of non-nuclear industries and incidents
inform the insider threat planning of
nuclear security operations? The conten-
tion of editors Bunn and Sagan is yes.
Their effort is to do so is this short treatise
written with seven other experts. This inter-
esting take on the subject was motivated
— until now — by the lack of information
and data on the subject within the nuclear
industry. The editors have looked to the
casino and pharmaceutical industries and
well-known incidents such as the anthrax
mailing attacks of 2001, in addition to
insider attacks at military bases, to get out
ahead of a nuclear insider threat incident.

The editors performed unprece-
dented research into the problem area.
The results indicate that there have been
many incidents of insider threats at nuclear
facilities, but few linked to terrorists. The
paucity of jihadiinterest — as measured by
Internet forum activity and other research
— further diminishes the probability of a
terrorist threat. Even when terrorists con-
sider a nuclear target, assault rather than
infiltration appears to be their choice.
From 1970 to 2012, of the 113,000 terrorist
events recorded, only 58 involved nuclear

targets — and of those, only four involved

an insider. Yet Bunn and Sagan pressed on
to produce this book, indicating that the
threat — if ever carried out — is simply too
dangerous to ignore.

Insiders are personnel within govern-
ment, military, academic, and private-sec-
tor facilities with access to potentially
dangerous information, procedures, or
hazardous materials. They obviously need
not be or be affiliated with terrorists. A
grudge, an exaggerated sense of unfair
treatment, mental imbalance, or other
factors may push a disgruntled employee
to take actions that endanger colleagues
and/or the public. And herein lies another
concern: according to the editors, the
insider threat is viewed with some com-
placency by most employers. Pre-em-

ployment vetting by background checks

is frequently viewed as adequate but is,
of course, dependent on the depth of the
investigation process. It also fails to take
into account the time-dynamics of human
nature: people and their circumstances
change. They have normal human failings
and they sometimes suffer unfortunate
changes to their work life and in their
relationships. They are subject to illness,
aging, personal loss, and grief. Will some
cross the line into dangerous behavior if
they undergo these misfortunes?

A compelling example of the effort
put forward in this book is the story of
the anthrax attacks of September 2011,
penned by contributors Jessica Stern and
Ronald Schouten. The authors summarize
the investigation by law enforcement,
extensively portray the insider, explain
how the red flags the insider exhibited
were ignored, and describe the insti-
tutional security and law enforcement
changes that resulted from the success of
the attacks. This is one of the best known
and effective insider attacks, and so it is
worthy not only of inclusion in the book
but of some discussion here.

The investigation began shortly after
the September 11, 2001 terrorist attacks in
New York City and Washington, D.C. The
FBI eventually focused on microbiologist
Dr. Bruce Ivins of the U.S. Army Medical
Research Institute of Infectious Disease
(USAMRIID). Ivins’ success — temporar-
ily abetted by the FBI's initial focus on
another researcher, Steven Hatfill — was
due to a swirl of regulatory changes, busi-
ness culture, inattention to the dangerous
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signals he sent, and luck. Perhaps most dis-
turbing, but most relevant to the mission of
the book, were two key issues: the rather
obvious signals he sent regarding his
mental health that were not acted upon,
and the circumstance of the background
checks that initiated his security clearance
and maintained it through several reinves-
tigations over 28 years.

lvins, a product of a traumatic child-
hood, had been under psychiatric care
since 1978. In previous years, he had
committed burglaries of sorority houses
in retaliation for being shunned by soror-
ity sisters in his higher education days.
Even at this early stage, his doctor knew of
these acts and his more heinous desires
to poison a former sorority sister he had
become obsessed with. Little or nothing
of this early history of aberrant behavior —
which, it must be reiterated, included crim-
inal behavior — was made part of his later
security assessments. In 1980, his 20-year
career with USAMRIID commenced, along
with his remarkable story of mental health
decline that never was red-flagged by his
superiors or the security establishment,
despite Ivins’ revelations to those around
him of his concern for his own mental
health.

lvins had obsessive relationships
with female technicians who worked for
him, confiding in them about his mental
state. Despite some pretty strong and
frightening admissions in written emails
to these colleagues (he mentioned exces-
sive drinking and a growing paranoia),
the concerns were never transmitted to
lvins’ superiors. When he hacked into the
technicians’ emails to determine what they
thought of him and found some unflatter-
ing messages, he felt so betrayed that he
planned to poison of one of them. Running
counter-current with this aberrant behav-

ior was his devotion to community service.

lvins was, for example, very active in his
church.

His awareness of his mental troubles
caused him to seek therapy. Although
he had not sought help since 1980, he
resumed it after a 20-year hiatus in January
2000. A major factor in his ability to pull off
the anthrax attacks was the failure of his
doctors to recognize his past history and
the depth of his illness and to communi-
cate their concerns to USAMRIID.

Such fragmented and failed com-
munications had a singular effect: they
failed to ban Ivins from access to bio-
logical select agents and toxins (BSATs)
and the biocontainment labs where they
were manipulated. (lvins logged his time
in the labs — even his unusual nighttime
and weekend hours — but they were not
reviewed in timely fashion). Once the FBI
investigation began, Ivins did all he could
to subvert it. He failed to supply untainted
anthrax samples from the lab, and he tried
to direct suspicion away from himself to
other researchers.

The red flags that permeate Ivins’
duplicitous and secretive behavior were
missed. This was due to the normalization
of his behavior. In short, his colleagues
became used to “lvins being Ivins.” He
became the harmless eccentric.

USAMRIID investigators never spoke
to the clinicians and therapists who
treated Ivins. Some of these mental health
specialists were extremely concerned
about lvins, diagnosing him as a socio-
path and homicidal. Over the years, Ivins
did complete mental health and security
review forms. Although inconsistent in his
entries, the information he did supply was
telling but was never followed up on. No
one save his private clinicians knew of his
mental condition, and they were unaware
of his work with BSAT. The crucial con-
nection to dangerous materials was never

made. Some of these clinicians later indi-
cated that they would have recommended
restricting him from BSATs. Although the
background check system (largely forms
to fill out) was deemed a sufficient practice
to approve clearance to work at USAM-
RIID, it failed to capture Ivins’ use of anti-
psychotic medicine.

Organizational bias also was a factor.
In addition to Ivins being a familiar face
with known eccentricities, leadership was
apparently unwilling to change security
measures without a proven outcome —
that is, the removal of an insider threat.
This attitude is an example of “Not in My
Organization,” the bias that an insider
threat simply could not exist at one’s place
of employment. The end result of all this:
Ilvins was able to mail anthrax spores to
offices of the New York Times, the New
York Post, and the National Enquirer.
Senate Majority Leader Tom Daschle
and Senator Patrick Leahy also received
letters. By November 2001, five people
were dead and 17 infected. Investigators
took nearly 7 years to zero in on Ivins, who
became increasingly distressed by the
pressure put on him by law enforcement.
He committed suicide in July 2008.

As indicated by this summary, contrib-
utors Stern and Schouten provide all the
necessary background material for the
reader to make sense of the insider threat,
including the perpetrator’'s motives and
the security failures that enabled the threat
to succeed. An equally detailed analy-
sis of these failures and the steps taken
to overcome the deficiencies are part of
the book’s objectives and appear to be
sound advice, even if the reader does not
immediately see the connection to nuclear
facility operations. It does become quite
clear later that this is a book about organi-
zational failure to which nuclear facilities of
all types are vulnerable.
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Other insider threat events that are
analyzed in the book include the Fort
Hood, Texas, Terrorist Attack of 2009, in
which U.S. Army Major Nidal Hasan killed
13 Defense Department employees (by
Amy B. Zegart). Another chapter covers
the multiple Afghan National Security
Force attacks on the International Security
Assistance Force from 2001 to roughly
2014 (Austin Long). Another seeks to
summarize the lessons learned from the
security programs in the pharmaceutical
and casino industries (Bunn and Kathryn
M. Glynn). A final chapter presents a
worst practices guide gleaned from these
insider threat reviews (Bunn and Sagan
again). Here, they analyze 10 assumptions
made by management and security forces

that can lead to insider threat success. For
example, the reader will find sections on
“Assume That Serious Insider Problems
Exist Elsewhere Are Not in My Organiza-
tion (NIMO),” “Assume that Background
Checks Will Catch All Insider Threats,”
and “Assume that Organizational Culture
and Employee Disgruntlement Don’t
Matter” They are not ranked in importance
or frequency of occurrence. All matter
and apparently contribute equally to the
problem.

A book that goes into this much detail
about non-nuclear issues had better be a
good read for those in nuclear non-prolif-
eration, or else it is likely to be ignored.
Insider Threats does not disappoint.
Aside from the intriguing recounts of the

incidents, the writing is clear, concise, and
consistently interesting. The few black-
and-white illustrations, tables, and figures
are concise and useful. The book is sup-
ported by a serviceable index of about six
pages.

This is a thought-provoking book that
goes outside our customary playing field
of nuclear non-proliferation. Focused on
security and, at that, a narrower problem
within the security universe, this book
brings a new perspective to the issue
of insider threats by utilizing the larger
world’s experience with this ever-present
danger. It is @ good example of reaching
out beyond traditional boundaries for the
purposes of seeking new insights. As such,
it quietly achieves its scholarly mission.
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Taking the Long View in a Time of Great Uncertainty

New Challenges for the Institute

Jack Jekowski

Industry News Editor and Chair of the Strategic Planning Committee

This year’s 59th Annual Meeting, held
at the Marriott Waterfront in Baltimore, was
a nonstop, action-packed event that incor-
porated new formats, interactive panel
sessions, and challenges presented to the
Institute to ensure it stays on the leading
edge of technology and policy. From the
Opening Plenary to the close, attendees
were provided a look into the future of
nuclear materials management, and in the
Closing Plenary, they were able to partic-
ipate through a special interactive polling
session to provide their own perspective
of the future challenges that the world and
the Institute will face.

The Second WINS Challenge
During the Opening Plenary’ — in
addition to two excellent speakers, Dr.
Maria Betti and Dr. Brent Park — Will Tobey,
the chair of the World Institute for Nuclear
Security (WINS) provided a 10-year anniver-
sary update of the activities of that interna-
tional organization. Describing the INMM
as the “father of WINS,” he recounted how
Charles Curtis had challenged the Institute
in 2005 in the Opening Plenary of the
46th Annual Meeting to establish a new
organization to develop and share best
practices in nuclear security management.
Our own president, Corey Hinderstein,
and other members of the Institute partic-
ipated in a Strategic Planning Group that
took that challenge and established WINS
as an internationally recognized organi-
zation in September 2008 in Vienna. Ten
years later, there are over 4,700 members
in more than 128 countries, and over
1,000 participants worldwide, in the WINS

Academy, with 292 Certified Nuclear
Security Professionals. WINS has hosted
over 80 International Best Practices Work-
shops and produced 35 International Best
Practices Guides. On this tenth anniver-
sary, Will presented a new challenge to
the Institute:

“‘By 2025, every person in this
room, and every person worldwide
who is employed professionally in
the nuclear materials management,
security, nuclear forensics, and safe-
guards fields will have the opportunity
to take certified professional devel-
opment courses to help demonstrate
their professional competence.”

This new challenge, which WINS
proposed to be supported by both them
and INMM, is to the membership and their
organizations to take the lead role. For-
tunately, this is a strategic topic that has
been discussed in the Executive Com-
mittee (EC) for the past two years, which
culminated in a pilot professional devel-
opment certification course offered to
Annual Meeting attendees by Texas A&M
University, entitled “Policy and Technical
Fundamentals of International Nuclear
Safeguards.”? Sixty-seven attendees took
advantage of this comprehensive online
course, which was capstoned by presen-
tations during a special four-hour session
of international experts Sunday morning
prior to the start of the Annual Meeting.
In producing, organizing, and following
through on this course, Dr. Sunil Chirayath?®
pioneered the concept that supported the

new WINS Challenge. Now it is up to us
to develop the relationships with external
organizations, including our National Lab-
oratories in the United States and other
institutions and organizations worldwide,
to make this a reality.

The Cyber Challenge

Tuesday evening the newly formed
Cyber/Physical Security Integration Com-
mittee met to discuss newly developed
bylaws and an agenda for the coming
year. This new committee was the result
of strategic discussions by the EC during
the past year as the Institute, like much of
the rest of the world, has been faced with
cyber challenges. The new committee has
been established as a temporary resource
for the technical divisions to integrate rel-
evant cyber- and cyber-physical-security
concepts and applications in pertinent
areas of nuclear materials management.
Dave Lambert, who was a guest colum-
nist for us in 2016 when he was working
in Kazakhstan,* is the new chair of the
committee, having returned to the United
States as director of Gregg Protections
Services, LLC. He has re-engaged with the
Institute, having previously served as the
chair of what is now the Nuclear Security
and Physical Protection Technical Division,
and he is now leading this new committee
to ensure that cyber is integrated into all of
the work of the Institute.

Since cyber issues impact all aspects
of the Institute’s mission, the EC believed
it was important to establish this cross-cut-
ting committee to work with all of the tech-
nical divisions to identify topics that impact
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them, encourage papers and workshops,
and continue to provide value-added
information for our membership. The
importance of the cyber environment is, of
course, around us every day, from identify
theft at the personal level to efforts influ-
encing national elections, disrupting infra-
structure, and stealing state secrets and
industrial technologies.

Most recently in the United States, we
have seen the following indicators of how
influential this issue has become:

e Standup ofthe U.S. Cyber Command
(USCYBERCOM) as the U.S. 10th
Unified Combatant Command on
May 4, 2018. Originally established
as a subcommand under U.S. Stra-
tegic Command, CYBERCOM is now
at the same level as other unified
combatant commands and will be
led by a four-star general. The new
command will include 6,200 per-
sonnel organized into 133 teams,
including active service members as
well as members of the Reserve and
National Guard.®

* A new office of Cybersecurity,
Energy Security, and Emergency
Response (CESER) has been estab-
lished in the DOE.® This new office
will focus on energy infrastructure
security, support the expanded

national security responsibilities
assigned to the Department, and
report to the Under Secretary of
Energy.
e On July 31, 2018, Homeland Secu-
rity Secretary Kirstien Nielsen
announced the creation of a new
center to share threat information
with private companies at a Cyber-
security Summit held in New York
City with several other high-ranking
Administration officials and indus-

try leaders, include Secretary of

Energy Rick Perry. The National Risk
Management Center is expected to
provide a central location for cyber-
security solutions nationwide.”

* Asregardsthe newNSA CyberOper-
ations Center, the National Secu-
rity Agency and Cyber Command
marked the official opening of a new
$500 million building on May 4, one
that is designed to integrate cyber
operations across the U.S. gov-
ernment and foreign partners. The
new Integrated Cyber Center and
Joint Operations Center (ICC/JOC)
is Cyber Command’s first dedicated
building, providing the advanced
command and control capabilities
and global integration capabilities
needed to perform their missions.®

* Despite the complexities and resul-
tant risks of the new cyber world, the
DoD is moving toward cloud solu-
tions for much of their data, includ-
ing releasing a $10 billion request
for proposals for the Joint Enterprise
Defense Infrastructure (JEDI), which
could potentially house nuclear
weapons design data.®

In the international community, we
have the following recent developments:

¢ NATO: At the Brussels Summit in
2018, Allies agreed to set up a new
Cyberspace Operations Center
as part of NATO’s strengthened
Command Structure.® Discussions
are also underway to better define
the level of cyberattack that would
provoke a response under Article
5 of the NATO Charter, which is
the alliance’s principle of collective
self-defense.”

¢ European Union: The EU is planning

to enhance its cyber-resilience by

setting up an EU-wide certification
framework for information and com-
munication technology (ICT) prod-
ucts, services, and processes.”
* Nuclear Threat Initiative: The Initia-
tive has documented international
in  several

cyberthreats reports,

examining the vulnerabilities of

nuclear material and facilities.®

As the world prepares for this new
“battlefield,” we will see this new commit-
tee engage with the technical divisions
and open up new discussions, encourage
papers, and facilitate panels for upcoming
Annual Meetings.

The Challenges That Lie Ahead
— Closing Plenary

An extraordinary Closing Plenary was
held in Baltimore this year, moderated by
then-President Corey Hinderstein (in her
final year in that role), and designed to
challenge the membership to think about
the future of the Institute through a series
of seven questions* created by the EC as
a component of our new Strategic Plan.
Stimulated by an international panel of
five experts,”® attendees were able to reg-
ister their perspectives on remote polling
devices, and results were documented to
compare and contrast the perspectives
of the five experts to the weighted per-
spectives of the attendees. Corey expertly
coaxed feedback from the panel as well
as from attendees to draw out the details
of these perspectives. The results of this
exercise will be used by the EC to help
craft priorities for the Institute over the
next couple of years, including a focus on
future themes for the Annual Meeting.

This column is intended to serve as
a forum to present and discuss current
strategic issues impacting the Institute
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of Nuclear Materials Management in
the furtherance of its mission. The views
expressed by the author are not neces-
sarily endorsed by the Institute but are
intended to stimulate and encourage
JNMM readers to actively participate in
strategic discussions. Please provide your
thoughts and ideas to the Institute’s lead-
ership on these and other issues of impor-
tance. With your feedback, we hope to
create an environment of open dialogue,
addressing the critical uncertainties that
lie ahead for the world, and to identify
the possible paths to the future based on
those uncertainties that can be influenced
by the Institute. Jack Jekowski can be
contacted at jpjekowski@aol.com.

Endnotes

1. The Opening Plenary session this
year was streamed live and is
archived on YouTube (www.youtube.
com/watch?v=Nh2vSK4gyVs&fea-
ture=youtu.be). The presentation
and challenge by Will Tobey can
be seen beginning at 1:40:30 of the
video.

2. See https://nsspitamu.edu/
nsspi-conducts-workshop-on-poli-
cy-and-technical-fundamentals-of-in-
ternational-nuclear-safeguards

3. Dr. Chirayath is an associate pro-
fessor in the Nuclear Engineering
Department, director at the Center
for Nuclear Security Science &
Policy Initiatives, and an honorary
professor at Amity Institute of
Nuclear Science & Technology.

4. See Jekowski, J. 2011. Taking the
Long View in a Time of Great
Uncertainty: A View from the Inter-
national Community, JNMM, 44:4,
52-54.

5. See www.dodlive.mil/2018/05/03/
cybercom-to-become-dods-10th-

unified-combatant-command

Karen S. Evans was sworn in by U.S.
Deputy Secretary of Energy Dan
Brouillette as the Assistant Secre-
tary for the Office of Cybersecurity,
Energy Security, and Emergency
Response (CESER) on September 4,
2018. See www.energy.gov/ceser/
ceser-leadership

See www.dhs.gov/sites/default/files/
publications/national-risk-mgmt-
fact-sheet-08282018-508.pdf and
www.wired.com/story/dhs-nation-
al-risk-management-center

See www.fifthdomain.com/dod/
cybercom/2018/05/07/cyber-com-
mand-nsa-open-new-500-million-
operations-center

See www.nextgov.com/
emerging-tech/2018/05/penta-
gon-wants-cloud-secure-enough-
hold-nuke-secrets/148192

See www.nato.int/cps/en/natohqg/
topics_78170.htm

See www.nato.int/cps/en/natohg/
topics_110496.htm

See www.consilium.europa.eu/en/
press/press-releases/2018/06/08/
eu-to-create-a-common-cy-
bersecurity-certification-frame-
work-and-beef-up-its-agency-coun-
cil-agrees-its-position

See www.nti.org/media/documents/
NTI_CyberThreats__FINAL.pdf

and www.nti.org/analysis/reports/
outpacing-cyber-threats-priori-
ties-cybersecurity-nuclear-facilities.
Also see https://ntiindex.org/
news-items/important-nuclear-se-
curity-progress-now-in-jeopardy-ac-
cording-to-2018-nti-index

Seven questions were provided to
the panelists prior to the Closing
Plenary, with several multiple choice
answers, including “other.” After

15.

&

asking the attendees for their input,
the panelists and the attendees
were queried for more details. The
questions posed were: (1) What is
the current top global challenge/
risk/threat with respect to nuclear
proliferation? (2) What is the current
top global challenge/risk/threat
with respect to nuclear security? (3)
Which risk set concerns you more?
(4) What are the greatest cyber
threats related to nuclear materials
management? (5) What are the top
3 areas the INMM should focus
on? (6) Which technology has the
best chance to become a “game
changer” (plus or minus), for the
INMM? (7) Where should the INMM
increase its attention?

Panelists included Dr. Jacques
Baute, Director, Division of Infor-
mation Management, Department
of Safeguards, IAEA; Dr. Bassam
Abdullah Ayed Khuwaileh, Assistant
Professor, Nuclear Engineering
Program, University of Sharja;
Mitsuo Koizumi, Manager of
Technology Development Promo-
tion Office of Integrated Support
Center for Nuclear Nonproliferation
and Nuclear Security of the Japan
Energy Atomic Agency; Sonia
Ferndndez-Moreno, Planning and
Evaluation Officer, Brazilian-Argen-
tine Agency for Accounting and
Control of Nuclear Materials; and
Julie Oddou, Head of the Com-
mittee Technique Euratom, Atomic
Energy Commission (CEAR).
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INMM Gratefully Acknowledges
the 59" Annual Meeting Exhibitors,
Sponsors and Advertisers

Sponsors
Mirion Technologies (Canberra)
Savannah River National Laboratory

Exhibitors
Aquila
H3D, Inc.
IAEA Careers
Idaho National Laboratory
International Safeguards Project Office/IAEA
Los Alamos National Laboratory
Mirion Technologies (Canberra)
Oak Ridge National Laboratory
ORTEC
Pantex Plant/Y-12 National Security Complex
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Quaesta Instruments
Razor Ribbon/Allied
Sandia National Laboratories

Savannah River National Laboratory
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Calendar

January 22-24, 2019

INMM Spent Fuel Management
Seminar — XXXIV

Hilton Alexandria Old Town
Alexandria, Virginia USA

March 12-13, 2019
Just Trust Me Workshop
Sandia National Laboratory

August 4-9, 2019
PATRAM 2019
New Orleans Marriott

Albuquerque, New Mexico, USA New Orleans, Louisiana USA

July 14-18, 2019

INMM 60th Annual Meeting
JW Marriott Desert Springs
Palm Desert, California USA

July 12-16, 2020
INMM 61st Annual Meeting
Baltimore Marriott Waterfront
Baltimore, Maryland USA

March 3 -7, 2019

Waste Management Symposia
Annual Conference — WM2019
Phoenix Convention Center
Phoenix, AZ USA

For more information, visit the INMM Events Page.

Author Submission Guidelines

The Journal of Nuclear Materials Management is the official journal of the
Institute of Nuclear Materials Management. It is a peer-reviewed, multidis-
ciplinary journal that publishes articles on new developments, innovations,
and trends in safeguards and management of nuclear materials. Specific
areas of interest include facility operations, international safeguards, ma-
terials control and accountability, nonproliferation and arms control, pack-
aging, transportation and disposition, and physical protection. JNMM also
publishes book reviews, letters to the editor, and editorials.

Submission of Manuscripts: JNMM reviews papers for publication with the
understanding

that the work was not previously published and is not being reviewed for
publication elsewhere. This restriction includes papers presented at the
INMM Annual Meeting. Papers may be of any length. All papers must in-
clude an abstract.

The Journal of Nuclear Materials Management is an English-language
publication. We encourage all authors to have their papers reviewed by
editors or professional translators for proper English usage prior to sub-
mission.

Papers should be submitted as Word or ASCII text files only. Graphic el-
ements must be sent in TIFF, JPEG or GIF formats as separate electronic
files.

Submissions may be made via email to Managing Editor Amy Chezem at
achezem@inmm.org.

Download an article template for the proper format for articles submit-
ted to JNMM for possible peer review.

Papers are acknowledged upon receipt and are submitted promptly for
review and evaluation. Generally, the corresponding author is notified with-
in ninety days of submission of the original paper whether the paper is
accepted, rejected, or subject to revision.

Format: All papers must include:
«  Corresponding author’s complete name, telephone number and email

address

- Name and address of the organization where the work was per-
formed

. Abstract

. Tables, figures, and photographs in TIFF, JPEG, or GIF formats. Color
is preferred.

« Numbered references in the following format:
1. Jones, F. T,, and L. K. Chang. 1980. Article Title. Journal 47(No. 2):
112-118. 2. Jones, F. T. 1976. Title of Book, New York: McMillan Pub-
lishing.

- Author(s) biography and photos

. Alist of keywords

Download the article template from the INMM website.

The Journal of Nuclear Materials Management does not print “foot notes.”
We publish references and/or end notes. If you choose to include both
references and notes, you may combine them under the same heading
or you may keep them separate, in which case you must use numbers for
the References (1., 2., 3., etc.) and letters (A., B., C., etc.) for the End Notes.

JNMM is published digitally in full color. Color graphics and images are
preferred.

Peer Review: Each paper is reviewed by at least one associate editor and
by two or more reviewers. Papers are evaluated according to their rele-
vance and significance to nuclear materials safeguards, degree to which
they advance knowledge, quality of presentation, soundness of methodol-
ogy, and appropriateness of conclusions.

Author Review: Accepted manuscripts become the permanent property of
INMM and may not be published elsewhere without permission from the
managing editor. Authors are responsible for all statements made in their
work.
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