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President’s Message

Changing of the Guard and a Preview of 2015

By Larry Satkowiak
INMM President

It is that time of the INMM lifecycle: the
changing of the guard. | begin my two-
year term as President of the INMM af-
ter serving two years as Vice President.
| am quite fortunate having had Ken So-
renson as a mentor and Scott Vance as
a "grand-mentor.” In their former roles
as President and Immediate Past Presi-
dent, respectively, they were not only
outstanding in leading and guiding the
Institute in a measured and thoughtful
manner but also served as nearly ideal
role models for me. Thank you, Scott,
for bearing the six-year burden of the
presidency and sharing your vision of
what the institute could be and guiding
us in that direction. Thank you, Ken, for
leading us through some our recent tur-
bulent times and | look forward to your
continued mentorship as Immediate
Past President.

Congratulations to Cary Crawford
and Steve Wyrick, our newly elected
Executive Committee (EC) Members-
at-Large. Their two-year terms began
October 1. Thank you to Mark Schanfein
for serving as Member-at-Large to the
Institute for the last two years. A spe-
cial thanks to Steve Wyrick for finish-
ing out Ruth Duggan’s term after she
stepped down. We all miss Ruth. Finally,
congratulations to Corey Hinderstein on
her election as Vice President. Corey has
been active in the INMM for many years
in a variety of capacities and will serve
the Institute well. | look forward to work-
ing with Corey.

Other recent changes in leadership
include:

e Morris Hassler is the new chair of
the Facility Operations Technical Di-
vision. Thank you, Shirley Cox, for
all of your service to the Institute
in this and all the other positions
you've held over the years.

e  Michelle Romano is the new chair
of the Membership Committee.
Thank you to Al Garrett who filled
this position for several years. Good
luck, Al, in your new position at the
IAEA in Vienna. | am sure the Vienna
Chapter will appreciate your support
and wisdom.

e Markhu Koskelo is the new chair of
the Exhibits Committee. He did a
terrific job this year identifying and
soliciting exhibitors for the Annual
Meeting.

e  George Baldwin is the new chair of
the Communications Committee.

e Steve Ward is the new chair of the
Education and Training Committee.
The Institute is fortunate to have

such dedicated volunteers, people who
are willing to give their time and talents
to support the Institute and believe in
its mission. Our dedicated members are
our true strength.

The 55" Annual Meeting held in July
was very satisfying. Atlanta proved to be
a gracious host and the Marriott Marquis
an excellent venue. We had more than
700 attendees and representatives from
more than thirty-six countries. The final
technical program had 449 papers in
sixty-eight concurrent sessions. We had
a strong international participation; more

than one-third of the attendees were
The
meeting was kicked off with an excel-

from outside the United States.

lent Opening Plenary. Senator Sam Nunn
was fantastic with his talk “Nuclear Risk:
The Race Between Cooperation and Ca-
tastrophe.” We closed the meeting with
a screening of Pandora’s Promise and
had more than 150 attendees. From the
beginning to the very end there seemed
to be an air of excitement in the hallways
as professionals from all over the world
engaged each other, exchanged infor-
mation, renewed friendships and made
new ones.

Also encouraging was that 139 stu-
dents registered; they presented more
than 115 papers during the meeting. We
recognized three new chapters: South
African Chapter, India Pandit-Deendayal-
Petroleum University Student Chapter,
and Morocco University of IBN Tofail
Student Chapter, bringing our total to
thirty-two worldwide.

We were very pleased with the
number of attendees and the quality and
number of papers presented. Last year
we struggled with the impact of the U.S.
government travel policy on conference
travel and attendance. | think the worst
is over and the future looks brighter.

Preview of 2015

The 30™ Spent Fuel Seminar will be held
January 12-14, 2015, Crystal City, Vir-
ginia, USA. This workshop continues to
be relevant as the nuclear industry con-
tinues to struggle with issues surround-
ing the disposition of commercial spent
nuclear fuel.
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The Reducing the Risk Workshop
will be held March 17-18, 2015, at the
George Washington University Elliot
School of International Affairs in Wash-
ington, DC, USA. Topics range from ad-
dressing the insider threat, cybersecu-
rity, and the changing relationship with
Russia.

On April 26, 2015, we present an
INMM/ANS Joint Workshop on Safety-
Security Risk-Informed Decision-Making
in Sun Valley, Idaho, USA. The INMM has
a long-term partnership with the Ameri-
can Nuclear Society and periodically

holds joint workshops when a topic over-
laps both of our missions.

The INMM Nuclear Security and
Physical Protection Technical Division
will hold a Vulnerability Assessment (VA)
Tools Workshop in Boston, Massachu-
setts, USA, September 14-16, 2015.

Working within the framework of
our MOU with the European Safeguards
Research & Development Association
(ESARDA), a joint workshop focusing on
Building International Capacity will be
held on October 4-7, 2015, at the Jack-

son Lake Lodge (Grand Teton National

Park), Moran, Wyoming, USA. This is the
eighthin a series of joint workshops with
ESARDA held every three to four years.
Locations rotate between Europe, Unit-
ed States, and Asia.

And of course, the 56" Annual Meet-
ing, July 12-16, 2015 in Indian Wells,
California, USA. These events provide an
opportunity to engage other nuclear ma-
terial management professionals from
around the world, to exchange informa-
tion and best practices and make lasting
friendships. What an exciting year we
will have!
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Technical Editor’s Note

What an Excellent 55 INMM Annual Meeting

By Dennis Mangan
INMM Technical Editor

This issue of the Journal is dedicated en-
tirely to the 55" Annual Meeting held in
Atlanta, Georgia, USA, July 20-24, 2014.
This is the first time | can recall that an
Issue of the Journal has been solely ded-
icated to the meeting. | trust as you read
the articles in this issue you will surmise,
if you weren't there (or if you were), that
it was an excellent meeting.

Larry Satkowiak, our new INMM
president, opens the issue with a warm
“Changing of the Guard” column where
he reflects on those people who have,
over the past years, provided him with
input that prepared him for the office of
president. He also identifies the new
members of our Executive Committee
plus new cairs of various committees.
He also provides a good preview of
some of the upcoming activities in 2015.
of the
INMM Technical Program Committee,

Teressa McKinney, chair
and in effect the chair of the annual
meeting, provides an excellent summary
of the event. As you will note, the meet-
ing included two plenary addresses and
three panel discussions, which is some-
thing that seldom occurs at our meeting.

Former U.S. Senator Sam Nunn, co-
chair and chief executive officer of the
Nuclear Threat Initiative, was the open-
ing plenary speaker on Monday morning
and had an interesting overview of the
status of international nuclear materials
management. Although he praised the
efforts of the past, he adeptly added
the phrase: “While great progress has
been made, | think that we can all agree
we have miles to go before we sleep”.

Senator Nunn's speech and thoughts
were superb.

The INMM Opening Plenary Ses-
sion Panel Discussion, “Nuclear Security
Summits—Advancing the Nuclear Secu-
rity Agenda,” moderated by Larry Sat-
kowiak, and including Matt Bunn, Laura
Holgate, and Hubb Rakhorst as panel-
ists. This panel discussion was likewise
extremely interesting and well done.

On Tuesday, Tero Varjoranta, Deputy
Director General and Head of the Depart-
ment of Safeguards at the International
Atomic Energy Agency, presented a
second plenary address. He did an excel-
lent job in discussing the difficulties the
IAEA is facing to accomplish their safe-
guard goals, and likewise addressed his
thoughts for the future. It was a well-
done speech.

Following Varjoranta's speech, the
usual INMM Roundtable discussion was
held. The panelists were a mixture of
Associate JNMM Technical Division Edi-
tors, officers of the Institute, and several
committee chairs. The two guests inter-
viewed were Tero Varjoranta and Laura
Holgate. This roundtable session was
more involved than most past roundta-
bles. The interviewees were fairly active,
and plenty of questions were asked. It
was a worthwhile discussion.

A Tuesday Plenary Session Panel
Michael Whita-
ker was moderator, and seven panelists

Discussion was held.

were interviewed and held discussions
on “How the Evolving Domestic, Region-
al, and IAEA Safeguard Requirements
and Practices are Influencing Safeguards

Implementation and Culture.” The sev-
en panelists were Tero Varjoranta, Steve
Adams, Sonia Fernandez-Moreno, Olli
Heinonen, Tomonori Iwamoto, Laura
Rockwell, and Piotr Szymanski. This pan-
el discussion was likewise exceptionally
informative.

In addition to the above speeches
and panel discussions, this issue also has
the award-winning first and second place
student papers. First place went to Simu-
lated Response of Electrochemical Sen-
sors for Monitoring Molten-Salt Fueled
Reactors by Devin Rappleye, Milan Stika,
and Michael Simpson of the University
of Utah, USA. Second place was Status
of the Implementation of Safeguards by
Design in the International Regime by
Luis A. Ocampo-Giraldo of Pennsylvania
State University, USA. Congratulations to
these winning students.

Finally, this issue concludes with
two of our regular features: a typically
well-reviewed and documented book
review by Mark Maiello, Book Review
Editor, A History of U.S. Nuclear Testing
and Its Influence on Nuclear Thoughts,
1945-1963 by David Blades and Joseph
Siracusa; and a very interesting article
Taking the Long View in a Time of Great
Uncertainty—Turning the Corner, by Jack
Jekowski, editor of “Taking the Long
View" and chair of the INMM Strategic
Planning Committee. Both of these two
closing articles fit in quite well with the
rest of the articles in this issue.

JNMM  Technical Editor may be
reached at dennismangan@comcast.net.
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Annual Meeting

Report of the b5th INMM Annual Meeting

Teressa McKinney, Chair
Technical Program Committee

| hope you had the opportunity to join
us at the 2014 Annual Meeting that was
held at the Marriott Marquis in down-
town Atlanta, Georgia USA. The weather
was a lot more cooperative than most of
us had anticipated for mid-July tempera-
tures and we only hope that we can have
great weather when we return in two
years. Once again | would like to give a
great big thanks to Anne Czeropski and
Jodi Metzger for their excellent guidance
on every detail for the planning of the an-
nual meeting. | also want to thank all the
INMM Headquarters staff at the Sher-
wood Group for their excellent support
at the Annual Meeting: Lyn Maddox, Kim
Santos, and Patricia Sullivan. As | stated
previously, there is so much more that
goes on behind the scenes and they all
make it look so easy!

Several events that took place pri-
or to the Annual Meeting. You can find
meeting highlights from the Executive
Committee in an article by Larry Satkow-
iak, in the September 2014 issue of the
Communicator.

Sunday, several events took place:
the Annual Meeting of the New Bruns-
wick Laboratory Measurement Evalua-
tion Program sponsored by New Bruns-
and the Advanced
Particle Transport Methodologies/Tools

wick Laboratory,

for Nuclear Safeguards and Nonprolifera-
tion Workshop were conducted by Geor-
gia Tech and Virginia Tech. D. L. Whaley
and his registration team opened the
registration and were available through-
out the remainder of the week. Once
again, the NDA Users Group, organized

by Stephen Croft, DA Users Group, or-

ganized by Jon Schwantes, and ANSI/

INMM 5.1 Analytical Chemistry Labora-

tory Measurement Control Committee

organized by Peter Mason and Melanie

May held meetings, as did all of the

technical divisions. Also, the ANSI N15

5.1 Subcommittee Meeting met during

this time. The President’s Reception was

held in the Exhibit Hall and gave every-

one a chance to preview the exhibits. A

student mixer and career fair was held

in the same venue immediately follow-
ing. This provided students the opportu-
nity to meet with industry partners and

INMM leaders for one-on-one Q&A, and

to discuss potential career opportunities.
Monday morning began with INMM

awards being presented before the
opening plenary speakers. Awardees for

2014 were:

e 2014 Vincent J. DeVito Distinguished
Service Award: Joseph Pilat, Los
Alamos National Laboratory

e 2014 Edway R. Johnson Meritori-
ous Service Award: Susan Pepper,
Brookhaven National Laboratory

e 2014 Early Career Award: Karen Miller,
Los Alamos National Laboratory

Former U.S. Senator Sam Nunn
served as our opening plenary speaker.
He gave an intriguing talk, Nuclear Risk:
The Race Between Cooperation and Ca-
tastrophe. We followed the opening ple-
nary with a plenary panel that focused
on Nuclear Security summits—Advanc-
ing the Nuclear Security Agenda with
representatives from the three Summits

that occurred in The Netherlands March
2014: Laura Holgate (Nuclear Security),
Matthew Bunn (Nuclear Knowledge),
and Huub Rakhorst (Nuclear Industry).
Many thanks to the Opening Plenary
Subcommittee (Joyce Connery, Steve
Mladineo, Larry Satkowiak, and Corey
Hinderstein) for your great suggestions!
The panel discussion was followed by
many good questions from the audience.
Immediately following the opening
plenary the technical sessions began.
We noticed an increase in attendance
this year as compared to the past sev-
eral years—more than 700 attendees and
representatives from over thirty-six coun-
tries. The final technical program had 408
abstracts presented in sixty-eight concur-
rent sessions with four panel discussions
throughout the week. The Technical Pro-
gram Committee worked very hard to pull
together another stellar program for the
annual meeting. We experienced grow-
ing pains with more abstracts than we
had available space, but in the long run
everything came together nicely. Thank
you technical division chairs for your hard
work on the technical program:
e Morris Hassler, Facility Operations
e Michael Whitaker,
Safeguards

International

e Cary Crawford, Materials Control
and Accountability

e Mona Dreicer, Nonproliferation and
Arms Control

e Tom Bonner, Nuclear Security and
Physical Protection

e  Steve Bellamy, Packaging, Transpor-
tation, and Disposition

Journal of Nuclear Materials Management
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Typically, Tuesday proves to be
one of the longer days for the annual
meeting. Although INMM did not orga-
nize a 3K run due to budget constraints,
the “Keep it Alive"” run was organized to
keep up the tradition. We thank Markku
Koskelo and Larry Satkowiak for moti-
vating those that took part in the early
morning run.

This annual meeting we tried some-
thing a little differen; we opened Tuesday
with a second plenary session. Tero
Varjoranta, IAEA deputy director gen-
eral for Safeguards, introduced the topic,
How the Evolving Domestic, Regional,
and |IAEA Safeguards Requirements and
Practices are Influencing Safeguards Im-
plementation and Culture. This topic was
followed by a panel discussion that was
coordinated through Michael Whitaker,
International Safeguards Division. The
panel consisted of Tomonori Iwamoto,
Stephen Adams, Laura Rockwood, Olli
Heinonen, Tero Varjoranta, Sonia Fernan-
dez-Moreno, Piotr Syzmanski. This proved
to be another great start to the day.

Amidst the numerous concurrent
sessions, the technical posters featured
in the poster session were organized by
Taner Uckan. Georgia Tech organized a
tour of their laboratory for INMM par-
ticipants during the lunch break. All the
slots were filled quickly; hopefully, we
can offer this again in 2016 to those
that were not able to attend this year.
The U.S. Nuclear Regulatory Commis-
sion also opened its doors to interested
INMM participants for a tour of their Inci-
dent Response Center.

Tuesday evening the Annual Business
Meeting took place. The results of the an-
nual election of officers were announced.
The results are Larry Satkowiak, Presi-
dent; Corey Hinderstein, Vice President;
Chris Pickett, Secretary; Bob Curl, Trea-

Figure 1. Left to right: INMM President Ken Sorenson, Technical Program Committee Chair Teressa
McKinney, Senator Sam Nunn, Laura Holgate, Huub Rakhorst, Matt Bunn, and INMM Vice President
Larry Satkowiak

Figure 2. Left to right Michael Whitaker, Tomonori Iwamoto, Stephen Adams, Laura Rockwood, Olli
Heinonen, Tero Varjoranta, Sonia Fernandez-Moreno, and Piotr Syzmanski
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surer; Cary Crawford, Member-at-Large,
and Steve Wyrick, Member-at-Large. The
outgoing Executive Committee Members-
at-Large Mark Schanfein and Steve Wyrick
were recognized as well.

Two resolutions of respect were read
during the meeting: Edward Kruyuchkov

and Michael Lineberry. Ken and Larry also
recognized the newest INMM Fellows:
Charlie Harmon and Steve Ortiz.
Although Tuesday evening did not
close with an official banquet, the Inter-
national Safeguards and Nonprolifera-
tion Arms Control Divisions organized a
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gathering at a local restaurant. The event
was very well-attended and many posi-
tive comments were received regarding
the no-host gathering (a special thanks
to Katie Snow).

Wednesday was another filled day
with papers and lunch meetings. The
ANSI N15 Technical Standards Meeting,
organized by Melanie May, Lynne Pres-
ton, and Steven Ward met during lunch-
time.

Thursday technical sessions contin-
ued through most of the day. However,
in lieu of a closing plenary speaker a
viewing of the movie Pandora’s Promise
was featured. More than 150 people
attended the movie sponsored by the
Southeast Chapter, Savannah River Na-
tional Laboratory, Tetra Tech HEI, and the
Central Region Chapter.

After the movie, Ken Sorenson and
Larry Satkowiak made the announce-
ment of student paper winners:

Robert J. Sorenson Scholarship
$1,000 — Domestic Student: Alexis
Kaplan, University of
Michigan
$1,000 — International Student: Vivek
Maradia, Pandit
Deendayal Petroleum University
For details on the Sorenson Scholarships,
see teh INMM website at www.inmm.
org/sorenson

J. D. Williams Student Paper
Award

1st Place — $1,000

Devin Rappleye, University of Utah
Paper #412: Simulated Response of
Electrochemical Sensors for Monitoring
Molten-salt Fueled Reactors (Interna-
tional Safeguards)

2nd Place — $500

Luis Ocampo Giraldo, Pennsylvania
State University

Paper #350: Status of the Implemen-
tation of Safeguards by Design in the
International Safeguards Regime
(Facility Operations)

In addition, for the first time, the best
paper presented in each division (not
including the first and second prize win-
ners) were each awarded $50. Those
papers are:

Education and Training

Sheila Amalia, Universitas Gadjah Mada
Paper #222: The Role of Teachers on
Forming Perception on Nuclear Safety
in Indonesia

Materials Control and Accountability
Alexis Kaplan, University of Michigan
Paper #275: Total Plutonium Content
Determination with the Differential Die-
Away Self-Interrogation Instrument

Nonproliferation and Arms Control
Manit Shah, Texas A&M University
Paper #190: Simulation Analysis of
Scintillation in a Nal

Detector

Nuclear Security and Physical Protec-
tion

Marc Paff, University of Michigan
Paper #122: Performance of a EJ309
Organic Liquid Scintillation Detector
Pedestrian Radiation Portal Monitor
Prototype at the 2nd SCINTILLA
Benchmark Campaign

Packaging, Transportation and Dis-
position

Paul Rose, Georgia Institute of Technology
Paper #271: Detection of Shielded Spe-
cial Nuclear Material Using High Energy
Gamma Ray Transmission Imaging and
Cherenkov Detectors

As | mentioned in the morning speaker'’s
meetings, we are always interested

in your feedback regarding ways to
improve our annual meeting. | encour-
age you to complete the on-line survey
after each annual meeting or please let
us know your thoughts.

Our 56th Annual Meeting will take place
July 12-16, 2015, at the Renaissance
Esmeralda, Indian Wells, California USA.
Mark your calendars now because you
don’t want to miss it. | look forward to
seeing you there!

Journal of Nuclear Materials Management
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Annual Meeting

b5th INMM Annual Meeting

55th INMM Annual Meeting Opening Plenary Address

July 21, 2015

Former U.S. Senator Sam Nunn
Co-Chair and Chief Executive Officer
Nuclear Threat Initiative

Thank you, President Ken Sorenson, for
your introduction and for your outstanding
record. Thank you, Teressa McKinney, for
organizing this conference, and | thank
all gathered here today for the out-
standing work of the Institute of Nuclear
Materials Management. | am delighted
to welcome you to Atlanta and to my
home state of Georgia.

All Americans should be grateful for
this Institute and for your fifty-six years
of remarkable work to advance effective
nuclear materials management around
the globe. While great progress has
been made, | think that we can all agree
we have “miles to go before we sleep.”

Our Nuclear Threat Initiative has
worked closely with your Institute since
our founding in 2001. We have partnered
on several key projects, including the de-
velopment and launch of the World In-
stitute for Nuclear Security, an organiza-
tion that has grown to more than 2,000
members from 108 countries and that
provides a forum to share and promote
best security practices among those
responsible for nuclear material all over
the world. In addition, two members of
our NTI team, Corey Hinderstein, who
is about to begin a two-year stint at the
U.S. Department of Defense, and Kelsey
Hartigan, have held leadership posts
with your Institute.

| also want to praise two people in
today'’s audience whom we have worked
closely with over the years—Laura Hol-
gate of the National Security Council staff
and Matthew Bunn of the Belfer Center.
Laura and Matt have both dedicated their

careers to reducing nuclear risk and have
had enormous roles in reducing nuclear
dangers. They will be speaking on a panel
this morning, and | look forward to hear-
ing their valuable insights on the Nuclear
Security Summit process and the global
nuclear security agenda.

Today, the elements of a perfect
storm are in place around the world: an
ample supply of weapons-usable nuclear
materials, an expansion of the technical
know-how to build a crude nuclear bomb
and the determination of terrorists to do it.

This should be a grave concern for
all of us. As this crowd knows, terrorists
don’t need to go where there is the most
material; they are likely to go where the
material is most vulnerable. That means
the future of the nuclear enterprise re-
quires that every link of the nuclear
chain be secure. The catastrophic use
of atoms for terrorism will jeopardize the

INMM

Institute ().Jﬂdcm' Materials N

{

. 55th Annual

future of atoms for peace.

Perspective is crucial. The enemy of
nuclear security is not only complacency;
it's also paralyzing pessimism. The mes-
sage must go out that on nuclear materi-
al security, we must—and we are—mov-
ing forward. Because of the cooperation
between the United States, Russia, and
other nations, including the Nunn-Lugar
Cooperative Threat Reduction Program
in the early 1990s, the world has made
real progress in securing weapons-us-
able nuclear materials.

Since 2012, seven states, includ-
ing Ukraine, have completely eliminated
these materials from their territories.
Imagine the Ukraine crisis today if there
were still nuclear weapons and weap-
ons-usable nuclear materials spread
around the country.

While twenty-five countries still
possess weapons-usable materials to-
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day, that's half the number of states
that had them in 1992. Also, more than
a dozen states have recently taken im-
portant steps to improve the security of
their nuclear materials by reducing their
quantities.

Today, | also want to praise the
Global Threat Reduction Initiative (GTRI)
team, who are celebrating their tenth an-
niversary this year, and everyone who
has been a part of this crucial work. The
U.S. Department of Energy launched
GTRI'in 2004 to focus on and accelerate
the United States’ efforts to secure vul-
nerable nuclear and radiological material
located at civilian sites around the globe.
This work has been supported and fund-
ed by both the Bush and Obama admin-
istrations, and many in this room have
been critical to its success.

Many of the removals of weapons-
usable nuclear material have been ac-
complished in partnership with Russia.
Despite the serious tension between
the United States and Russia over the
ongoing crisis in Ukraine, we must not
lose sight of how essential cooperation
between our two countries is to global
security and to preventing catastrophic
terrorism and nuclear proliferation. It is
critically important that the United States
and Russia, as the two nations with the
largest amounts of nuclear material, con-
tinue to work to reduce nuclear dangers.
There will be a huge cost in diminished
global security if the Ukrainian crisis con-
tinues unabated and poisons the atmo-
sphere for essential cooperation in these
areas.

The tragic downing of the Malaysian
plane in Ukraine last week makes the
situation even more urgent. It also high-
lights how risks escalate when danger-
ous technologies like surface-to-air mis-
siles fall into dangerous hands. We are

in a high-risk new era. Two immediate

questions and one long-term one:

1. WIill President Putin use his power
to force the Russian rebels to as-
sure a humane recovery effort and
a full, objective investigation?

2. Will President Putin begin working
vigorously and responsibly to end
the civil war in Ukraine? As NTI
Board member and former Russian
Foreign Minister Igor lvanov stated
recently, “Only international coop-
eration can prevent Ukraine from
becoming a failed state.”

3. Will the Malaysian Air tragedy shock
Russia, indeed shock all of us, into
thinking anew about the essential
accountability of sovereign states
for dangerous weapons and materi-
als to our neighbors and the world?

In a recent Washington Post op-ed
titled “Strategic Terrorism,” former Chief
Technology Officer of Microsoft Nathan
Myhrvold warned the world that the eco-
nomics and availability of weapons of
mass destruction have radically changed
and that today we face a different cost
equation and a different world. With to-
day’s technologies, a small number of
people can obtain incredible destructive
power with crude nuclear, biological,
chemical, or cyber weapons, as well as
high-tech conventional weapons, as we
have just seen in Ukraine.

The Ukraine tragedy and the terrible
loss of innocent lives increases the dis-
trust and makes cooperation even more
difficult. Paradoxically, it also makes the
rebuilding of trust and cooperation more
essential.

There are still nearly 2,000 metric
tons of weapons-usable nuclear materi-
als spread across the world in hundreds
of sites, some of them still poorly se-

cured and vulnerable to theft or sale on
the black market. As you know, a small
amount is sufficient to build a terrorist
nuclear weapon. Though not my subject
today, we have “miles to go” to improve
the security of radiological material
which could be used in a “dirty bomb,”
and the world is fortunate that this has
not already occurred.

We must secure all materials to the
highest possible standard. Yet, stunning-
ly, even though the destructive power of
these materials in dangerous hands has
the capacity to shatter world confidence,
kill hundreds of thousands, and change
society as we know it, there is no effec-
tive global system for how it should be
secured. Let me repeat that. There is no
effective global system for how weap-
ons-usable nuclear materials should be
secured. Let me tell you what | mean.

In spite of the global threat posed
by these materials, security practices of
countries vary widely, as many in this
room know. Some states require strong
nuclear security practices, including the
threats from inside; others don’t. Some
states require strong measures to coun-
ter the risk of insider threat; others don't.
Some facilities have armed guards on
site; others have to call the police or mili-
tary to respond and hope that they get
there in time.

Several important elements for
guiding states with their nuclear security
responsibilities do currently exist, but
they fall short of forming standards or
reflecting best practices. For example,
the International Atomic Energy Agency
(IAEA) develops very useful guidance
on various nuclear security topics. In or-
der for them to constitute international
standards, states must treat them as
requirements and not suggestions. At
the Hague Nuclear Security Summit in

Journal of Nuclear Materials Management

Fall 2014 Volume XLIII, No. 1 9



March, thirty-five countries did just that
and committed to “to realize or exceed”
the intent of key guidelines. In addition,
security guidance should reflect the

strongest security approaches—true
best practices—not the lowest common
denominator. WINS' best practices are
one area where this is happening, and |
urge your continued support for WINS’
efforts.

Another serious gap in international
efforts is that they cover only approxi-
mately 15 percent of weapons-usable
nuclear materials—those used in civilian
programs. The remaining 85 percent of
materials are categorized as military or
non-civilian and are not subject even to
limited guidelines.

This lack of an effective global sys-
tem for nuclear materials security stands
in stark contrast to other high-risk global
enterprises. For example, in aviation,
countries set standards for airline safety
and security through the International
Civil Aviation Organization, which then
audits state implementation of the stan-
dards and shares security concerns with
member states. If your practices don't
meet these standards, your plane isn’t
going to land in the United States, the
European Union, China, Russia, Japan,
India, Brazil, or most other places around
the world.

Obviously, in an age of terrorism,
the airline industry depends on this safe-
ty and security system for its economic
viability, and countries depend on it to
protect their citizens. Shouldn’t the se-
curity of potentially the most dangerous
material on the planet have an equally ef-
fective approach?

We also need to think broadly about
nuclear security as it is affected by non-
proliferation, arms reductions and nucle-
ar energy. For example, let's think about

these questions and challenges:

e What are the security implications
of continuing to increase nuclear
material stockpiles without limits?

e What are we doing about the spread
of technology for peaceful nuclear
power programs that can also be
used for nuclear weapons, and can
we close gaps by building consen-
sus around new approaches to the
nuclear fuel cycle?

e Can we think and act boldly by be-
ginning to bring the production of all
enrichment and reprocessing under
strict international monitoring?

The intersection of all of these areas
is the nuclear material and whether it is
managed responsibly. Nuclear security is
not a stand-alone issue; it is a continuing
and perpetual mission, one that can be
made easier or harder depending on the
policy decisions made in these related
areas.

My bottom line: the world needs
a nuclear materials security system in
which:

1. All nuclear weapons-usable materi-
als are covered—civilian and military.

2. Al states adhere to internationally rec-
ognized standards and best practices.

3. States demonstrate to each other
that they have effective security in
place by taking reassuring actions,
such as inviting peer reviews of
their facilities using outside experts;
and

4. States reduce risks by decreasing
their materials stocks and the num-
ber of facilities that house them.

The Issue of Sovereignty
The global
security is changing for the better, and

discussion about nuclear

the Nuclear Security Summits have
been very productive. | give President

Obama high marks for his initiation and
leadership of this effort. The toughest
roadblock to more effective nuclear ma-
terials security remains a concept of na-
tional sovereignty that is not consistent
with today’s dangers. States opposed to
global rules on nuclear security contend
that the responsibility for nuclear secu-
rity within a state resides entirely with
that state.

This dubious argument implies that
the world must accept a very high degree
of catastrophic nuclear risk to protect a
very broad definition of nuclear sover-
eignty. Is that really the case? As | see
it, this definition of sovereignty will not
survive after the first act of nuclear ter-
rorism. If a nuclear disaster occurs, what
would we wish we had done to stop it?
What keeps us from doing it now?

The stakes for both global com-
merce and stability are extremely high.
Let me give a vivid example. A couple of
years ago, Scientific American magazine
reported on a study that investigated the
likely impact of a hypothetical regional
nuclear war between India and Pakistan
using 100 weapons. According to the
computer models, more than 20 million
people in the two countries could die
from the blasts, fires, and radioactivity.
Smoke from the fires would cover all the
continents, diminish sunlight, and short-
en growing seasons. Agricultural yields
would decline around the world, and one
billion people with marginal food sup-
plies could die of starvation within ten
years.

It goes on, but suffice to say that
even if you give this scenario a substan-
tial discount—or even if you change it
radically downward by assuming a lim-
ited terrorist nuclear attack rather than a
regional nuclear war—one truth should
be clear. The right to do whatever you
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wish with nuclear technology in your
own country is no more compatible with
global nuclear security than "“do-what-
ever-you-want” aviation rules would be
compatible with safe and secure inter-
national air travel. We have no trouble
applying this logic to countries like Iran
and North Korea, but doesn’t nuclear se-
curity accountability apply to all?
Fortunately, many countries support
the idea of shared and effective respon-
sibility. They understand that this call is
not an abdication of sovereignty; it's an
assertion of the prime obligation of a
sovereign state—to protect its citizens
from disaster. A concern for the fate of
citizens in our own countries entitles,
even obligates, leaders to insist on glob-
al standards for nuclear materials secu-
rity and a more secure nuclear fuel cycle.

The Tasks and Call to Action
While much of the work in nuclear secu-
rity is in the hands of governments, it is
clear that they need more effective part-
ners outside government. Before clos-
ing, let me briefly tell you the parts of
the apple that NTl is biting off in terms of
promoting global nuclear security:

e \We are engaged in a global dialogue
that brings experts together from
inside and outside of government
and across the nuclear industry to
determine how to design and build a
global system for nuclear materials
security. We believe that our work
made a positive impact at the recent
Netherlands Summit.

e In 2012 and 2014, we evaluated and
benchmarked nuclear security con-
ditions in 176 countries through the
NTI Nuclear Materials Security Index,
with particular emphasis on those
with weapons-usable material.

e As | mentioned, working with many

in this room, we helped create the

World Institute for Nuclear Secu-

rity. WINS needs sustained support

from government and industry to
continue this critical work.

e We recently launched a “Pilot Proj-
ect” on verification, the results of
which will be shared in a special
session at this meeting by Kelsey
Hartigan and Andrew Newman.
Finally, I want to update you on an

initiative we launched in 2006, when

NTI, through the generosity of Warren

Buffett, pledged $50 million to help cre-

ate a low-enriched uranium stockpile to

be owned and managed by the IAEA. It
was matched two-to-one by a number of
nations, including the United States, the

European Union, the United Arab Emir-

ates, Norway, and Kuwait.

As the United States and its nego-
tiating partners engage in nuclear talks
with Iran in Vienna, success hinges on
Iran agreeing to verifiable commitments
to prove to the world on a continued
basis that its nuclear program is exclu-
sively peaceful.

Iran has vigorously asserted it
needs national enrichment capability to
protect against an interruption in its nu-
clear fuel supply, despite Russia’s com-
mitment to supply all the necessary fuel
for Iran’s only nuclear power reactor at
Bushehr. So, in theory, if Iran’s concerns
about security of supply are addressed,
it should have no need for a large do-
mestic enrichment program. The point
of the fuel bank is to empower countries
to confidently purchase nuclear fuel on
the market rather than build their own
enrichment facilities, so the fuel bank
could help meet Iran’s energy security
concerns as a back-up to the market.

Unfortunately, at a time when the
fuel bank could be a valuable asset,

progress on its establishment is stalled.
In the last three years, the IAEA and Ka-
zakhstan, which has volunteered to host
the bank, have not been able to finalize
plans. They must intensify these efforts
to quickly resolve the remaining issues.

The fuel bank is not just a good idea;
it could be an urgently needed piece of
the puzzle to reduce nuclear threats, in-
cluding playing a role in the resolution of
the Iran crisis, or at least avoiding other
Irans in the future.

We believe we are making a contri-
bution.

Closing

We are the first to admit that NTl is a
small organization with a limited budget
dealing with global threats and global op-
portunities. The world looks to members
of the INMM to lead in the field of se-
curity as you have led in safeguards and
so many other areas. Your wisdom and
experience are vital to the future of the
nuclear enterprise and our security.

Yes, governments do have the pri-
mary responsibility, but this organization
plays a very big role. Your Institute rec-
ognized this when you broadened your
Physical Protection Technical Division to
include, and indeed highlight, nuclear se-
curity. You have recognized that our new
era requires new approaches.

The world has changed. We must
think anew.

We are in a race between coopera-
tion and catastrophe. Together, we must
run faster. With your vigorous help and
strong leadership, | am confident that
we will. Thank you.
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Larry Satkowiak: The Nuclear Security
Summit consists of three summits, the
Nuclear Security Summit, the Nuclear In-
dustry Summit, and the Nuclear Knowl-
edge Summit. We have three panelists
today who will make opening remarks
about their individual nuclear summits
and then we'll open it up to questions

and hopefully discussions because we
really want to hear people's ideas, peo-
ple's thought as well as their questions.

Matthew Bunn is a professor at the
Harvard Kennedy School. His research
interests include nuclear theft and terror-
ism, nuclear proliferation and measures
to control it, the future of nuclear energy
and its fuel cycle, and innovation and
energy technologies. Before coming to
Harvard, Dr. Bunn served as an advisor
to the White House Office of Science
and Technology Policy, as a study direc-
tor at the National Academy of Sciences,
and as the editor of Arms Control Today.
He is the author or co-author of more
than twenty books or major technical
reports, and more than 100 articles and
publications ranging from Science to the
Washington Post.

Matthew Bunn: Good morning every-
one. | would say I'm here more as a
representative of a coalition called the
Fissile Materials Working Group than as
an expert from Harvard University. I'm
proud to be on the steering committee
of the Fissile Materials Working Group,
which is a coalition of nongovernment
organizations that took the lead role in
organizing the nongovernment summit
in 2010, has helped with the nongovern-
ment meetings in 2012 and 2014, and is
taking the lead on planning for the 2016
event.

As we heard from Senator (Sam)
Nunn, there has been already tremen-
dous progress in nuclear security in
the last two decades with something

like half of the countries that once had
weapons usable nuclear material on
their soil, eliminating it. Most of the re-
maining countries are taking major steps
to improve nuclear security. The four
year effort and the summit process have
driven a substantial amount of additional
progress.

But there is much more to be done,
as we also heard from Senator Nunn.
There are many countries in the world
where the security measures in place
are not yet sufficient to cope with the
full spectrum of plausible adversaries,
whether outsiders or insiders. And we
still have a serious problem in many
countries with security culture as high-
lighted in our own country by the amaz-
ing incident at Y-12 in 2012. As Senator
Nunn pointed out, we still have no global
rules that say how secure a nuclear
weapon or the materials to make one
should be. We have no agreed way of
showing countries that you really do
have effective nuclear security in place.
And we have no agreed forum for con-
tinuing a high-level dialog and deciding
on next steps after the Nuclear Security
Summit process comes to an end.

So, we believe that there's an im-
mense need for the 2016 official sum-
mit, the government summit that you'll
hear about from Laura Holgate, to really
make a major step forward. They have
to establish a sustainable framework
to build effective security and continu-
ous improvement in the face of evolving
threats and evolving technologies for the
long haul. They have to leave a suitable
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nuclear security legacy for President
Obama. And if not, if there isn't major
progress, there's really a risk that the
whole effort could sort of peter out and
nuclear security could begin sliding back
in the direction that it was before the
Nuclear Security Summit process began.

They face really an extraordinary
challenge in this respect because there
have been three summits already that
have mined this vein as much as they
could and found as much agreement as
they participating states were able to
find so far. So there really is, | think, a
very, very difficult challenge facing Laura
and her colleagues preparing the official
summit.

So what
community doing about it? Our role re-

is the nongovernment

ally is to raise ideas, to exert pressure,
to keep score, to educate the media, to
educate policymakers, and to educate
the public. And we're working actively
on all of these fronts. You heard already
from Senator Nunn about some of the
excellent work that the Nuclear Threat
Initiative is doing. We are planning an-
other nongovernment summit in 2016.
We're raising money for it now. Of
course, whether it will happen will de-
pend on the success of that effort. The
effort is being led by the Fissile Materi-
als Working Group and its international
partners in other countries around the
world and other groups may get involved
over time, though that's not yet settled.
It will be in our current thinking, nothing
is set in stone yet, so what I'm offering
are preliminary ideas, a little bit different
from the previous meetings with more
of an emphasis on discussion of ideas
and paths forward and less of an empha-
sis on a presentation, another presenta-
tion, another presentation, and so on.
We're taking a page from the indus-

try’s playbook at their most recent sum-
mit with the notion of working groups on
particular subtopics. Our current thinking
is to have three working groups. The
first would focus on the issue of com-
prehensiveness. Senator Nunn pointed
out a huge fraction of what we're do-
ing so far is really focused only on the
civilian material so that working group
would be asked several questions, but
in particular, they'll be asked what kinds
of things could states plausibly agree to
that would help ensure effective security
for the non-civilian material.

The second working group would
be on implementation of best practices
and requirements and in particular what
steps could really provide convincing
evidence that effective nuclear security
was in place without compromising clas-
sified information. Or identify where ad-
ditional work was needed.

A third working group would be on
consolidating and eliminating stockpiles
and, in particular, how can we build to-
ward agreement on eliminating the civil
use of highly enriched uranium and be-
ginning to reduce the stockpiles of ci-
vilian separated plutonium that many
people may not realize are now bigger
than all the world’'s weapons stockpiles
of plutonium combined.

The idea is to try to get the work-
ing groups started early so that some
preliminary ideas from the working
groups—with maybe a little more legiti-
macy behind them having come from a
group of organizations rather than just an
idea from one group—could be plugged
into the official process, which realisti-
cally makes its decisions fairly early on
in the process.

We are discussing collaboration
with the industry summit. Those discus-
sions are still in somewhat early stages.

It's possible we will have both of those
meetings in the same venue and it's
possible we might have some joint ses-
sions and some independent sessions
since we have some overlapping inter-
ests and some different interests. We're
discussing whether there'’s a role for the
national labs and similar technical institu-
tions that haven't really had a major role
in any of the three types of meetings so
far. So that's obviously a subject of inter-
est to this group here and I'd be happy
if you have particular ideas about what
role would be appropriate for such insti-
tutions, by all means drop me an email or
take a look at the Fissile Materials Work-
ing Group page and you can find an email
for the whole group.

While the working groups have
not yet begun, a set of the major NGOs
working on this subject has already got-
ten together and worked out a number
of broad areas that we will individually
and collectively be pressing on over the
next couple of years.

We believe the world needs, first
of all, a comprehensive nuclear security
regime, as Senator Nunn said, with all
countries with relevant materials partici-
pating in the major agreements and both
civil and non-civil material having effec-
tive and lasting security in place.

Secondly, we need some mecha-
nism to build confidence that effective
security really is in place rather than just
state saying, “trust me.”

Thirdly, we need some kind of sus-
tainable framework to continue high-
level attention after the submit process
comes to an end and to push for a con-
tinuous improvement.

Fourthly, we need effective imple-
mentation of best practices and strin-
gent requirements with strong security
cultures in place.
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And fifthly, we need some kind of
plan for eliminating the civil use of HEU
and drawing down the stocks of civilian
plutonium.

So, that's our preliminary thinking.
It's our view the risks remain unaccept-
ably high. We look around the world to-
day and while a couple of years ago you
could have said “Well, al Qaeda is mostly
crushed and the risk may be dramatically
lower,” now we see the Islamic State
having seized power in a large chunk
of Irag and Syria, possibly having more
power and more violent intent even than
al Qaeda ever did. We see determined
and, in some cases, successful attacks
on heavily guarded targets in Pakistan.
We see in Russia just as an example,
the director and two of the deputy direc-
tors of one of the largest plutonium and
highly enriched uranium processing fa-
cilities being arrested for corruption. We
have a lot of challenges to the nuclear
security system today and we've got a
lot of work still to do to ensure that that
system is up to the challenges.

So | will stop there and an apologize
for going on too long.

Larry Satkowiak: Thank you very much.
[t's now my turn to apologize because
Laura was supposed to go first. But
we are a room full of very smart people
and we'll just juxtapose everything you
heard.

Laura Holgate joined the Office of
Weapons of Mass Destruction Coordi-
nator at the National Security Council in
2009 as the senior director for weapons
of mass destruction terrorism and threat
reduction. In this role she oversees and
coordinates the development of national
policies and programs to reduce global
threats from nuclear, biological, and
chemical weapons, detect, identify, se-

cure, and eliminate nuclear materials,
prevent malicious use of biotechnology,
and secure the civil nuclear fuel cycle.

From 2001 to 2009, Ms. Holgate
was the vice president for the Russia
new independent states program at the
Nuclear Threat Initiative. Ms. Holgate
led NTl's activities to secure and elimi-
nate fissile materials, develop new em-
ployment for former weapons workers,
reduce risks of the nuclear fuel cycle,
and enhance national threat reduction
programs.

Laura Holgate: Thanks so much, Larry
and Ken, and to the leadership of the
Institute for Nuclear Materials Manage-
ment, for being patient and forgiving me
enough to invite me back after | had to
excuse myself from a couple of previous
keynote addresses at previous events.
| also want to thank the absent Joyce
Connery who organized and conceived
this panel and is missing out on it. But
it's also great to see so many friends and
colleagues and it's particularly daunting
to give a speech not only after my for-
mer boss, Senator Nunn, but in front of
him in terms of having him in the audi-
ence. It's an honor to have a chance to
share some ideas with you from the po-
dium, sir. And it's great to be back with
my INMM friends.

The Obama administration’s focus
on nuclear security is part of comprehen-
sive nuclear security policy presented
by the President in Prague in 2009. In
that speech he described a four-pronged
agenda to pursue a world without nu-
clear weapons. He laid out new U.S.
policies and initiatives towards nuclear
disarmament, nuclear nonproliferation,
nuclear security and nuclear energy. In
that speech President Obama identified
the risk of nuclear terrorism as the most

immediate and extreme threat to global
security, and he called for a global effort
to secure all vulnerable nuclear materi-
als in four years. He also highlighted the
need to break up black markets, detect
and intercept materials in transit, and to
use financial tools to disrupt elicit trade
in nuclear materials.

Now it's almost impossible to quan-
tify the likelihood of a nuclear attack
by extremist groups. But we know, as
we've heard this morning, that we have
2,000 metric tons of nuclear weapons
usable materials in both civilian and
military programs around the world. We
know that terrorists have the intent and
the capability to turn these raw materials
into a nuclear device if they were to gain
access to them. And a terrorist attack
with an improvised nuclear device would
create political, economic, social, and
environmental havoc around the world
no matter where that attack occurs. The
threat is global, the impact of a nuclear
terrorist attack would be global, and the
solutions must, therefore, also be global.

It's become a cliché to observe that
our societies, our economies, and our
security are all interconnected, but it's
never been more true. We have seen
how catastrophic destruction in any one
place, whether natural or manmade,
flows around the world in the form of
refugees, disruption of markets, politi-
cal instability, and, if the response is not
sufficient to the challenge, it can result
in diminished faith in governments as
a whole. Even with all too frequent re-
minders of this reality, we have not yet
done all we can or all we need to do
to protect ourselves against a nuclear
threat. And while we've made strides
in dismantling core al Qaeda leadership,
we should expect its adherence and off-
shoots as well as other violent extrem-
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ists with a variety of agendas to continue
to try to achieve their nuclear ambitions.
In short, the threat of nuclear terrorism
is real and serious and it will endure into
the foreseeable future.

The President’s call in Prague was
intended to reinvigorate existing bilateral
and multilateral efforts and to challenge
nations to reexamine their own commit-
ment to nuclear security. Given the glob-
al repercussions of an attack, all nations
have a common interest in establishing
the highest levels of security and protec-
tion over nuclear material and strength-
ening national and international efforts to
prevent nuclear smuggling, and detect
and intercept nuclear materials in transit.
World leaders have no greater responsi-
bility to their people and their neighbors
than to secure nuclear materials and pre-
vent nuclear terrorism.

The Nuclear Security Summit pro-
cess has been at the centerpiece of U.S.
efforts to secure nuclear materials and
prevent nuclear terrorism. Since the first
summit in April 2010 in Washington,
D.C., President Obama and more than
fiftty world leaders have been working
together through the Summit process.
The Summit community has built an
impressive track record and meaningful
progress towards nuclear security and
on actions to back up the words. Of the
national commitments made in Wash-
ington in 2010 more than 90 percent had
been completed by the second summit
in Seoul. That's a very impressive statis-
tic for summit follow-through if you look
across the types of summits that have
been held internationally.

These outcomes, whether in the
form of material removed or eliminated,
treaties ratified and implemented, reac-
tors converted, regulations strength-
ened, centers of excellence launched,

technologies upgraded, capabilities en-
hanced, these outcomes are tangible,
concrete evidence of increased and
improved nuclear security. The inter-
national community has made it harder
than ever for terrorists to acquire nuclear
weapons and that's made us all safer.

In Seoul, fifty-three countries made
more than 100 commitments contained
in national progress reports and thirteen
different so-called gift baskets. These
gift baskets gave opportunities for coun-
tries to step beyond the limitations of
consensus in a communique to highlight
steps they're actually taking as a group
to reduce nuclear threats. And while it
would be an overstatement to suggest
that these 100 commitments came
about exclusively as a result of Nuclear
Security Summits, it's fair to say that
almost certainly not all of them would
have transpired in the absence of the
kind of high-level forcing event that sum-
mits can have.

The Hague Summit this March
maintained the momentum of tangible
actions to reduce the threat of nuclear
terrorism and to make progress toward
strengthened international norms and
standards for nuclear security. First of
all, the number of facilities and nuclear
materials continues to decline and ad-
ditional commitments were made. We
successfully completed removals of
highly enriched uranium and plutonium
from Belgium and ltaly. In total enough
material for a couple of nuclear weap-
ons. Importantly, Japan committed to re-
move more than 500 kilograms of highly
enriched uranium and separated plutoni-
um, this is dozens of bombs worth, from
its vast critical assembly. This is the larg-
est ever pledge by a country to remove
nuclear material from its territory and we
look forward to continued work with Ja-

pan on this initiative. In addition to these
accomplishments twelve countries high-
lighted the elimination of all nuclear ma-
terials from their territory.

Secondly, security at sites and on
borders is increasing. All summit coun-
tries reported progress in enhancing
nuclear security practices in their own
country, including twenty countries
committing to increased cooperation to
counter nuclear smuggling efforts and
thirteen countries pledging to improve
nuclear detection practices at ports.

Thirdly, the global nuclear security
architecture continues to be strength-
ened. Additional countries are adopting
binding legal commitments such as the
Convention on the Physical Protection
of Nuclear Material. The contribution of
multilateral institutions such as the IAEA
to nuclear security continues to grow.
And voluntary collectives like the Global
Initiative to Combat Nuclear Terrorism
are prioritizing the nuclear security agen-
da and national regulatory bodies are up-
dating provisions for nuclear security.

Radioactive source security is also
being enhanced and twenty-three coun-
tries agreed to work together to secure
their most dangerous radioactive sourc-
es to levels established in international
guidelines by 2016.

A majority of summit states will im-
plement stronger security practices. In
a real breakthrough, thirty-five countries
pledged to implement stronger nuclear
security practices in their countries by
bringing international guidelines into
national laws, inviting international peer
reviews, and committing to continuous
review and improvement of their nu-
clear security system. And as has been
hinted, we also opened the door a crack
on military materials at least in terms of
the discussion and in terms of the U.S.
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statements on these issues, and also on
the notion that there's a concept of suffi-
ciency in how much plutonium a country
has. These are small but modest steps
towards some of the areas of the Nucle-
ar Security Summit agenda that has not
been as strongly addressed.

The other interesting thing that hap-
pened in 2014—a unique event—was
that the leaders participated in an un-
precedented nuclear terrorism exercise
that was well received in the end despite
some initial skepticism on the part of
some leaders. This scenario helped il-
lustrate the kind of decision leaders may
face and prompted a constructive discus-
sion on the kinds of steps decision-mak-
ers in countries should take before such
an event arises. President Obama partici-
pated in the scenario and highlighted les-
sons the United States has learned from
extensive U.S. nuclear security exercises.
Several participants suggested we con-
tinue and further develop this dimension
of our work for the 2016 summit.

Once again, groups of countries
joined together and targeted joint state-
ments or gift baskets, the celebrated
collective actions to implement specific
aspects of the summit agenda. In total
there were thirteen such joint state-
ments, three of which had more than
thirty commitment signatures from dif-
ferent countries.

So as was announced last summer
in Berlin, President Obama will host the
next Nuclear Security Summit in the
United States in 2016. We have not yet
picked a city, but at this point we can say
that we envision 2016 to be a transitional
summit in which we will seek to estab-
lish how we can maintain the momen-
tum of the summit process and build a
global nuclear security architecture in a
way that is enduring. We will continue

to seek additional tangible results in
nuclear material reductions and better
overall nuclear and radiological security
practices. But we will also be looking
for ways to enhance the global nuclear
security architecture so that it can stand
on its own in a post-summit context. We
will continue to promote an architec-
ture that over time is comprehensive in
scope including both civilian and military
material, that is based on international
standards, that incorporates measures
to build confidence, that states are ap-
plying the security responsibly in their
countries, and that promotes declining
stocks of directly usable fissile material.
We need to do more together to
enhance nuclear security performance,
to dissuade and apprehend nuclear traf-
fickers, to eliminate excess weapons
and material, to avoid production of
materials we cannot use, to make sure
our facilities can repel the full range of
threats we've already seen in our neigh-
borhoods, to share experience and best
practices, and to do so in ways that are
visible to friends, neighbors, and rivals
and therefore provide assurance that we
are effectively executing our sovereign
responsibility. We also need to reflect
the principle of continuous improvement
because nuclear security is never done.
As long as materials exist they require our
utmost commitment to their protection.
Key aspects of the summit success
have included the personal attention
of national leaders, a focus on tangible
meaningful outcomes, a regular event
that elicits deliverables and announce-
ments, and a forum that builds relation-
ships that can help advance joint efforts.
We need to find ways to capture some
of these attributes in more lasting ve-
hicles that continue to exist after the
summit process is complete in order to

promote nuclear security progress. The
IAEA's first ever nuclear security minis-
terial held last year is an important step
toward strengthening the Agency'’s role
in promoting nuclear security. And the
2012 special session at the U.N. on nu-
clear terrorism reflects the importance
of the United Nations in this arena.

Other fora for collective action such
as the Global Partnership, the Global
Initiative, the World Institute for Nucle-
ar Security, and the Nuclear Suppliers
Group have all been invigorated in recent
years. And INMM and other professional
societies are key components of this ar-
chitecture and must continue to contrib-
ute to this mission as we move beyond
summits to nurture new concepts, build
professional skills, and develop global
connections. The summits were de-
signed to enhance, elevate, expand, and
empower this architecture of treaties, in-
stitutions, norms, and practices to effec-
tively address the threats we face today.

We were at the early stages of
planning for the concepts of the 2016
Summit including by intensive outreach
to a number of summit countries. One
idea that has surfaced is the creation of a
core group of countries that have played
leadership roles in the summit process
and which going forward could be em-
bedded in international institutions to
provide focus and initiative. We're also
looking at ways to link the official Sum-
mit more directly to the civil society
summit and the industry summits. But
whatever shape it ultimately takes, it will
be an involving process over the next
two years taking into account input and
ideas from countries that have and will
continue to make the summit process a
success thereby making the world a saf-
er place. Many thanks and | look forward
to the discussion.
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Satkowiak: Our final panelist is Huub
Rakhorst. Huub graduated from the Uni-
versity of Groningen in physics and from
Delft University with an MBA. After ten
years with the Dutch Ministry of Eco-
nomic Affairs in The Hague and Wash-
ington, D.C., he joined URENCO in 1985.
He held various positions at URENCO
including finance director and since 2006
he is the managing director of URENCO
Nederland in Almelo, the Netherlands.
He chairs the steering committee for the
Nuclear Industry Summit in 2014 and
we'll hear more about that summit now.

Huub Rakhorst: Thank you very much
and thank you for the invitation to speak
at this important conference. Let me
start off by reiterating the importance
of the nuclear industry in the world. The
nuclear industry is important for generat-
ing electricity. Something like 12 percent
of the world’s production comes from
nuclear power plants. Many industrial
applications depend on nuclear technol-
ogy. And of course, tens of millions of
people are treated every year with nu-
clear medicine products. | think it's very
important that the nuclear industry con-
stantly reiterates this kind of importance
to the world.

Nuclear security is, of course, very
important to our industry. If it's not okay
then the nuclear industry has no future.
An incident anywhere means a big blow
to our industry globally. That's why the
nuclear industry pays lots of attention to
nuclear security and pays, by the way,
also a lot of money to make that happen.

Traditionally, and that's one of the
drawbacks of nuclear security | think,
traditionally there's always a loss of se-
crecy around nuclear security. You don't
talk about nuclear security because it's
secret. And that's a big difference from

talking about safety in the nuclear field.
We know already for many, many years
that organizations like WANO talk exten-
sively about nuclear safety and have all
kinds of discussions with their member-
ships in order to share best practices and
see what can be done to further nuclear
safety in the world. That's different than
the area of nuclear security. It's also to a
certain extent to many industries kind of
an excuse not to discuss nuclear securi-
ty. That's something we have to change.
We are really in the process of changing
that. | think our nuclear energy summit
this year has made a big contribution to
that.

In the Nuclear Industry Summit
(NIS) of 2014 in Amsterdam at the end
of March, we not only talked about is-
sues like weapons usable nuclear ma-
terials but also about technology around
that. As you can imagine, the technology
issue is very important for our industry.
We focused, for example, very much on
the issue of cyber security. It's relatively
new, it wasn't so much highlighted in the
previous summit but as you can imagine
the issue of cyber security is very much
on the agenda of our industry and it is
something that will stay on the agenda,
I'm pretty sure, in the 2016 NIS that is
being held in the United States.

What can | talk a little bit about the
industry summit of this year? First of
all, | have to mention that we have ex-
cellent cooperation between the Dutch
chair, the Dutch government, and our
organization finding ways to talk to each
other, to keep each other informed about
the progress towards the NIS 2014 in
conjunction with the Nuclear Security
Summit. And that is important because
| think, generally speaking, it is very im-
portant that industry has a good relation-
ship with their national authorities on

this subject. | hear stories, indeed, | think
Senator Nunn mentioned it as well, the
issue of national sovereignty where gov-
ernments would say we know best what
is necessary in terms of nuclear security
and you, industry, you have to listen.

Well, listen we do. But we also like
to talk and we also like to discuss issues
relating to nuclear security. Because we
think as industry we have a lot to share
with governments in terms of best prac-
tices, in terms of cooperation between
companies that have the same goals and
the same ideas about this topic.

So what did we do in preparation
of the Nuclear Industry Summit? We
had three international working groups
addressing different topics. First of all,
strengthening self-control, which means
a lot of ideas and which means to improve
your safety culture at the company level.
The second working group was specifi-
cally mentioning the issues of managing
cyber security and information secu-
rity. And the third working group was on
managing materials of concern, in partic-
ular HEU (highly enriched uranium) and
radioactive sources.

We had an international group of
people in each of these working groups
present. They did an excellent job to pre-
pare their reports. These reports are all
on our website and in the end we have
put together the recommendations out
of these working groups in a joint state-
ment that contains thirteen concrete rec-
ommendations and I'll highlight a few.

One of them is on good practices
shared and incorporated. | refer back to
what | said earlier. Talk to each other and
share your best practices in that respect.
Another one is on promoting a strong se-
curity culture in your industries. Strong
culture means from the top down to
the lowest level of your personnel. And
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then, of course, you need well-trained
personnel. That's where organizations
like WINS and IAEA come into play. We
very much favor these kinds of interna-
tional organizations helping in training
your staff to be good security people.

Another one is one I|'ve already
mentioned is to collaborate with your
governments, with the states. For ex-
ample, on what kind of regulations you
as industry would promote in terms of
performance-based regulation, which is
also mentioned in the Nuclear Security
Summit. A statement that is something
that we as industry very much would like
to see further explored.

Specific recommendation is on cy-
ber security, again calling upon collabora-
tion with states on the threats in that re-
spect because we think the cyber issue
is only going to grow over time and it's
not only weapons material that you're
concerned about, you're also concerned
about the technology to make that kind
of material.

One of the other recommendations
is to incorporate national and international
IAEA,
Laura Holgate already mentioned that a

guidances. For example, from

lot of countries want to incorporate the
IAEA recommendations on these kinds
of issues into national law and we are
okay with that.

The final one is on HEU minimiza-
tion. In industry we had warned that can
only be done if it is technically and eco-
nomically feasible. HEU is an important
aspect in, for example, the treatment
of cancer patients so we really have to
weigh certain minimization issues ver-
sus the availability of this material.

Looking at the 2016 event that's go-
ing to be here in the United States and to
be organized by industry, we know that
there is already quite some work ongo-

ing in this respect. | think the American
organizers learned from the Dutch in
starting this process early, 2016 seems
to be a long way off but it's very close.
| know that NEI is taking the lead in this
respect. They have set up already the
working groups so | have full confidence
that this is going to be a very good next
NIS 2016. And | really look forward to
work together with the organizers of NIS
2016 to make that a success.

Looking further down the road |
think that there is a big role to be played
by the organization like IAEA and WINS,
but also the World Nuclear Associa-
tion, WNA. | know they have taken up
the issue of nuclear security in one of
their working groups, which means that,
broadly speaking, the nuclear industry
in the world is taking up this issue even
more vigorously. Thank you very much
and | look forward to your questions.

Questions:
Satkowiak: I'm going to take the chair's
prerogative and ask my own question.
My question goes back to some-
thing Senator Nunn said about threats
and it also ties into some of the things
Laura Holgate mentioned. We as a nu-
clear community realize that the threat
is out there. We perceive the threat.
We think it's real. How broadly is that
perception accepted in the international
community? Is this something that is
universal or is that half the battle, just
convincing people that the threat is real?

Holgate: | think while we've been able
to get a lot of countries to work with us
on the Nuclear Security Summit, | think
it's fair to say that we don't have a com-
mon perspective on the threat. Some
nations are defensive about their own
nuclear security practices and are in a

little bit of denial about that. Some are
skeptical about the intent or capabilities
of terrorists, whether or not six guys in
a cave can really build an IND when it
took U.S. and Russia Manhattan Project
equivalence to create nuclear weapons.
And some believe the U.S. is the main
target and so it's not really their problem.

| think these are all patently false
beliefs. | don't want to give them any
credence by repeating them, but | think
those are the kinds of attitudes that we
have to struggle with in our conversa-
tions with other countries and try to get
past that. We know that every country
can improve nuclear security, our own in-
cluded. We know that the crude design
of the first U.S. bomb was considered so
reliable it wasn't even tested. The Man-
hattan Project level activity had to do
with generating the material not building
the bomb. So if you've got the mate-
rial you're really not a Manhattan Project
away from a useful device.

This has really been a struggle
across some of the countries. So they're
willing to go along to a certain degree but
when it comes time to making hard judg-
ments, expensive judgments, changing
policies, changing practices, that has
been a challenge. | appeal to all of you
because this is an international commu-
nity but also because there are a lot of
large brains and creative people here to
help think about how we dramatize the
issue without scaring people to death.
That was one of the reasons we did this
exercise for the leaders, to help bring
home to them the kinds of questions
that would be asked, the kinds of issues
that will be brought up if there is an inci-
dent anywhere and it affects all leaders.

But | know Matt Bunn has done a lot
of thinking about this threat perception is-
sue. | suspect he might have a thought.

18  Journal of Nuclear Materials Management

Fall 2014 Volume XLIII, No. 1



Bunn: As Laura knows, | tend to be
long-winded on almost every subject
and particularly this one. | think this is
very important and | think that there are
many states that are perfectly happy to
sign a statement that says this is a threat
without actually thinking that it really is.
And in particular there are many coun-
tries who, in the famous language about
securing all vulnerable nuclear material
around the world, said "Oh, well, vulner-
able nuclear material, that's obviously
somebody else’s. It has nothing to do
with me."

| think that's wrong for every coun-
try including the one we're sitting in. All
countries have more work to do to make
sure that their material is secure.

There are a couple of things that |
think would be helpful. One is I've been
arguing for some time that the U.S. gov-
ernment should put together a detailed
report on what it knows about what ter-
rorists have done, how easy or difficult
it is to make a bomb, what the state of
nuclear security is, what the real thefts
of HEU and plutonium have been and so
on in several versions. A very, very clas-
sified version that would just be for edu-
cating ourselves within our government,
a somewhat less classified version we
could share with countries like the UK
and France that we have restricted data
agreements with, an even more watered
down version we could share with other
countries, and then a very watered down
version that could be made public for
these kinds of purposes.

| think also that the practice of ac-
tually carrying out realistic tasks of the
security at nuclear facilities is something
the United States has been doing for a
long time. A few other countries do it,
not very many. And it has proved, | think,
very effective in revealing vulnerabilities

and convincing policymakers that they're
real as opposed to just nuclear security
managers whining that they need more
money.

The Netherlands has a very interest-
ing approach because they don’t have
the problem that we have of having lots
of guys with guns around the facility.
They do these exercises with no no-
tice. People don't know it's an exercise
when it's happening, which obviously in
the United States if you did that, people
would get killed.

| think it helps the security culture,
it helps with understanding the threat, it
helps with convincing people that even
though there is a security system there
that looks reasonable, that maybe it re-
ally could be overcome by intelligent ad-
versaries looking for the weak points.

So | think both of those would be
quite helpful. We did a survey of nuclear
security experts in most of the countries
that have highly enriched uranium or
plutonium recently and the number one
driver of improvements that they identi-
fied in their country's own nuclear secu-
rity systems were incidents. But a very
important other driver was results of in-
spections and tests and things like that.

Rakhorst: Just to reiterate what was
just said. Indeed in the Netherlands we
don’t have armed guards as all the facili-
ties are very close by cities and military
force and police force, etc. So we do the
force-on-force exercises we call it within
the Dutch nuclear industry, which is not
very big. We have five or six big entities.
And that proves to be very successful
because it is very realistic and it helps
you to sharpen your security force.
There are different approaches
across countries but as long as they are
comparable in terms of result, | would be

fine with it because there is no standard
which fits all.

Audience Questions

Ed Lyman: | have two questions. First,
for Mr. Rakhorst, do you flag cyber se-
curity as one of the main concerns that
was discussed at the industry summit?
One issue that's come up here in the
United States with licensing of the MOX
fuel plant and at fuel cycle facilities there
is increased reliance on automated sys-
tems for inventory control and also for
material accounting. The vulnerability of
safeguards in material accounting is in-
creased due to cyber security threats be-
cause you're relying more on automated
systems and less on direct physical veri-
fication. | was wondering if that issue
had been discussed at all in the industry
summit?

Rakhorst: Not particularly, but the driver
behind a lot of these discussions on cy-
ber security is the vulnerability of your
process systems for outside interfer-
ence. In particular nuclear power plants
or enrichment plants need to be pro-
tected against intruders as was shown
in the example in Iran where an enrich-
ment plant was targeted by cyber at-
tacks. That is very much on the agenda
of the nuclear industry to protect against
that. Not just because of the implications
for the nuclear issues per se but also be-
cause of the implications of losing se-
crets that you don't want to lose, which
might have nothing to do with nuclear
issues but more of economic and com-
mercial issues.

There's a natural drive in the nuclear
industry to protect against cyber security
like in any industry it should be, but in
particular in the nuclear industry because
of also the nuclear aspect of it.
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Ed Lyman: Then a question for Ms. Hol-
gate. You've highlighted the thirty-five
state agreement as a breakthrough and |
just want to understand that better. Be-
cause it seems many of those countries
have bilateral agreements with the U.S.
on nuclear cooperation, so they're already
bound to comply with INFCIRC225 and
the current revision at least for U.S.-origin
material already. I'd just like to understand
more what value-add is there for those
countries in signing this agreement.

Holgate: In terms of the application of
the U.S. bilateral agreements for coop-
eration, that coverage affects only the
sites that happen to receive U.S.-origin
material so it does not cover their entire
nuclear complex. Well certainly there are
countries in that thirty-five who are not
within the U.S. relationship in a bilateral
way. But it's more important to be signal-
ing that these guidelines that have been
previously understood to be simply ad-
vice from the IAEA are now making their
way into international law at the volun-
tary decision of these countries and
through their normal regulatory and legal
processes. The benefit there is showing
the progress from soft law to hard law,
which | think is a very important concept
as we look at how we expand and en-
hance the nuclear security architecture.

It's also the case that there's more
than just the 225 application, it's all
three nuclear security documents from
the IAEA. It also includes commitments
to do peer reviews and to do certifica-
tion of nuclear workers, which are also
above and beyond what is the case in
many countries. We do really look at
the willingness of countries to state in
a collective way that they plan to make
the serious changes in their own nuclear
regulatory processes as meaningful and

one that we hope to find ways to add
other countries to that over time.

Mark Schanfein: This is kind of directed
towards Laura. Fukushima kind of shook
the foundations of safety for nuclear re-
actors and the incident at Y-12 that oc-
curred | think shook the foundations of
security in terms of the U.S. | spent ten
years with the Los Alamos plutonium
facility and | thought the security was
excellent. I'm sure you've already had
to address this, but how do you, with
what the U.S. is promoting, recover
from something like that? What do you
say to the foreign partners of why that's
an anomaly?

Holgate: To my view and the position |
took immediately when | heard about
what had happened at Y-12 is that trans-
parency is the only antidote to hypocrisy.
And we immediately had a policy that we
would share what we could about the
root causes of that problem, about the
steps we'd taken to cure it and about the
lessons learned that went from it. And it's
the nature of our democracy that these
things do get very broad public exposi-
tion. There was testimony on the Hill,
there were |G reports, there were internal
reports. Now some of these by definition
have classified components but the bulk
of what happened there is not a classified
situation. And it points to a whole range of
common problems that exist whether it's
lackadaisical equipment management or
whether it's a culture of how the guards
work and interact with false alarms and
other kinds of challenges. There was a
number of common points that frankly
come out not unique to that situation but
almost every time you have a security fail-
ure, even if not as visible and catastrophic
as that, these are constant things.

This is why it's so interesting that
the WINS community has taken up
these particular challenges of how do
you deal with a sleepy guard problem
and really tried to dig in on best practices
to manage these common and replicat-
ing challenges.

Right now as many of you know, my
writ expands beyond nuclear to include
chemical and biological. We're dealing
with a very similar situation in terms of a
couple of our biological labs in the United
States. I'm going to be hosting a meet-
ing tomorrow from CDC just down the
street to address that challenge. But it's
the same point. We need to be clear and
transparent with the world about the na-
ture of the problem and the steps we've
taken to solve it, and the other pieces
that people might learn from it. And |
was really surprised when | was talking
with my Dutch counterparts in the con-
text of the Nuclear Security Summit,
and you've heard many references to
this concept of assurances. How do we
help others which is what your question
is really tugging at. How do we do our
security in a way that gives others con-
fidence that we're doing it right. | asked
my Dutch counterpart, | said what’s the
most assuring thing you see from the
U.S. in terms of our nuclear security be-
havior? He said frankly it was the briefing
that you gave to the other Sherpas on
the Y-12 incident. The fact that you were
prepared to be that forthcoming about it
and to share that kind of information. So
| think we may have actually succeeded
in turning around the international per-
ception because of our approach to shar-
ing what we knew about that.

Bunn: If | could just suggest, | think be-
yond the testimony and the IG report,
at the early days we've now learned a
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lot that would be worth putting together
into some kind of report, maybe a report
based on the briefing because the brief-
ing as far as | know hasn’t been made
public. | think there's more of a story that
we can tell.

From the very beginning of nuclear
security cooperation, |'ve been advo-
cating that we as the United States
shouldnt be saying we do everything
right and do it like we do it. But rather,
we've made a lot of mistakes ourselves,
here's some things we've learned from
those mistakes, maybe that will help you
avoid making similar mistakes yourself. |
think that's a more compelling message
than we're terrific and we have no flaws,
which is not true. | think this is a great
teaching moment.

Tom Gray: I'm curious about the tran-
sitional nature of the 2016 security
summit. In the event that the next U.S.
administration doesn’t place the same
importance on nuclear security as this
one does, is there enough support inter-
nationally to maintain the momentum for
this movement? Who would be the next
big players for leadership in that role and
what roles could industry and a nongov-
ernmental sector play in that transition?

Holgate: The reason we call it a transi-
tional summit is because it's pretty sure
there will not be a 2018 summit in the
same spirit. And that has nothing to do
with prejudging any future U.S. adminis-
tration, it's simply that there is kind of an
exhaustion, frankly, among leaders, and
when the leaders discuss this privately
among themselves in the summit at The
Hague, there was a sense of these have
been incredibly powerful up to this point,
but it's not clear that every two years
needs to be the right movement.

What's also clear, though, is that
nobody wants to really shut it down and
say this is the final one forever. So that's
one of the challenges we have in 2016,
to be clear that we don't expect to build
the future in a way that does not rely on
the continued every two-year meetings
of leaders, and this is where really em-
powering the international institutions
occurs. Those were there before the
summit started, they will be there when
the summits are over or when they are
in a pause or whatever, more stretched
out. And how do we spend both the next
two years defining what a more reliable
and effective architecture that is based
on the effective capabilities of these
institutions. How do we uplift these in-
stitutions so that they can continue to
carryforward the momentum even if
leaders aren’t meeting every two years?

For example in the IAEA the move-
ment of the office of nuclear security to
a division of nuclear security is a piece
of that progress. The budget issue that
was raised earlier has got to be part of
that. And so how do we similarly in the
UN, how do we empower the 1540 com-
mittee to be more active? How do we
inspire more visible behavior by govern-
ments in the 1540 committee process?
One of the great things is the annual re-
ports or the regular reporting that coun-
tries are required to do. Every country
on the planet required to do under 1540.
That's a great source of the kind of assur-
ance behavior that we've been talking
about. How do you tell the world what
you're doing in these realms?

So we need to look very carefully
about what is it that has made the sum-
mits a success, what are the compo-
nents of state behavior that summits
have provoked or invoked, and how do
we park those effectively in the institu-

tions that we have in a way that is more
enduring and more capable. So that's
what we're really going to be focusing
on in 2016 is getting leader buy-in to
institutional uplift in a very specific and
concrete way.

Rakhorst: | think the nuclear industry
post-2016 will continue on its path for-
ward. And that means that there's in-
creased direction between industries on
this issue. There's also increased inter-
action with regulators with countries. In
my view, it will be a sign of competence
and a sign of quality for clients and the
people at large if the nuclear industry
shows that they have made further prog-
ress in the area of nuclear security, like
they did in nuclear safety as well.

For example by being certified with
ISO 27001, which is the certification for
information and security. And for exam-
ple by showing that they have done all
the training necessary for a good secu-
rity force. For example, with people cer-
tified by WINS and other organizations.
So in that respect it will be necessary
and normal for the nuclear industry to
continue in this field also because of the
activities like, for example, WANO and
WNA, organizations working together to
further nuclear security within the nucle-
ar industry.

Bunn: Well, | do think we have a real
challenge. All of what has just been said
is true, that we've built up the interna-
tional organizations, the industry organi-
zations, the relationships. But | fear that
if we're not continuing in some intensive
forum like we've had, that those may de-
cay again. And | look back at the history
of U.S. nuclear security in the United
States and you often see a big ramp up
in response to some incident or inves-
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tigation or something and then a falling
off. So | worry and | think we have a lot
of work to do between now and 2016.
Laura mentioned the budget for the
IAEA. | would be remiss if | didnt men-
tion the budget of the U.S. government,
which obviously has been a large amount
of huge controversy over the last several
years. But the budgets for nuclear secu-
rity work in foreign countries have been
going down and down. Some of that is
the result of work getting completed,
but some of it is not. The budgets are
now hundreds of millions of dollars a
year less than the same programs we're
planning that they would need just a few
years ago. We'll be putting out a fairly
comprehensive report on that subject
in the next few days from our center at
Harvard. But | think we have work to do
to figure out a vision for nuclear security
that is compelling enough to sustain the
support needed from both the adminis-
tration and the Congress for a program
that is constrained only by its opportu-
nity and not by its funding.
Holgate: Can | just add one more thing
to the point on the architecture point and
| was remiss in not having mentioned

it earlier. There are two critical treaties
that were raised earlier during Senator
Nunn'’s presentation, the Convention on
Physical Protection of Nuclear Materials
and the International Convention on Sup-
pression of Acts of Nuclear Terror. These
are held up by a dispute between two
senators in the United States Senate.
It's the legislation that is needed to bring
these into force for the U.S., is required
to update our criminal code. So it’s actual
legislation, it's not just advice and con-
sent. The advice and consent stage was
achieved in 2008.

But we need to pass new laws to
criminalize certain acts of nuclear terror-
ism in order to be in line with these trea-
ties. And so the draft legislation is in the
Judiciary Committee, which is not used
to thinking about nuclear security as part
of its jurisdiction. And it's gotten stuck
there on a debate for years having to do
with the death penalty, and whether or
not that should be applied to nuclear ter-
rorism acts.

There are many sides to that ques-
tion. The administration actually takes no
position on that issue. We just wish the
senators would figure it out, vote on it,

getitinto conference, and have a bill. The
President will sign this bill. But right now
we're on the sidelines and one of the key
things that these updates of these trea-
ties do is it creates review conferences
for implementation of these treaties.
That is a classic kind of platform for the
regular check-in of implementation and
if we are actually in that treaty process
we can participate in a way that hopeful-
ly inspires senior level participation and
concrete progress. And turn that into a
piece of what it is that summits do. If
we're not into treaties, we can't do that.
And that is not where the United States
wants to be as the founder, in fact, of
some of these treaties.

Bunn: This is by the way, this House of
Representatives, which isn’t founded by
partisan cooperation, twice managed to
put together bipartisan bills with over-
whelming majorities and these two sen-
ators have been unable to follow along
with what the House has done.

Satkowiak: | want to personally thank
all of the speakers. Thank you.

22 Journal of Nuclear Materials Management

Fall 2014 Volume XLIII, No. 1



Annual Meeting

Hoth INMM Annual Meeting Tuesday Plenary Address

July 21, 2015

Tero Varjoranta

Deputy Director General and Head of the Department of Safeguards
International Atomic Energy Agency (IAEA)

Further Optimization of
IAEA Safeguards is
Essential

It is my privilege today to talk to you
about international safeguards—in par-
ticular: why the further optimization of
IAEA safeguards is essential and how
we intend to do it.

Let me start by discussing the
changing nuclear world.

Today—right across the world—we
see more nuclear facilities and material
coming under IAEA safeguards. Nuclear
power is expanding—in those countries
already using it, as well as in new coun-
tries. Over the past five years alone, the
number of nuclear facilities under safe-
guards has risen by 12 percent and the
quantity of nuclear material under safe-
guards by some 14 percent. With many
more nuclear facilities being built, this
global trend looks set to continue.

International nuclear cooperation
between states is intensifying with an
expansion of trade and services in
nuclear and related equipment, items
and materials. Also, technologies are chang-
ing. Many older nuclear plants are being
modernized and becoming more techno-
logically sophisticated. The geographi-
cal focus of these expanding programs
also continues to change. And this is not
only a macro-level phenomenon; it is an
everyday reality for us in the IAEA. For
example, by the time this year's INMM
meeting is over, there will be more
nuclear material under safeguards than
when the meeting began.

In the reasonably near future, the

IAEA may have to take on a large ad-
ditional workload verifying a possible
comprehensive deal struck between the
E3+3 (France , Germany, the UK, China,
Russia, and the United States) and Iran.
We have already doubled our verification
effort in Iran over the past six months
under the Joint Plan of Action. This has
had significant resource implications, not
just in financial terms—which have been
covered by additional extra-budgetary re-
sources—but also in terms of staff time
and competence. Many of our best and
most experienced inspectors and ana-
lysts are now working on the Iran file full-
time, which means they are not available
to work on other files. Any comprehen-
sive deal will almost certainly expand that
work much further again.

Speaking of Iran; let me take this op-
portunity to briefly inform you of a few
very recent developments.

On July 20, the Agency was able to
confirm to the E3+3 that Iran had imple-
mented all of the voluntary measures to
which it had agreed under the Joint Plan
of Action—the JPA. It has now been
agreed to extend the deadline to No-
vember 24, 2014, in order to try to reach
a comprehensive solution.

We all very much hope that a deal
will be reached. If and when it is, the
Agency can expect to be requested to
conduct the necessary verification ac-
tivities. As | said earlier, this is likely to
involve considerable additional effort by
us. We stand ready to play our part.

In a parallel process, last November
the Agency and Iran signed a Frame-

work for Cooperation, by which both
parties are cooperating to “resolve all
present and past issues” on a step-by-
step basis. During the first two stages
of this process, Iran has implemented a
total of thirteen practical measures over
the first six months and is now in the
process of implementing a further five
practical measures, to be completed by
August 25 this year. These “transpar-
ency measures” involve Iran providing
the Agency with more information about
planned nuclear facilities and activities in
Iran, and—for the first time since 2008—
information relating to possible military
dimensions to its nuclear program—is-
sues we set out in the annex to the
Director General's November 2011 re-
port. The Agency’s assessment of this
information is ongoing.

If we were to be invited back into
the DPRK under whichever scenario,
this would also require a substantial ad-
ditional verification effort by the Agency,
especially given that we have not been
in that country for over five years. In the
meantime, we maintain readiness to re-
turn if and when the time comes. This in
itself carries resource implications.

Also in Syria: if the Syrian govern-
ment were to allow the Agency to ad-
dress all outstanding issues this would
also add to the Agency's workload.

In the present economic climate,
| cannot expect our member states to
increase their funding of the Agency'’s
regular budget to match this increase in
demand upon our services.
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To sum up: we all want safeguards
to be credible and of high quality. In to-
day's challenging economic climate, the
demands on Agency safeguards are
growing and becoming more complex.
Therefore, to cope with the changing
nuclear world, the Agency needs to in-
crease its productivity. In other words—
the Further Optimization of IAEA Safe-
gquards is Essential.

We can increase our productivity in
three basic ways;

e  Firstly, the Agency needs to optimize
its internal processes;

e Secondly, member states them-
selves can address the difficulties
some of them have in executing
their part of safeguards implemen-
tation; and

e Thirdly, we need to make better use
of modern technology in our work.

I'll discuss each of these later.

To give you an idea of the scale of
our current activities—we are imple-
menting safeguards in 181 states, with
about 180,000 significant quantities
(SQs) of nuclear material (as you will re-
call, 1 SQ equals the amount of nuclear
material needed for one nuclear ex-
plosive device). All this is held in some
1,300 facilities in those 181 states.

We receive more than 700,000 nu-
clear material accounting reports annual-
ly and carry out about 2,000 inspections
on the ground. We are applying more
than 20,000 seals and deploying over
1,000 attended and unattended monitor-
ing and measuring systems in the field.
Last year we analysed more than 900
samples and over 400 satellite images,
and prepared about 3,000 analysis and
evaluation reports.

And we are a department of about
800 people with an annual regular bud-

get of about 130 million Euros (at today's
conversion rate that is about 175 million
U.S. dollars).

As you recall, the IAEA's budget is
subject to zero real growth, and despite
the growing number of facilities and
amounts of nuclear material under safe-
guards, there has actually been a slight
reduction in the number of staff in the De-
partment of Safeguards over recent years.

What kind of safeguards we imple-
ment in each individual country depends
on the safeguards agreement and possi-
ble protocols we have in force with that
country. Activities, safeguards conclu-
sions and our costs are different, based
on these legal frameworks.

For comparison, at present, fifty-
three states have state-level approaches
based on integrated safeguards. These
states contain around 75 percent of
nuclear material under safeguards. Inter-
estingly, the Agency expends about 50
percent of its verification effort in these
States. A roughly equal number of states,
fifty-four, have both a Comprehensive
Safeguards Agreement and an Additional
Protocol (AP)—but have yet to be provid-
ed with the Broader Conclusion. These
states contain only 2 percent of the nu-
clear material under Agency safeguards,
but account for about 8 percent of the
Agency's verification expenditure. The fif-
ty-five states that have a Comprehensive
Safeguards Agreement only, contain just
2 percent of the nuclear material, yet they
account for over 20 percent of the cost of
verification.

These simple statistics clearly indi-
cate that state-level approaches (SLAS)
based on integrated safeguards provide
promising opportunities to achieve
'more with less."

This leads me back to the heart of
what | want to say today, namely, that

further optimization of safeguards imple-
mentation is essential.

We all want credible safeguards. As
long as the nuclear world continues to
change, we have to adapt and change
with it. For me it is clear that without fur-
ther improvements and optimization, we
will find it increasingly difficult to guar-
antee an effective, reliable and credible
safeguards system.

It is important to note that even
though the nuclear world constantly
changes, the Agency’s obligations and
those of member states in their safe-
guards agreements remain unchanged.
In this context, it is essential that the
department improve its productivity by
striving for greater efficiency without
compromising the credibility or quality of
our conclusions.

We have developed safeguards
implementation over many years. We
are aware that our explanation of how
we are evolving the way we implement
safeguards—and also of what is staying
the same—has not been entirely clear
in recent times. We have used a lot of
different terminology over the years that
has not always assisted understanding
amongst our member states and the
wider safeguards community. That is
why during the last six months we have
conducted a major engagement with
our member states where we have ex-
plained in more detail what we are do-
ing and, in response to certain concerns,
have clarified—and in some instances,
modified—our approach.

Conceptually, the Agency will con-
tinue to implement safeguards through
consideration of a state’s nuclear activi-
ties and related technical capabilities as a
whole, rather than on a facility basis. We
refer to this as the State-Level Concept.

The gains in effectiveness and effi-
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ciency of this approach have been dem-
onstrated through the implementation
of integrated safeguards—as | indicated
earlier.

The Agency now wants to pursue
the further optimization of safeguards
implementation in those states where
integrated safeguards are already being
applied and also do so in relation to all
states with a Safeguards Agreement in
force. This will require modifications to
some of the Agency'’s ways of working,
particularly the processes supporting
safeguards implementation.

It is important to recognize that
while the overall State-Level Concept
and its processes sound new, many of
its constituent parts are not new.

For instance: "State-specific factors'
are drawn from what used to be called
‘State-specific features and characteris-
tics’, dating back many years; and the
objectives stay the same, although now
we pursue them through better use of
the "safeguards criteria."

What is new is the integration of
these elements into a more coherent
process for planning, conducting and
evaluating safeguards activities.

A number of member states have
voiced concern that, in our efforts to
achieve greater optimization in our work-
ing processes, we ensure that safe-
guards are implemented consistently,
objectively and without discrimination.
That is why the Agency will continue
to corroborate, assess and evaluate all
safeguards-relevant information using
teams of Agency experts through a strin-
gent internal review process. Our pur-
pose is to ensure that our findings are
unbiased.

The Agency also recognizes the
need to apply state-specific factors ob-
jectively, consistently and in accordance

with clear and established guidelines,
based on technical considerations. The
Agency'’s uniqgue ability and mandate to
conduct in-field verification activity is
its real added value and will continue to
form the bedrock of the Agency’s veri-
fication effort. Last year, the number of
complementary accesses conducted by
the Agency went up—and it is my inten-
tion that it stays up.

Nonetheless, further to the need to
improve its productivity and in line with
the requirements of safeguards agree-
ments, the Agency will keep the fre-
quency and intensity of routine inspec-
tions for states to the minimum level
necessary to produce credible conclu-
sions. As a result of the further optimi-
zation of the processes supporting safe-
guards implementation it is hoped that
the Agency may be able to achieve an
overall reduction of routine in-field verifi-
cation activity.

The scope for any such reductions
will be greatest for those states with
the Broader Conclusion, and especially
those with integrated safeguards (applied
through SLAs), in which over 75 percent
of the nuclear material and facilities under
safeguards exist.

In states without a Broader Con-
clusion and in those with only a CSA
in force, the Secretariat, in consultation
with the state involved, will constantly
strive to assess whether the frequency
and intensity of routine safeguards activ-
ity can be reduced, consistent with be-
ing able to draw soundly-based conclu-
sions. However, as in-field verification
activity in these states will continue to
be driven largely by the safeguards crite-
ria, such activity is unlikely to be reduced
significantly.

The further optimization of safe-
guards implementation will have little

impact on the frequency and intensity of
in-field verification activity when applied
to states with VOA and Item-specific
safeguards agreement(s), as verification
effort in these states is already confined
to certain facilities and/or items.

Taken together, the Agency'’s further
optimization of internal processes will al-
low verification activities to better focus
on areas of greatest safeguards signifi-
cance. This will increase confidence in
the effectiveness of safeguards imple-
mentation.

The practical, day-to-day implemen-
tation of safeguards works best when
it is conducted as a common effort be-
tween the Agency and member states
to achieve a successful outcome. To
ensure transparency about the new pro-
cesses supporting this implementation,
the Agency intends to maintain an ongo-
ing dialogue with member states to keep
them informed about how safeguards
are implemented. In this way, the Sec-
retariat will seek to maintain and nourish
the necessary trust and confidence of
member states into the future.

Turning next to what member states
themselves can do to improve the ef-
fectiveness and efficiency of IAEA safe-
guards implementation, as called on by
the Board of Governors back in Septem-
ber 2005, states should either amend or
rescind their small quantities protocols
as soon as possible. At the end of 2013,
forty-four states had yet to do so.

Some states have yet to establish
their state authority and system of ac-
counting for and controlling nuclear ma-
terial. Moreover, of those that have been
established not all state authorities have
the necessary authority, independence
from operators, resources or technical
capabilities to implement the require-
ments of safeguards agreements and
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additional protocols. In particular, some
state authorities do not provide sufficient
oversight of nuclear material accounting
and control systems at nuclear facilities
and LOFs to ensure the required accura-
cy and precision of the data transmitted
to the Agency.

Improvements are also needed
from member states in a variety of other
areas, ranging from their provision of vi-
sas for Agency inspectors, to the timeli-
ness and accuracy of their reporting, to
the provision of access to facilities.

To take the last of these points:
For Agency inspectors to conduct their
verification activities effectively, they
must be able to access installations and
perform the verification activities within
agreed timeframes. Yet, in several states
access by Agency inspectors to a facil-
ity has been subject to delay. There have
been cases where access was limited or
where environmental sampling was not
permitted. Others, where access for the
Agency to verify design information was
denied. In addition, some states have
delayed shipment of destructive analy-
sis samples, thus preventing their timely
analysis for drawing safeguards conclu-
sions. The Agency’s ability to resolve
questions, inconsistencies, discrepan-
cies and anomalies depends on states’
cooperation in responding to Agency
requests for additional information or for
access to resolve such issues.

Delays in resolving issues can re-
sult in the Agency being unable to attain
the safeguards objectives and the effort
to resolve them takes up valuable staff
time and resource. All this has a clear im-
plication to the productivity issue.

On a more positive note, some
States are seeking to improve matters
though a variety of different means.
For example, by hosting regional work-

shops to raise awareness of Agency
safeguards; or by providing the use of fa-
cilities for training of Agency inspectors
thus supporting development and quali-
fication of those inspectors; or by provid-
ing the Agency with early design con-
cepts to assist in developing safeguards
measures for emerging new nuclear fuel
cycle technologies.

Another important way in which
several states have helped to improve
the effectiveness and efficiency of IAEA
safeguards, is to agree to the installation
of remote monitoring systems which
permit a reduction in the number of
times inspectors must travel to a facility.

The level and quality of coopera-
tion between the state and the Agency
also plays a part in helping to improve
productivity. In trying to optimize safe-
guards implementation for a state, the
relationship between the Agency and
the national or regional safeguards au-
thority can be a critical factor. Building
cooperative and trusting relationships
often brings tangible mutual benefits: for
example, it can result in lower levels of
in-field inspection activity. We are mak-
ing a conscious effort at the Agency to
foster more cooperative partnerships
with national and regional safeguards
authorities. Real progress is being made,
but there is further to go.

Let me then turn to the importance
of technology development in our efforts
to improve our productivity. Through our
R&D program, backed by our member
states and the European Union, we need
to continue to invest in the best available
scientific safeguards equipment and
techniques. In this way we can improve
our cost-effectiveness. Member state
support programs continue to make sub-
stantial contributions (in cash and in kind)
to Agency safeguards. There are now

twenty states and the European Union
with formal support programs with the
Agency.

Within the Department of Safe-
guards, we are currently embarked on a
major overhaul and modernization of our
information technology system. Once
fully implemented, this will enable us to
work more effectively and efficiently in
house. We are already modernizing our
laboratory facilities and the supporting
infrastructure at Seibersdorf in Austria.
What we call the ECAS project—En-
hancing Capabilities of the Safeguards
Analytical Services—involves, amongst
other things, the construction of a new
Nuclear Material Laboratory building that
will provide a secure, flexible, fit-for-pur-
pose facility in which to conduct analysis
of nuclear material samples.

The Future
So, what of the future?

| believe that only if safeguards are
implemented in a manner that Agency'’s
conclusions are credible can we sustain
the confidence of our member states.

As the Director General has em-
phasized on many occasions, states’
adherence to their safeguards agree-
ments with the Agency should remain
the benchmark. We must continue with
efforts to encourage states that have yet
to do so, to become parties to the ad-
ditional protocol.

As the nuclear world continues to
change, further optimization of safe-
guards implementation by the Agency
is vital. Central to these efforts is the
further evolution—not revolution—of
safeguards implementation, particularly
in those states with the broader conclu-
sion. This evolution is continuing to take
place in a structured, objective and co-
ordinated manner, consistent with well-
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established principles. It is critical that
member states understand what the
Agency is doing. That is why the Agency
intends to maintain an ongoing dialogue
with member states to keep them in-
formed about how safeguards are imple-
mented.

To ensure transparency about the
new processes supporting this imple-
mentation, the Agency will keep mem-
ber states informed through regular con-
sultation. In this way, the Secretariat will

seek to maintain the necessary trust and
confidence of member states into the
future.

My vision for safeguards in the fu-
ture is one in which the member states
and nuclear industry see us as value
added—important partners, not as ad-
versaries; in which we continue to draw
independent, robust and soundly-based
conclusions; and in which any non-com-
pliance is firmly dealt with.

Therefore, it is vital that we get it

right:

e The international community needs it

e future generations depend on it—
and

e jtisourjoint responsibility to deliver it.
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Dennis  Mangan:
Tero, | thought your
this

morning was really

presentation
outstanding.  You
painted a picture
that there's a lot of

work to be done with regards to the in-
ternational safeguards around the world.
As you were talking, you made com-
ments like “fifty-four of the member
states have accomplished this,” or
“twenty-eight of the member states
have accomplished that,” and different
descriptions like that. | think it would be
nice to have a list of member states with
an update on their status in international
safeguards. | don't think there is such a
list. Would it be politically acceptable to

have such a list of all the nations that
stated “this one has complete interna-
tional safeguards, this one is undergoing
safeguards, this one doesn't need safe-
guards,” kind of a thing? Is it possible to
have something like that?

Tero Varjoranta: |
think
valuable

it would be
to have
something like that
in many different re-
spects. Whether it's
possible from a po-
litical standpoint is another matter. But if
we look, for example, at the nuclear
safety community, they have done
something similar. They have the World
Nuclear Association, WNA. If you go to

the web pages of WNA you can look at
any country in a standardized format and
see what they have in the nuclear safety
area. It's the "point of contacts" in each
state that is keeping those pages up to
date. It's not something that is mandated
or required, but it's still an excellent in-
formation resource.

| think the safeguards community
is lagging behind the safety and security
communities in terms of transparency.
For some reason, safeguards is still a
very closed community.

At the Agency, we have recently
experienced some challenges with the
state-level concept—the SLC. Because
some member states haven't fully under-
stood what we are doing and that was
reflected in last September's meeting of
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the Board of Governors. And it has taken
a lot of effort on our part to recover from
that. So having more information available
about what we do and how is important.

Gotthard Stein: In
your excellent pre-
sentation you made
a reference to the
importance of re-
search and develop-

ment for interna-
tional safeguards and in this context you
mentioned the need to optimize the
available support structures. Can you

elaborate more on this issue and ideas?

Varjoranta: It's part of my agenda that
we have to revisit our strategies for
meeting our longer-term goals, including
in relation to R&D.

This is my third time in the Agency.
The first time was 1991-93, right after
the First Gulf War. | was in the support
program office. We had 300-400 Mem-
ber state support program (MSSP) tasks
being carried out all over the world and
nobody really knew very well exactly
what was going on. So we had to put a
certain structure in place.

Ever since then, MSSPs have played
a very important role in supporting us.
However, as | mentioned this morning,
we also face a challenge here. When
MSSPs develop "high tech" solutions for
us, not all of our member states will al-
low us to use that technology. So it's not
just enough to have it, it also needs to
be deployed.

One such example relates to re-
mote monitoring. This is a very promising
technology for us resource-wise. Yet,
there are still countries, even in Europe,
that will not accept this type of technol-
ogy. The reliability of our equipment has

improved markedly over the past fifteen
years or so. So things are going in the
right direction overall.

Obie Amacker: This
goes back to yester-
day's topic and, Lau-
ra (Holgate), your

group’s discussion

on the security is-
"] sues. | don't know
who exactly mentioned it, but there was
reference to the cyber/computer side as
well as physical security. The context of
their cyber security discussion was
mainly related to plant/facility systems
operation and proprietary information.
My question is, is there a recognition
that cybersecurity and physical security
go hand in hand, that they are integral to
each other by relying on each other for
their efficiency, and are they being
looked at in that context or just as sepa-

rate elements?

Laura Holgate: |
think that recogni-
tion is more clear at
the technical and
operator level than

itis at the policy and

leader level. | think
it's harder for the leaders who have
steps net on one part of their brain and
guns, gates, and guards on the other
part of their brain to kind of bring those
together in a sophisticated way.

But | do think there's progress.
There's recognition in the Communique,
which had a little bit more of an expert
tone to it about the interconnection of
cyber in the broader challenges of physi-
cal protection.

And then there's also a related is-
sue that the British have been very clear

about raising both in the Seoul Summit
and in the Hague Summit about informa-
tion security as a component of physical
security. That has more to do with floor
plans and guard schedules and things
like information having to do with sen-
sitivity of information, but obviously the
thing that makes those most challenging
is their availability on computer systems
and public access in that context. So
there's another cyber angle to that piece
of the puzzle.

Clearly the IAEA and the expert
communities recognize this. They're
doing several new components of the
security series that relate to the cyber-
security and how to integrate it into the
broader piece and that data point was
brought in a few times during the Sher-
pin negotiations. But I'm confident and
just speaking for myself, | accept it and
| understand it at a very broad level, but
| don't actually have a good set of ex-
amples near at hand to explain how the
interaction really takes place.

It's interesting you should say so
because tomorrow | leave to go to a dif-
ferent conference where we're having
a WMD (weapons of mass destruction)
panel that at the last minute had a cyber
person added to it. So we're all trying to
figure out how nuke, chem, bio, cyber,
what is the connectivity? What is the
spectrum? Does it really belong there?
Does it belong above or below in some
way because it does connect. On the
other hand, the solution sets in cyber
land seem quite different from the solu-
tion sets that we think about in terms of
solving the nuclear, biological, and chem-
ical challenges. But cyber as an intensi-
fier of those challenges, | think is more
and more visible to the community.
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Chris Pickett: During
your plenary talk
this morning, Mr.
Varjoranta, you were
talking about tech-

nology and the need

for new technology
at the Agency. One thing from the U.S.
side that we've experienced is there
seem to be long delays in getting accep-
tance for new technology. The process
of accepting and approving it for use for
safeguards has been rather lengthy, al-
most to the point that some systems
become obsolete before they can get
certified for safeguards use.

We recently had an Agency work-
shop on measurement codes, the non-
destructive assay codes that are used
for materials accounting measure-
ments. Attendees indicated that hard-
ware changes faster than software and
that in trying to support the new hard-
ware changes, the IAEA is running into a
lot of technology obsolescence in terms
of maintaining and sustaining these sys-
tems. Could you speak a bit on what
could be done to improve the infusion
of new technology into the Agency and
what options are being considered for
sustaining some of the current systems?

Varjoranta: \We are facing the chal-
lenges to which you refer and it's not
beneficial for us or anyone else. Devel-
opment takes time and effort and money
and then, sometimes, we are not able to
deploy that technology because mem-
ber states won't agree. | think there is
no simple, quick fix for how to deal with
that.

Due to concerns over cybersecurity
and physical protection, many plant op-
erators are getting increasingly careful
about what kind of equipment we are

allowed to take into nuclear plants. We
cannot show the plant operators all the
details of all of our equipment, so we
have to find ways of dealing with this.
And of course it means good synergetic
communication and cooperation be-
tween developers, the end users and us
as to where the equipment is going to
be deployed.

There are also examples where
particular technologies being developed
for us are no longer appropriate or have
become obsolete before they reach the
production stage. In which case, we

might need to stop or modify a particular
R&D project.

Markku
Building on

Koskelo:
that
very same topic,
there has been
some discussion or
perhaps rumor, not
sure if it's true, that
the Agency would do some of its own
R&D for systems, instruments, or per-
haps computer programs. Would you
care to comment on whether that rumor
is true and whether there is some dis-
cussion that would mean that some of
the research that was previously done
outside through the support programs is

now being brought in-house?

Varjoranta: It's always been the policy
and still is the policy that the Department
of Safeguards is not a place where R&D
takes place. Instead, we build on the
R&D carried out in our member states.
We don't have the human or financial re-
sources, or the facilities, to do the work
ourselves. Certain activities may need to
be carried out in the future on a small
scale, but nothing major.

Glenn Abramczyk:
It's sort of become
a joke, but I'm going
to come back to the
last question from
this morning about
the budget. Surely
you must have some of kind of estimate,
based on the continuing number of
states you're going to have to look at,
the number of facilities you need to look
at, cybersecurity versus physical securi-
ty. Do you have just any kind of projec-
tion of what your budget should be to
get you, if not ahead of the curve, at
least back on the curve to meet your
mandate?

Varjoranta: \\We are actually starting that
exercise in a couple of weeks' time. It's
not easy. You need to look at the Agen-
cy's budget as a whole, and not just
at the safeguards budget in isolation,
because the Agency’s budget is put to-
gether in a complex way.

As | mentioned, we are dependent
on extra-budgetary funding in the safe-
guards department and it's highly appre-
ciated because without it we couldn’t
get by. It's not only money but it's also
the experts that member states have
provided to us. So the purpose is not to
try to get rid of extra-budgetary funding;
we need it. The discussion is where the
balance lies.

We have certain policies in place for
using member states’ extrabudgetary
funds. For example, we don't use cost-
free experts for inspection activities; we
use them for supporting our technical
services. Indeed, in a few areas, for ex-
ample, related to safeguards equipment,
we have a section where most of the
staff are cost-free experts. You could ar-
gue that this is not sustainable in the long
term. But it's necessary at the moment.
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So the whole budget issue is broad-
er than how much money we need. My
purpose today was not to show that we
need X number of dollars. My purpose
was to show that as far as | can see into
the future, this is not going to get easier.
The World is getting more complicated
and more people in countries all over the
world will get to understand the physics
related to nuclear materials. Such knowl-
edge will keep spreading, aided by the
internet. This is challenging. If we are
going to meet that challenge, we need
to be thinking “outside the box".

The other important element is that
it's always easier to ask for extra-budget-
ary funding for activities than to get long-
term increases in the regular budget.
Let me take Iran as an example. It was
reasonably easy to raise 6 million Euros
for activity related to the Joint Plan of
Action. But where do | get more than a
dozen additional, extremely experienced
inspectors to designate to Iran? Recruit-
ing inspectors usually takes about a year,
with another year for basic training. And
then it is seven years before they are
really capable. | can only send good,
experienced people on an important in-
spection where they cannot afford to
make a mistake. At present, we are cop-
ing by taking experienced people from
the service divisions. But this leaves
gaps in the “back office.” So it's not only
money, it's also human resources. | don’t
want to be in a situation whereby a com-
prehensive deal between the E3+3 and
[ran is struck and then | suddenly need a
large number of inspectors and have to
start recruiting.

Scott Vance: That's
an interesting an-
swer, because it
pertains directly to
what struck me this
morning. | really en-
joyed your talk very
much. In it, you mentioned that one of
your goals was to get inspectors to, I'm
putting words in your mouth so you can
correct me, work smarter, not harder. In
other words, to take advantage of expe-
rience and become less rigid and more
flexible. What struck me as you men-
tioned that was the relationship of that
goal to the concern that the nuclear in-
dustry has had for some time with the
aging of our workforce and the inability
to replace that workforce. So, it's inter-
esting you just answered that question
that way, because |I'm curious how big of
a concern is losing expertise and making
sure that you retain as much as you can?

Varjoranta: Itis a concern. It's also about
the competitiveness of the Agency as a
workplace. When | came to the Agency
the first time in 1991, | had a new fam-
ily. | had three small kids and a wife.
When we came to Vienna, my salary in
Vienna was slightly more than our salary
together in Finland. Today, the situation
is more likely to be that the single salary
in Vienna is lower than the combined sal-
aries from elsewhere in Europe. That's
another reason why we have difficulties
recruiting competent young people.

Ken Sorenson: Tero,
| apologize upfront,
but this is another
budget related ques-

tion. In vyour re-

marks this morning,
the reality you deal

with, you recognize it and | think your
perspective that you mentioned in one
respect is to work smarter, be more pro-
ductive, and more efficient and that goes
to my question. How do you and how
can you take advantage of the work of
other safeguards organizations like
EURATOM and ABACC to help meet the
IAEA safeguards objectives?

Varjoranta: EURATOM and ABACC are
quite different organizations in their na-
ture, their legal setup and the way they
operate. So there is no one-approach-
fits-all. We are trying, of course, to make
as many synergies as possible with
these regional safeguards organizations.
However, at the end of the day, we are
responsible for our conclusions. We
have to be accountable for that.

We provide safeguards conclusions
once a year. So if you get the okay from
the Agency, it's valid for a maximum of
twelve months.

Sam Savani: Your
talk was very inter-
esting and very in-
formative. | enjoyed
it very much. | gath-
er that one of the

challenges that you

are facing

is communication—asking
“what are you going to do, what are your
intentions?” Another challenge is re-
sources, and we talked a lot about the
budget and the experts and resources
who can do all the work on time, and
their retention. The other challenge is
the pressure on conclusions, once you
come up with an observation or conclu-
sion, they have serious consequences
so you have to be under a lot of pressure
to get it right so the decisions that are
made are good. Are there any other ma-
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jor challenges that you or your organiza-
tion and what are major steps are you
taking to address these challenges?

Varjoranta: One of the major challeng-
es for us is communication. Naturally,
we cooperate all the time with mem-
ber state experts and their state sys-
tem of accounting and control (SSACs).
Somehow we took it for granted that
if the states’ experts know, then the
missions and capitals also know, and
the governors on the Board also know.
But, this is not always the case. The
state-level concept (SLC) is a very good
example. While several member state
delegations did not appear to fully un-
derstand the SLC, at the working level
we were having good technical coop-
eration with their facility operators and
experts in national laboratories. We
have to improve our communications
at all levels.

Our other communication challenge
is that because diplomats usually only
stay three years and then rotate, it's not
enough for us to inform and educate
people once, we need to keep repeating
the exercise. So we have decided to en-
gage in ongoing dialog with the member
states to ensure that they know what we
are doing. Essentially, the root cause for
all our problems over the SLC is a lack
of understanding. And it's not the mem-
ber states’ fault. We have to make sure
the member states understand what we
are doing because | can't ask anyone to
trust me and what I'm doing if they don't
know me and if they don’t know the ba-
sis of what I'm doing.

Robert Curl: When
you were talking
about the Agency's
resources, you talk-
ed about where you
are applying your
resources and how
much of the inspectorate effort goes to
various applications. You mentioned that
you have large member states that are
nuclear weapons states, and you apply
safeguards to their commercial non-
weapons programs. A large portion of
the Agency's inspectorate effort goes to
applying safeguards in these nuclear
weapons states, and there are reasons
for that. | thought | heard that you might
be considering the possibility of pulling
back from that a little and redirecting
some of those inspectorate resources
where they may be more needed. Can
you comment on that?

Varjoranta: It's a policy of the Director
General that we continue to implement
safeguards in nuclear weapons states
and more than we have done before.
Carrying out safeguards in some of the
different types of facilities in nuclear
weapon states—developing approaches
and developing techniques—is very use-
ful for us. It's true that safeguards in
nuclear weapons states are expensive.
And on the horizon there are possibili-
ties that major plans and major costs are
coming up so we do need to do some
serious thinking about how we conduct
safeguards in a smarter way.

Clemens Listner: |
also have a ques-
tion on the state-
level concept and |
really — appreciated

that you gave in the

morning such a clear picture of what
you're doing in the Agency on the state-
level concept. If your supplementary
document is as clear, | don't foresee any
further problems coming up. But while
you're going a step forward on the com-
munication’s side, | have the impression
that the IAEA is going a step back on the
aspect of universal applicability of the
state-level concept. Because you said in
the morning that you are applying these
state-level approaches only to the Broad-
er Conclusion states at the moment. But
| don't see actually why it shouldn't be
applied to all the other types of commit-
ments, especially when you look into the
future to probably upcoming further
commitments like FMCT (Fissile Materi-
al Cut-off Treaty), which could also be
verified in a state-level concept way.

Varjoranta: At present, we are only
implementing state-level approaches for
countries with integrated safeguards.
What we are saying in the supplemen-
tary document is that we are planning
eventually to implement state-level ap-
proaches for all states. What | was re-
ferring to in my talk was that the pos-
sibility to streamline and have flexibility
in safeguards implementation is greatest
when you have the broader conclusion in
place. It's the smallest when you have an
INFCIRC66 type of agreement.

Stein: This is a follow-up question to
Laura in connection with Clemens’ re-
marks about the future role and poten-
tial of the State-Level Concept. Since in
other verification fields, like in chemistry
and biology we also have to deal with
the detection of declared and undeclared
scenarios, one might argue that the
state-level concept could be used and
applied also as a model for those applica-
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tions. We just start to study this issue in
the frame of INMM and ESARDA. What
do you think about this idea?

Holgate: What | think is probably not
useful because I'm only just since sitting
down here with Tero understanding the
state-level concept. But | have to say I'm
sitting here thinking about the Syria CW
(chemical weapons) problem as we talk
about this and where I'm more familiar
with the verification concepts. Although
it's a brand new problem for the OPCW
the Prohibition of
Chemical Weapons) where safeguards

(Organization for

are a well understood challenge. | think
the difference between what the OPCW
does normally in verification and the Syria
challenge is much bigger than say even
what the |AEA safeguards world does
normally about the Iran challenge. This is
where we're not talking about quite the
delta in impact and in confusion.

Clearly the challenges are there and
| was glad to hear that Olli Heinonen this
morning, mentioned that he and Ralf
Ocais had been invited by the OPCW
Director General (Ahmet) Uzimci to
come talk to that just a couple of years
ago before the Syria crisis about lessons
learned in the safeguards space that
might be available to the OPCW. So in
the general principle | think there's a lot
of value there.

| think the challenge in some ways
in the chemical space is so much bigger
because of the much more diverse dual
use piece. There are only so many kinds
of buildings that can be a nuclear kind
of building and you can find out pretty
quickly walking in the door whether it is
or it isn't. The chemical business, and
particularly the type that we're now wor-
ried about from the Syrian point of view,
is small scale tactical, perhaps malicious

use of residual capacity, is going to be
much less visible than either their state
production facility which was secret. |
mean their large scale production ca-
pability. So the next two phases of the
Syria CW problem are going to be really
challenging and | think you do have to
take into account past behavior in terms
of hiding and truth-telling and other chal-
lenges like that. It's my perception that
that's some of what is trying to be got at
in the state-level concept is the history
of performance and not just the specific
checklist of today’s reality. But | bet you
have an idea.

Stein: | agree completely about the
complexity of this issue. But it might be
possible that the state-level philosophy
can be used as a tool for system analy-
sis to structure the problem and identify
sensitivities and priorities.

Holgate: Sounds like a good PhD thesis.

Pickett: Your predecessor, (Former IAEA
Deputy Director General) Herman Nack-
aerts, when he spoke to this roundtable
a few years ago, mentioned he wanted
to see inspectors become more like in-
vestigators to help them do a better job
of detecting undeclared materials, activi-
ties, and such. Is that still a desire or goal
at the Agency?

Varjoranta: \We stick very strictly within
the legal framework that we have. To be
able to implement safeguards well re-
quires good cooperation with member
states. We have seen what it means
when we don’t have good cooperation.
There was a major push a few years
ago for safeguards to become “informa-
tion driven.” | think there was some mis-
understanding here. As | mentioned in

my speech, in nuclear material accoun-
tancy we get every year over 700,000 re-
ports from our member states on nuclear
material. Today, we are looking at about
20,000 open sources of safeguards-
relevant information. We are looking at
about 400 satellite images. And we may
also receive a few dozen pieces of infor-
mation from third parties.

So you see that nuclear material ac-
countancy is the basis of our work along
with that of the inspectors—checking
that reports are accurate, that they re-
flect the situation: monitoring the flows
of nuclear material is the key thing we
do. As we have 180,000 significant
quantities under safeguards, we have to
make sure that those significant quanti-
ties are where they are supposed to be.
That's still the core of our business. That
isn't changing.

Different
guage and terminology can also cause

interpretations of lan-

problems. There are a lot of examples
where words have different meanings
when translated into different languag-
es. So, another reason why referring to
our inspectors as “investigators” is not
in my vocabulary is that it may translate
in ways that give the wrong impression.

Abramczyk: Perhaps a question for
both of you. It's been mentioned several
times but never brought up further than
the Democratic People’s Republic of Ko-
rea. Do you have plans, desires, or con-
tingencies if you were allowed to go in
and do some kind of inspections?

Holgate: Yes.

Varjoranta: Yes, also from my side.

Abramczyk: Care to elaborate?
Holgate: No.
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Varjoranta: No.
(laughter from the room)

Abramczyk: | get credit for the shortest
answer.

Varjoranta: In my speech this morning
| said that we are maintaining readiness
to go back into the DPRK. If the request
were to come now, we could fire up our
system reasonably quickly. But, to be
able to maintain that readiness, we need
to devote quite significant resources.

Holgate: I'll be a little less flippant in sug-
gesting that if we get to a point where
it's beyond simply a safeguards issue or
compliance issue and we're actually into
a threat reduction phase of a North Korea
problem where they’ve decided to aban-
don a program and there's a need for in-
ternational support in helping deal with
the residue facilities, materials, people.
That has been one of the impacts of the
major squeeze on our budget for nonpro-
liferation programs, is there used to be
kind of a floating bogey out into the fu-
ture years for that contingency. And that
doesn't exist.

I'm confident should we have that
opportunity, resources will be found. But
in the absence of the luxury of being able
to say well, maybe in 2017 or 2020 we'll
need to take apart facilities, dispose of
material, redirect human personnel, we
don't have that now in the future year
budgets. Should we find ourselves in
that opportunity without a lot of prior
visibility and sometimes these things
do happen in a shock. Again, to turn to
the Syria chemical thing, who would
have guessed a year ago we would
have had a thousand tons of chemical
moving around the Mediterranean on a
ship invented by our army in six months.

And then transformed the destruction
technology from something that took
up two football fields and was mainly in
two dimensions to one that is now on
five decks of a ship and has to function
in three dimensions. Those were com-
pletely unpredictable things. We found
the resources. We found the technology.
We found the expertise and we made it
work. So, I'm sure that we will do that
and that’s a day | think we can hope for,
is to find ourselves with those kinds of
problems in North Korea as opposed to
the much more dangerous kinds of prob-
lems we face right now.

Amacker: This is for Laura. Yesterday
when you were discussing the last sum-
mit and you talked about an exercise,
| like the fact that you went back to it.
Dealing with scenarios is most likely
new to the policy types and is an educa-
tional process. The approach taken goes
back to an old educational adage relative
to “tell me, show me, involve me,” and
how powerful the involvement aspect
can be. Your description of the exercise
you threw out initially being viewed with
skepticism but in the end was valuable
demonstrates the value of involvement.
Are there plans to develop something
similar for the next summit in 20167

Holgate: Yes definitely and in fact we're
looking at ramping it up in a couple differ-
ent ways. First of all, hopefully we can get
a little bit more complex with the leaders
themselves. It may be we'll have a few
different leaders in a couple of years from
the ones that were in The Hague but it
won't be a complete turnover.

And | think the antipathy toward
the scenario concept that was at the
Sherpa level in the plans will have dis-
sipated significantly. We haven't tested

that proposition yet but the Sherpas
were frightened of this. They were so
concerned that their leaders were go-
ing to be made to look stupid, that they
were going to be put on the spot to read
a spectrum and know whether it was
plutonium or HEU, that they were going
to be asked questions that they wouldn't
know answers to. And much of this was
just people who had never been through
an exercise process before. We exercise
all the time. The President exercises all
the time. He is very familiar with these
things. So we knew our leader was go-
ing to be fine with it, but there were a
lot of Sherpas who were very skeptical.
But when the leaders themselves got in
the room, they loved it. They had a great
time. They engaged. It was a very light-
weight scenario and we just had to pop a
few things in and then they went on and
then the Dutch prime minister who was
actually facilitating himself, there was
no exercise facilitator, had to jump in
and close things off prematurely so they
could get to the next move. | think we've
proven this isn't scary and that maybe
we can be a little more complicated at
the leaders level.

But the other thing that we're try-
ing to build into it is, is there something
useful to do at a minister’s level. For
example, (U.S.) Secretary (of Energy Er-
nest) Moniz who is part of the U.S. team,
came back and said maybe we should do
a minister’s, whatever ministers are re-
sponsible for nuclear security, because
it's not energy ministers in every country.
Maybe we should do a thing with them,
maybe the day before, maybe it's better
to do it six months before. Certainly the
Sherpas will need to have some visibility
into what we prepare for the leaders so
we need to think about a Sherpa-level
exercise and then there was some talk
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among some other countries about how
to take an exercise that has one level of
being an international interaction maybe
at the Sherpa level. But then that each
country has some internal action that's
being triggered in an internal exercise
at the same time so they are exercis-
ing their own coordination mechanisms
or their own emergency capabilities. So
there's a lot of action out here. In fact, |
just last week sat down with the people
at FEMA who run our national exercise
program to ask them can we piggyback
on some of their exercises—they do 75
exercises a year and they're certainly not
all WMD, much less nuclear. But can we
piggyback on some of their existing ex-
ercise planning and budgets and capabili-
ties to build a common arc perhaps of a
story that we work at the working level
with more expertise and then as we ele-
vate it, it gets a little more sophisticated
but maybe also more aimed at the se-
nior leaders. | brought someone onto my
team who is an expert on exercises—
and who helped the Dutch design the
exercise—explicitly to be more involved
in the exercise process. We really see
a lot of value and it also helps drive the
interactive nature of the summit which
every host says they want. And then ev-
ery other attendee wants to come and
read a speech. So how do we break
that cycle and it seems like the exercise
discussion is a way to allow people to
work in little tidbits about their own na-
tional capabilities or national approach to
things without having to be like a series
of rote speeches.

Vance: This question is really not fair
to either of you, because it is based on
comments from Ms. (Laura) Rockwood.
However, | would be interested in your

insights. She mentioned that she had

a personal goal during her time at the
Agency to get industry to realize the
value of safeguards to them. As an at-
torney working with the U.S. nuclear
industry, | have attempted for the past
several years to get my legal colleagues
interested in the concept of nuclear
safeguards, and their answer is always,
“That's not what we do. It's not our is-
sue.” My question is, is there anything
you've seen successful in convincing in-
dustry to realize the value of safeguards?

Varjoranta: The basic need for most
countries is to have their nuclear ser-
vices—whether it's maintenance, spare
parts, fuel etc.—flowing as smoothly
as possible. So, for these countries it
is clear there is added value in ensuring
that safeguards are in order.

Michael Whitaker:
This is more of a
than a
Back to
inspectors and the

comment
question.

expectations for
them. More time in
the office analyzing relevant information
from the wide variety of sources in the
field. More instruments for specific ap-
plications. It becomes challenging for
any of the inspectors to have extensive
experience in the use of all of them. Nu-
clear facilities becoming larger, more
complex, more automated, which may
make it more difficult to do onsite in-
spections. You mentioned earlier the
conclusions are becoming more trans-
parent. And then on top of this, the large
pool of experienced inspectors are
reaching retirement age and have to be
replaced. I'm at a loss, without more
funding for more inspectors, about what

can really be done to balance these re-

sponsibilities. We've seen randomization
to maybe reduce the number of inspec-
tions or trying to send one inspector,
then two, but that limits still experience
and it also limits the opportunity of less
experienced inspectors to learn from the
older ones. What are some ways we can
help without increasing the burden and
getting in the way?

Varjoranta: As | said before, it's ex-
tremely important whatever support we
get, whether it's through members state
(MSSPs),
these types of meetings or other interac-

support programs through
tions. The other thing | didn't mention in
my speech which is also important, is for
us also to recruit inspectors from coun-
tries that have very little or no knowl-
edge of safeguards. We can then train
them in what it means to be an inspec-
tor and when they eventually return to
their country of origin they can take that
knowledge back with them.

We should have the flexibility within
our budget to make this type of invest-
ment, because at the end of the day it
helps every one of us.

Pickett: If you both could have a couple
of wishes of what you'd like to see hap-
pen to improve global nuclear security
and safeguards, what would they be?

Holgate: | think for me the thing that
would probably make the most differ-
ence gets to this thing that Matt Bunn
and | spoke about yesterday of threat
perception. If | could really change, it
would be great to change all leaders’
minds. But there's about five to six lead-
ers or elite communities in five to six
countries, that if they really could see
the threat closer to the way we see the
threat, would be the beginning of being
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able to make hard decisions and | think
we really have to be respectful of the
fact that the things that are going to be
the most impactful in nuclear security
now, as opposed to where we were ten,
twelve, fifty years ago, are going to be
big muscle movements. It's going to be
changes in fuel cycle behavior. It's going
to be D&D on research reactors or really
a whole new way of looking at the low-
enriched uranium replacement fuel for
research. We've done the easy stuff and
we've done a little bit of hard stuff too,
but the things that are left are really hard.

How does Russia shut down eighty
HEU-using research reactors in a time-
frame that's relevant to the threat? It's
impossible. And it's really impossible if
the threat perception doesn’t even sup-

port that that's the smart thing to do. So
| think if you don’t start with the threat
perception, you're not going to get those
big muscle movements.

But then my second wish would be
for a capability of the IAEA that was also
closer to being commensurate with the
risks involved. You have every right to be
sad about $170 million budget but your
friend Khammar Mrabit sits over there
with a $10 million in the (IAEA) nuclear
security office from the regular budget
and he also depends heavily on voluntary
offer. So | think a broader sense of threat
perception, | think that would enhance
the political acceptability of increasing
the capabilities and resources available
to the Agency in the context of security.

Varjoranta: Perhaps from a safeguards
the Member
States understand how safeguards actu-

viewpoint, to have all

ally benefit each and every one of us.

Mangan: |I'd like to make an observa-
tion. This roundtable has been one of
the more aggressive and active round-
tables that I've been at and I've been
at all of them. | think it's because Tero's
presentation this morning woke up a lot
of people with regard to asking ques-
tions and getting more information. |
think that reflects on the comment that
| made earlier that you, Tero, did a great
job this morning and you did a very good
job here. And Laura, you did too.
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Michael Whitaker: Good morning, ev-
I'm  Michael Whitaker,
of the INMM International Safeguards

eryone. chair
Technical Division. It is a great honor and
a privilege to be able to introduce our dis-
tinguished panelists this morning.

The theme for this morning’s panel
discussion is how the evolving domestic
regional and IAEA safeguards require-
ments and practices are influencing
safeguards implementation and culture.
We've invited our panelists each to give
a brief opening statement or set of com-
ments and then we will open the floor
for questions and comments from you.
I'm looking forward to a very lively dis-
cussion.

With that, let me introduce our first
opening statement by Dr. Piotr Szyman-
ski. He is the Director of Nuclear Safe-
guards at the European Commission in
Luxembourg. He studied physics at War-
saw University and went on to complete
a PhD in experimental particle physics
and is the author or co-author of more
than 200 scientific papers in various
fields of particle physics. He was also
the head of the department for interdisci-
plinary applications of physics. As EURA-
TOM director he is currently responsible
for the verification and inspection of the

non-diversion of nuclear materials at all
civil nuclear installations within the Euro-
pean Union. Please join me in welcom-
ing Piotr Syzmanski.

Piotr Syzmanski: Thank you very much.
Yesterday | described to the audience
the extraordinary powers that were
given by the EURATOM treaty to the Eu-
ropean Commission as a key executive
body of that European Union (EU) and
the EURATOM community, the number
of words which are put together to un-
derstand a bit of a structure of European
institutions.

But the European Commission is
the guardian of the treaties and as such
has put in place an original system of
safeguards across EU territory. For over
half of a century we cover all civil materi-
alin the EU. Occasionally, former military
material is also taken into safeguards,
which may be of interest of some of you
dealing with similar topics potentially in
the future.

EURATOM safeguards is a com-
prehensive system covering the whole
fuel cycle from ore mining to spent fuel
disposal and waste disposal. It covers all
users from the smallest to the biggest
reprocessing plants in the world.

How did it evolve? The general evo-
lution was that we moved from practical-
ly permanent presence in the facility to
an inspection-based approach. Already
at that time we've been under serious
pressure for resource’s sake. What we
tried to maintain, and | hope we main-
tained during this evolution, was to keep
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a few principles that allowed us to make
the European safeguards a success
story for more than fifty years.

One of the sentiments is verification
across the whole line starting from the
declaration down to physical verification,
in field, in the facilities. Second, was to
stay at the forefront of technology with
the help of our regional capacity in the
European Commission, Joint Research
Centers, with the help of ESARDA, and,
last but not least, the INMM.

An important element which we
keep constant despite the evolution of a
service is transparency and communica-
tion of our stakeholders.

What will be the future? | think the
future would look like, first, more and
more online monitoring of equipment
starting from the state of held data
through transfer of measuring informa-
tion down to transfer of surveillance
measures. This is very important to be
able to react to or prevent equipment
failures and then to reduce unnecessary
activities related to it.

Second, we will always be present
in the facilities. This will not be replaced
by the technology. Technology will help
us to better use the time in the facility,
to better prepare for the inspections.
But this and knowledge of the facility,
we want our inspectors to know inside
out the complex facility they are dealing
with. And | hope despite the pressure on
resources with the help of all international
community we will be able to maintain
the credibility of EURATOM safeguards
in Europe. Thank you very much.

Whitaker: Next | want to introduce So-
nia Fernandez-Moreno. She is a senior
expert in nonproliferation in nuclear se-
curity issues and is currently serving at
ABACC, the Brazilian-Argentine Agency

for Accounting and Control of Nuclear
Material, as the Argentine planning and
evaluation officer. She has served in the
federal government of Argentina in the
Atomic Energy Commission and at the
Nuclear Regulatory Authority for more
than thirty years. She has also served in
the IAEA director general’s standing advi-
sory group for implementing safeguards,
SAGSI, until 2009. As former head of the
institutional affairs and nonproliferation
of Nuclear Regulatory Authority, she was
responsible for international cooperation
in nonproliferation matters. And she
was one of the key officials involved in
negotiating and implementing the agree-
ments between Brazil and Argentina
for the peaceful use of nuclear energy
and particularly the establishment and
consolidation of ABACC and in the safe-
guards agreements with |AEA. Please
welcome Sonia.

Sonia Fernandez-Moreno: Thank you,
Michael. Thank you, everybody. Good
morning. My presentation yesterday
was more related to the history pre-
ABACC and the history of the two coun-
tries building a confidence mechanism
to open up the nuclear programs to each
other in a kind of reciprocal inspection
mechanism.

But today | think that | will talk more
about ABACC working together hand-
in-hand with the IAEA in implementing
full scope safeguards both in Argentina
and Brazil, in all nuclear materials, and
in all nuclear activities. ABACC has the
obligation and the mission to implement
its safeguards, it's an bi-national or bilat-
eral safeguards agency. And this is the
unigue and only mission that ABACC
has. Of course, ABACC does thisjobina
way to optimize as much as possible the
implementation of safeguards in partner-

ship with the Agency. We have joint use
of equipment guidelines. We share the
contaminant surveillance equipment, the
NDA (non-destructive assay) technolo-
gies as much as we can keeping in mind
that both organizations should be able
to draw independent safeguards conclu-
sions and this is a very key point to our
system. We also prepare and implement
joint inspection procedures in the field.

But this is why | think this session is
very pertinent, because when you think
how the evolving domestic, regional, and
international safeguards may influence
safeguards practices and requirements, |
would say well, they really influence the
implementation of safeguards a lot and
that's why | think that the data covers
very well this point. That is why we need
to have a high degree of coordination,
a high degree of cooperation to ensure
that we can implement safeguards in an
efficient and effective manner. Trying to
avoid hampering the nuclear industry as
much as possible. And in cooperation
with the state regulatory bodies.

In terms of the safeguards imple-
mentation, | may say that any evolution
of safeguards should bear in mind that
our end partner is the operator of the fa-
cility that has to run and to fulfill an objec-
tive, which is to produce something for
the industry. And any change in the safe-
guards may have a great impact on this
process. So | would say that as much as
possible what comes to my mind is we
need to be predictable. We need to be
able to plan ahead and to be able to com-
municate to the operators and the state
authorities what are our objectives, what
are the changes, how these changes can
impact on the safeguards in that plan.

And, of course, we need to be
ahead of the implementation on the new
technologies because technology as it
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was one of the last key points that Tero
made, continues to evolve. Technology
and safeguards is a very dynamic area
that normally needs to be implemented
early in the process of a facility. And
you know that many of us are evolving
in something like safeguards-by-design
concepts, there are some issues that
we can talk with the operators early in
the process when they communicate to
the agencies that they will build a new
facility. So there is a lot of opportunity
to fulfill this impact on the safeguards at
the facility level.

And the interface there between
the IAEA, ABACC, EURATOM, and the
state authorities and the operator is very
important.

Culture is something totally differ-
ent for me. The safeguards culture im-
plies that you share values, that you're
talking about policies and common
grounds, and a common understanding
on the system you are operating. So it's
very important that all the stakeholders
have a good understanding of what you
are doing and why you are doing this.
And if possible ideally to really share the
same objectives, the same use, and the
same goals because | think that at the
end of the day we are all in the same
vein, just trying to help, to contribute to
the total elimination of weapons mass
destruction of nuclear weapons and then
if we're working the environment of the
culture in a multicultural environment,
we need to be able to be flexible and
open enough to understand others’ per-
ceptions, other views, and see how we
can address these views in order to gain
this confidence system that safeguards
basically is. Thank you.

Whitaker: Our next statement will be
made by Steve Adams. He is the deputy

director of the U.S. State Department
Office of Multilateral Nuclear and Secu-
rity Affairs. Steve joined the Arms Con-
trol and Disarmament Agency, ACDA,
to work on matters related to strategic
nuclear arms control including the ABM,
INF, and START | treaties. In the years
following ACDA's merger with the De-
partment of State, Steve took over the
chairmanship of the U.S. government's
interagency policy formulation com-
mittee on international safeguards and
monitoring. He is currently responsible
for policy formulation related to IAEA
safeguards and technical cooperation,
the implementation of the nuclear non-
proliferation treaty and various nuclear
weapon free zone treaties as well as
nonproliferation matters associated with
the G7 summit process. Please wel-
come Steve Adams.

Steve Adams: Thank you. In the time
| have this morning, | wanted to make
two main points. One is what the U.S.
has done both policy-wise and practically
to evolve safeguards basically since the
beginning of time.

Shortly after World War Il was over
the U.S., Canada, and the United King-
dom issued a trilateral statement that
seems to be the first instance where the
word safeguards was used in the nuclear
context. It initiated an international pro-
cess that started in the United Nations.
Indeed, the first resolution at UNGA
(United Nations General Assembly) was
related to nuclear energy. And that reso-
lution formed a United Nations Atomic
Energy Commission. That commission
faltered after a period of time but during
that time, and remember this was a time
when the U.S. still had a monopoly on
nuclear weapons in the world, we intro-
duced into that commission what was

called the Baruch Plan, which was a plan
by which the U.S. proposed to eliminate
its nuclear weapons in exchange for
strong international controls and these
included an inspection regime.

The climate at the time was not
amenable to such detailed inspections,
particularly on Soviet territory. The com-
mission was dissolved in 1952 and coin-
cidentally the following year was when
President Eisenhower made his pro-
posal that led to the development of the
International Atomic Energy Agency.

These are some of the matters of
policy that we started in the very begin-
ning of the nuclear age. Later in the age
we began to contribute to the technical
development of safeguards and as some
of the talks yesterday pointed to some
of the early safeguards experiments
at research reactors, at BWR, LWRs, as
well as in reprocessing, by the time the
Nuclear Nonproliferation Treaty came
along, the U.S. agreed to accept safe-
guards on its commercial nuclear fuel
cycle insomuch as the IAEA was willing
to request them.

And in the 1980s that meant re-
search reactors, BWRs, LWRs, and fuel
fabrication facilities in the U.S. to a
limited extent were subject to safe-
guards. By the mid-"90s maintaining that
was not possible largely in part due to
the budget of the Agency and the U.S.
made a proposal to submit the material
that came out of our defense programs
to IAEA safeguards and also reimburse
the Agency for that. This continued the
cooperative development that we had
with the Agency and the technical evolu-
tion of safeguards.

On a financial note, Tero mentioned
the budget of the IAEA safeguards de-
partment is about $170 million. The U.S.
made a decision more than a decade
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ago when we renegotiated our rate in
UN organizations, which was at the time
about 25 percent, so 25 percent of the
regular budget at the UN was paid by the
United States. We renegotiated down to
22 percent but we made a conscious
decision in the IAEA not to reduce it be-
cause of the value we placed on this in-
stitution. We continue to pay 25 percent
of the budget and as well as this past
year our extra-budgetary contribution to
safeguards is over $42 million most of
it, with the exception of about $13 mil-
lion, is a cash contribution. The rest is
in-kind. This has gone through to sup-
port the IAEA in doing the E-test project,
its work in IT technology and develop-
ment of other technologies related to
safeguards implementation as well as to
much needed training.

And just to point the direction into
the future, it's our intention to continue
this cooperation into the future. Presi-
dent Obama made a famous speech in
Prague, part of which addressed even-
tual nuclear disarmament. In that atmo-
sphere the IAEA will have to be very
well prepared in its budget to take care
of disarmament in that probably more
distant future as we have more than 300
facilities that are eligible for safeguards
right now. There would also be locations
outside of facilities that would need to
be involved. Thank you very much.

Whitaker: Our next panelist is Tomonori
Iwamoto. He is the director of the nu-
clear safeguards and security division at
JNFL (Japan Nuclear Fuel Limited). He's
had a long and interesting career that has
involved uranium enrichment, plutonium
reprocessing and the production of mix
oxide fuel. He joined the Power Reactor
and Nuclear Fuel Development Corpora-
tion (PNC) in 1972 in the R&D division

While em-
ployed at the Ningyo enrichment plant in

for uranium enrichment.

1981 he was involved in the Hexapartite
Safeguards Project that established the
technical basis for IAEA inspections at
enrichment plants. In the late ‘80s, he
was assigned as a national safeguards
inspector in the Nuclear Safety Bureau
and was involved in the large scale re-
processing plant safeguards forum. He
returned to PNC in the ‘90s and was re-
sponsible for developing safeguards for
the Tokai reprocessing plant, MOX fuel
fabrication plant, and the fast breeder
reactor. Since 2002 he has managed
safeguards for the Rokkasho Reprocess-
ing Plant including nuclear safety as well.
And was responsible for safeguards and
nuclear security for J-MOX which is cur-
rently under construction. Please join me
in welcoming Tomonori.

Tomonori Iwamoto: Thank you. Good
morning everybody. In order to obtain
a secure energy condition in Japan, the
government of Japan actively proceed
nuclear fuel cycle activity. Because Japan
has almost no energy sources, therefore
the only choice is nuclear energy, par-
ticularly the utilization of plutonium. So
in this sense, credible safeguards mea-
sures should be needed to ensure the
peaceful use of nuclear material and
nuclear facilities.

The safeguards evaluation in Japan
based on facility scale up manner. For
instance, in the case of the enrichment
plant, first we have at the small scale pilot
plant at Ningyo, fifty tonnes SWU. That
time we are developing a safeguards ap-
proach and safeguards tools. That time
we have created a picture of the more
effective safeguards for the future. Next
step is the demonstration of future com-
mercial plants. So that time we under-

stand what kind of activities we need.

In case of a reprocessing plant, we
have the Tokai reprocessing consequent-
ly commercial reprocessing. MOX fabri-
cation plant as well. So we conducted
safeguards with material accounting at
a small scale stage, then we learn what
kind of safeguards would be needed for
future scale of plant. For the large pluto-
nium handling facility, we have learned
necessity of hold up measurement sys-
tem and accurate waste measurement
system for future large scale plant.

Efforts from the safeguards cul-
ture, first is inspection use of the op-
erator equipment. In case of the large
reprocessing plant exists tremendous of
measurement points, in order to provide
independent verification effective and
minimization of the operation hamper
for the safeguards implementation, we
identified an appropriate way that is the
inspection use of operator equipment by
the signal splitting. However, the signal
slitting is the authentication. However,
appropriate authentication arrangements
are complicated, which will require coop-
eration efforts by the operator.

Second is performed special test.
We conducted special test for the estab-
lishment process inventory estimation
equation. Rokkasho Reprocessing Plant
(RRP) has so much process inventory
and some processes are un-measure-
able at time of interim inventory veri-
fication due to it performs in operation
mode.

The nuclear material in the pulse
column, mixer-settler and the evapora-
tors are difficult determine the amount.
Therefore we conducted several times
special tests to establish the estimation
equations. We stop the plant operation
at the time of normal operation condition
and perform flash out operation to move
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the nuclear material to the measurable
vessels. Then determine how much nu-
clear material in the process and concen-
tration of the nuclear material. Through
the tests we obtained vessel equivalent
volume in the extraction cycle and the
inventory estimation equation.

Other point is onsite analytical ca-
pability. The government of Japan and
IAEA jointly set up onsite laboratory in
the RRP. Those are connected automatic
sampling pneumatic transfer line. Inspec-
tion sample taking for the verification will
be performed automatically and analysis
can be done immediately. So those pro-
vide effective and credible safeguards
with the timely manner. In addition, the
inspectorates introduced automatic data
collection evaluation system so-called
I3S (Integrated Inspection Information
system), which is provide timely evalua-
tion and review of the inspection equip-
ment data including diagnosis inspection
equipment.

Currently the Agency develops data
transmit form the I13S to the headquarters.

But I'm not sure current status of
the development. Anyway those are
to provide high confidence of the safe-
guards.

And now, we are performing design
of the safeguards system for the J-MOX.
In order to provide high assurance of the
safeguards, we realize that the design
information evaluation and detail op-
eration scheme are essential, especially
safeguards-by-design viewpoint.

Those are cooperation among the
IAEA, the government of Japan, and the
facility operator. Up to now we believed
that the safeguards evolution in Japan
has made under the extend cooperation
manner among three parties. Thank you
very much.

Whitaker: Our sixth panelist is Laura
Rockwood. She joined the Harvard Uni-
versity's Kennedy School Belfer Center
managing the atom project as a senior
research fellow in February 2014. Prior
to this position Laura was at the IAEA
and was the section head for nonpro-
liferation and policymaking in the office
of legal affairs. During her twenty-eight
years of service at the IAEA she was in-
volved in all aspects of negotiation, inter-
pretation, and implementation of IAEA
safeguards and was the principle author
of the document that became the Model
Additional Protocol. She participated in
negotiations of the Trilateral Initiative and
the Plutonium Management and Dispo-
sition Agreement as well as the director
general’'s expert group on multilateral
approaches to the nuclear fuel cycle and
three NPT review conferences. Please
welcome Laura.

Laura Rockwood: It's great to be back
here in such an august crowd. As | men-
tioned in my presentation yesterday on
the evolution of the legal framework for
the nonproliferation regime, my view is
that the nuclear nonproliferation regime
came about as a function of states’ need
for individual and collective security and
the threat posed to that security by nu-
clear weapons. | believe it has evolved
as a function of shifting perceptions of
the nature and the source of that threat.
Changes in those perceptions have
produced changes in national security
policy and as a consequence in the nu-
clear nonproliferation policy and the legal
framework for that policy.

In the early days the efforts were
focused on ensuring that nuclear trade
didn’t contribute to the proliferation of
nuclear weapons. It was addressed
initially through bilateral national safe-

guards. But very quickly evolved into
the creation of the International Atomic
Energy Agency and an international safe-
guards system designed to ensure that
there would be no misuse of supplied
items.

But with the increase in the num-
ber of nuclear weapons states and the
development of states indigenous as op-
posed to supplied, their own indigenous
nuclear programs, it became clear that
what needed to be addressed is the risk
that states could produce their own nu-
clear material and perhaps use that for
weapons purposes. And this resulted in
the development of the nuclear weapon
free zone treaty in Latin America, the Tla-
telolco Treaty, and the NPT and the need
for a safeguards system to verify com-
pliance with those obligations. So we
created INFCIRC153 and the system of
full scope or comprehensive safeguards
agreements.

Now there were certain assump-
tions built into that and most funda-
mentally it was without nuclear material
you can't have a nuclear weapon. And it
takes an awful lot of material to make a
nuclear weapon. And for the first twenty
years in implementing comprehensive
safeguards agreements as a matter of
practice, we tended to focus on declared
nuclear material. Why? The assump-
tion was if a state was going to bother
to conclude a treaty, why would they
bother cheating? Well, these assump-
tions and that practice were stood on
their head with the discovery in Irag of
an undeclared nuclear weapons program
in which using very small quantities of
nuclear material Irag was able to devel-
op much that was needed for a nuclear
weaponization program. And some of
those activities, | remind you, didn't
even involve nuclear material.
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What happened then? This trig-
gered a massive reassessment of the
focus of safeguards, efforts by member
states in the IAEA to improve the Agen-
cy's ability to verify not just correctness
but completeness. And eventually the
approval of the Model Additional Proto-
col, which was designed to help us do
that job better.

In 2001 and 2003 with 9/11, Iran, Lib-
ya, we were quickly forced to reassess
our focus on states as the perpetrators
of nuclear weapons and start looking at
non-state actors and black markets. And
we've done a lot in that regard but | don't
think we're out of the woods yet. | think
strengthening safeguards today is more
about evolution than revolution. And the
biggest challenges by far today in my
view are not technical. They are perhaps
a lack of knowledge about the history of
safeguards and revisionist historians mo-
tivated by reasons perhaps unrelated to
safeguards who capitalize on that lack of
knowledge.

While the latter problem is difficult
to address, the former is not. It is in-
cumbent on all of us in the nonprolifera-
tion community to understand what is
already been achieved in strengthening
safeguards so that we don’t have to rein-
vent those achievements. This is why in-
stitutions like the INMM, the educational
and training programs that many of the
educational institutions, the U.S. Depart-
ment of Energy, countries around the
world are supporting. That's why those
efforts are so important.

And | take this opportunity to recall
George Santayana's famous quotation,
which | find more than apt in this situ-
ation. “Progress, far from consisting of
change depends on retentiveness. When
change is absolute there remains no be-
ing to improve and no direction is set for

possible improvement. And when expe-
rience is not retained as among savages,
infancy is perpetual. Those who cannot
remember the past are condemned to
repeat it.”

Whitaker: Our final panelist this morn-
ing is Ollie Heinonen. He is a senior
fellow at Harvard's Belfer Center for
Science and International Affairs. His
research and teachings include nuclear
nonproliferation and disarmament, veri-
fication of treaty compliance, enhance-
ment of verification work of international
organizations, and transfer and control of
peaceful uses of nuclear energy. He is
more widely recognized for his work at
the IAEA. He served twenty-seven years
at the Agency in a variety of positions
ranging from inspector to director of sev-
eral of the operational divisions until ulti-
mately achieving the position of deputy
director general for the department of
safeguards. Please welcome Olli.

Olli Heinonen: Good morning, it's so
nice to see so many smiling faces at
eight o’clock in the morning. | would like
to continue what Tero said this morning.
Actually | think the IAEA budget that he
discussed was not good news in my
view. | think that people are challenging
the authority of the IAEA. This is what
this state-level approach discussion is
actually. It's about returning to the same
discussions that took place maybe twen-
ty years ago, as Laura mentioned, in ‘91,
‘92, '93.

But before going there, Tero men-
tioned this IAEA budget of hundreds of
million U.S. dollars, the regular budget.
| live now in Boston, Massachusetts.
Boston has 640,000 people. The an-
nual budget of the Boston fire brigade
is $185 million. So this gives us a kind

of idea of the operational budget of the
IAEA. What people are now asking as
Tero mentioned, they ask him to do
more with less. If you look ten years
ahead for example here, the number
of nuclear installations where IAEA will
have safeguards in quite a few addi-
tional facilities in India, perhaps not so
much in China but all Middle Eastern
countries, United Arab Emirates, Saudi
Arabia plans sixteen reactors in the next
twenty years. Jordan, Bangladesh, Viet-
nam. Just go there, many of them are
newcomers so this will require much
more help and assistance from the
IAEA in order to create this safeguards
counsel for those countries.

| think one of the things the IAEA
board of member states really need to
think about is how far you can go with
squeezing the budget so you don't
compromise the conclusions. Because
that's the ultimate result. And | remem-
ber when Mohamed ElBaradei became
director general in 1997 and one of his
opening statements he said, IAEA has
now been quite some time with zero
growth budget. He's a person who can
say when the emperor is naked. But this
needs attention.

At the state-level approach, why |
think it's an important thing to talk and
this is where the challenge is. People
are basically questioning if IAEA is autho-
rized to verify the correctness and com-
pleteness. There's a group of states who
are of the opinion that it is enough that
the IAEA verifies the declared inventory
and when all these items which have
been declared are found, IAEA has done
its job and go away. And behind all that
is actually the IAEA access rights to all
locations where nuclear material is used
in the country. There are no sanctuaries.
In order to put this to the perspective, go
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to the IAEA website, take INFCIRC docu-
ments which are available to everyone.
There is a letter from the Iranian ambas-
sador on June 4 or June 6, just a month
ago, where he challenges exactly the
same things that this state-level discus-
sion has taken up. And this at the time
when Iran said that we have changed
our policy, we are cooperating with the
IAEA, et cetera. This goes accepted the
way as (U.S.) Secretary of State John
Kerry said a couple of weeks ago, that
there are two faces of Iran in this busi-
ness. One is the one which is the public
as smiling, the other one is what hap-
pens in the meeting rooms where the
atmosphere is very different. And this
letter gives you an idea on that.

Then the other important thing that
Tero mentioned was that this safeguards
criteria was developed in end of the
1980s basically. That people are revisiting
maybe some of the parameters. Criteria
is an important thing, it is not something
which you can just brush away. This is
based on experience those parameters.
Certainly you can revisit them and see
whether they are reasonable in a current
circumstances and with the tools you
have. But | give you one example where
| think, and this is not a criticism of IAEA.
The safeguards conclusions for those
countries that have only comprehensive
safeguards agreement in force and all
the nuclear material is in peaceful use.
This is not a completeness declaration
but that which has been declared, has
been seen.

Then the Sl criteria says every coun-
try which has one nuclear facility needs
to be inspected once a year. This was
implemented all along, the things de-
scribed came into force in 1991. In 1991
there was a war in Yugoslavia. IAEA
didn’t make any inspection in one of

the Yugoslavian republics on that year.
And the safeguards conclusion was that
IAEA was not able to make any conclu-
sion for Yugoslavia because they didn't
do any inspection. But when you take
Syria, a country which is in noncompli-
ance, whose dossier is in the United
Nations Security Council, the conclusion
is that all nuclear material is in peaceful
use. Without visiting the country.

So | think these are the things that
IAEA has still to revisit. When you make
your conclusions that the basic elements
are not compromised, because | think
here something went perhaps wrong
in the translation. This is important now
when we come to this next phase and
hopefully this Iranian dossier gets old.
And Tero was very frank that it takes
four-five years. | think he's a bit of an op-
timist like me. If you go back, we went
through South Africa in 1993. So the first
nine months when we went around all
the nuclear material had been verified by
when De Klerk made the announcement
in March 1993 that they had nuclear pro-
gram. |AEA by then had verified the ma-
terial had been presented so you didn’t
need to do that part of the history.

It took nine months from that point
to the next point to ascertain that not
more than the amount that was required
for the South African nuclear weapon
was not missing from the inventory. But
to come to this correctness and com-
pleteness, go back all this nuclear history
in the country which had almost twenty
years of nuclear activities. It took another
twenty years, it was only 2010 when the
IAEA came to this broader conclusion
that all nuclear material in South Africa is
in peaceful use.

So it's a tremendous challenge and
for that one Tero was right, you need to
have additional people, additional talents,

and additional funds. | think the IAEA has
good inspectors. They are motivated,
but you cannot, as | said yesterday, win
tomorrow’s wars with yesterday's tools.
Thank you.

Whitaker: Thank all of you very much.
Now we have some time for questions
or comments.

Audience Questions

Michael Rosenthal: In the SIR (safe-
guards implementation report) | think
when Pierre Goldschmidt was DDG
(deputy director general), he named the
names of states that had not adopted
the early reporting, a requirement that
the board had called on states to agree
to back in the '90s. | think that had a sal-
utary effect in speeding the process of
getting states to take that step. | wonder
what the panelists think about naming
the names of states in SIRs with respect
to instances where they failed to take
the steps necessary in accordance with
their agreements: it could be late report-
ing, it could be failure to allow access in
a timely manner, and so on. s that politi-
cally feasible and would it not, it it were,
help assist in speeding states on to
doing a better job?

Varjoranta: Yes, thank you. Of course
the SIR at this point in time already
names quite a bit of names. It's not just
without any names. You can read from
the document all kinds of things from
these member states and you can also
read, for example, who is delayed, how
much and for what in terms of supplying
us with the reports.

One of the things we noticed during
these past months in consultations with
the member states is that the SIR needs
to be relooked at in terms of understanding
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what the whole SIR tells. It's very rich in
data. Member states would like to see
more information on how we conclude
what we conclude. So we will be looking
at that.

Naming more names. | think that's
part of the transparency, that's part of
the direction it is going. It's the same
direction with also other areas. The avia-
tion industry, if you go and have a look
how different airliners are working, you
can find really interesting things to read.
Self-regulating is very important and in
that respect naming the names contrib-
utes to that. So what | can say basically
is that yes, we are looking into the SIR
and next year it may look again slightly
different and hopefully better in terms of
transparency and what do we conclude
from a lot of data.

Fernandez-Moreno: Just one comment
because the naming names was an is-
sue that was thoroughly discussed in the
Agency for many, many years. There are
pros and cons about putting out more
about what is going on in the states. And
anything as Tero mentioned is a delicate
balance in which you have to be careful
about what matters and that the com-
munity which is not specialized, to avoid
that they get a wrong message. Some-
times you look into the SIR and you look
under delays to report, on the partial
goal attainments, and so many techni-
cal things that the safeguards commu-
nity understand perfectly and frame it in
the right context. But others when they
read the word anomaly or nonattainment
it can lead to the wrong conclusions. |
think that the SIR is getting a good bal-
ance in the names particularly in cases
in which you are talking about serious
problems, relevant problems of concern
in drawing conclusions.

And then while there is a little bit
more of work to be done when you
name states about delays and so on that
are not impeding the Agency to draw a
safeguards conclusion.

Heinonen: | was working with Pierre
Goldsmith in those days and | feel the
names should be there. | don't take this
kind of defensive attitude. This is still
the best way to fix the problems. | think
that this question also asks, if your state
doesn't provide the IAEA with the nuclear
material accountancy reports, how can |
make a conclusion? Because that's an of-
ficial statement from the state. So | think
these are serious things. They only get
fixed when they get to the public and we
have seen some of the countries who
publish all these results like Australia, so
they put all of their ninety statements out
and one can see where they do.

And then the other thing is as you
mentioned, Sonia, the SIR, it has become
more in my view a passive document
rather than a safeguards implementation
report. For example, goal attainment.
You have to work hard to find out where
is the goal attainment. There are local
numbers, how many days in the field,
how many reports came and this one,
but the most important thing is how did
the IAEA derive the conclusions when
there is no indication anywhere how the
inspections were performed. | think it
has to be here.

Audience Questions

Thomas Shea: | have two issues to
raise, the first of which is I'm very un-
comfortable with the notion that safe-
guards evolution is driven by constrained
budget. And that's not anything new,
it's periods of decades with zero real
growth, et cetera that force the compro-

mises in the system and continue appar-
ently to be that case. If we go back to
the beginnings when there was no nu-
clear industry, it's clear that apportioning
a budget over states according to some
formula was probably the only way to
proceed. But today we have a vast nu-
clear enterprise and for example, in the
United States, the Nuclear Regulatory
Commission charges fees for licenses
appreciating that the operator of a facility
derives a direct benefit from that.

The same thing is very true from the
obtaining an agreement from the IAEA
that a state is operating in compliance
with its undertakings. So whether there
could be some fee-based structure that
might replace or complement the ex-
isting arrangements, | think is something
that perhaps should be examined.

The other consideration that | would
put forth since | get two shots at this is
the issue of sovereignty of states and
the non-nuclear weapons states, every
improvement of safeguards involves
a relaxation or a diminution of its sov-
ereignty. And that is at the expense of
the nuclear weapons states that have no
such restrictions and this disparity be-
tween the haves and the have-nots has
long been a problem in the NPT and out-
side of that. With this situation we have
very little progress in the article six NPT
conference coming up. Laura and | are
giving a talk tomorrow morning on the
Trilateral Initiative, which was a rather
extraordinary undertaking that didn't
lead to anything in the end. And so that's
a problem that we wish to address.

By the way, my comments are not
intended to be critical of the United
States. If anything | would be critical of
many other states much more so that
possess nuclear weapons. Thank you for
taking on my points.
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Manuel Recio: | am IAEA staff. | work
in the technical cooperation department.
But before | was in charge of safeguards
implementation in my country of origin
and | was involved in the negotiations
with the IAEA on EURATOM to imple-
ment the Additional Protocol in EU coun-
tries and to introduce integrated safe-
guards.

| want to expand on Sonia's com-
ment in her initial comments on this so-
called safeguards culture. | still remem-
ber some seven years ago when we were
discussing with IAEA and EURATOM,
we had high expectation on the savings
that the integrated safeguards were go-
ing to bring to the system. | understand
that this has taken place but maybe at a
slower pace than it was originally meant
based on Mr. Varjoranta's comments in
his speech.

So then it comes to my mind that
probably to determine the resources that
are necessary to sustain a safeguards
system, the question has many terms,
of course. One is the verification inspec-
torate and all the verification measures.
But another term is the operator and we
also listened to the previous speaker,
this is a key factor. And | remember that
at that time seven years ago some, we
believe, that there was kind of a lack of
enough safety culture among the opera-
tors. | don’t want to say they didn't want
to cooperate, what | want to say that
there was a lack of interest. They per-
ceived safeguards as a burden and this
really makes the safeguards implemen-
tation much more difficult than it should
be. Having further cooperation from the
operators is essential to safeguards.

So then my question would be
whether the IAEA and EURATOM are
working on a communication policy to
convey to the operators that at the end

of the day are those regulated, if | can
use the word, borrowing it from the
safety environment, that the operators
understand the benefits of safeguards.
The positive message, how safeguards
has contributed to keep alive the nuclear
business, and how their own individual
contributions helps to save resources
and shift resources to address priority is-
sues in the whole global system. Thank
you.

Syzmanski: Let's talk about EURATOM.
First of all, in a bit of a jocular manner,
we don't need to convince the opera-
tor, they just have to obey. If they don't
obey, they may be taken under adminis-
tration for up to four months. That's the
EURATOM Treaty. | understand that you
are laughing because you are jealous
that no one else says it.

That's exactly the point that we are
addressing very strongly. First of all, we
maintain close contact with operators
exactly with the purpose of, if neces-
sary, teaching them how things should
be done. Helping with setting up the
systems if they are not properly set
up, including training for both operator
representatives and people in the state
authorities who are dealing with safety,
security, and also sometimes have safe-
guards in their portfolio.

Very briefly, the more we help the
operator, teaching them, showing them
how things should be done, we can
work much more efficiently because
things are prepared when we inspect
them. They know what we expect from
them. They know where to signal the
problems because sometimes opera-
tors have a problem how to report cer-
tain things, how to prepare for physical
verification. So I'm fully on board. This is
activity which we are keeping up. We in-

vest in it even more. We even go to the
countries to provide training for opera-
tors. Because this is money well spent.
It puts extra burden on us. We use re-
sources. We have to work more on a
daily basis. We have additional burden
related to these training activities but it
pays off.

Tero Varjoranta: As Piotr says, we are a
little bit different in the Agency in terms
of EURATOM's legal mandate. Our part-
ner so to say, our first point of contact
is of course the member state. So we
work with the member state. It's very
important for us that the state takes care
of whatever they have inside the state.
And as | showed in my keynote speech,
there are many things that states could
still do to help us in the area of safe-
guards implementation.

Definitely communication is an im-
portant thing so when we act on the
ground it is important that those opera-
tors that we deal with understand why
we are doing things, what we are doing,
when we are doing those things and
how we are doing them. A certain level
of understanding is very important.

Back in Finland when | was working
there, one big surprise for me, small-
and medium-sized countries like mine,
was that we were fully dependent on
world market to run our nuclear plants.
And nuclear plants constituted about 30
percent of the electricity in my country.
So 30 percent of electricity was fully de-
pendent on how we got nuclear-related
materials from the world market.

What's the best way to screw it up
or what's the best way to guarantee it?
[t's the IAEA stamp that things are all
right. Because if | don't have the stamp,
| don’t get the spare parts, | don't get the
fuel, | don't deal with the problems. So in
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Scandinavian countries, it was never for
us any problem why IAEA safeguards is
a value added. Why the stamp of doing
things well was like an environmentally
friendly stamp in any other products that
we buy from any other markets. And this
is part of the communication issue that
in my current position | have to make
sure that more and more people and
more and more states understand. As |
said in my speech, we are not adversar-
ies, we are not causing problems, we
are trying to help and make other, in par-
ticular, neighboring countries feel com-
fortable that the neighboring countries
are taking fully care of their obligations
and things are in the best possible way
from safeguards.

Szymanski: What Tero mentioned is
profit for the operator from being in-
spected. Another aspect is comparing
the installation of a similar type which
is under safeguards in Europe including
EURATOM safeguards and is working
elsewhere. We heard from the operators
that the facilities elsewhere have to hire
more people for quality control because
in Europe, they say fine, we've got you,
you are doing the quality and you are
checking our work so we don’t have to
have redundant checking systems paid
by the operator himself.

Rockwood: I'm really glad this ques-
tion was asked because | have for many
years thought that industry needs to
take its ownership of this issue in the
same way they have come to own safe-
ty and security. The IAEA and EURATOM
can perhaps help states educate their
operators but the industry needs to own
this, they need to make it their issue. Be-
cause if you participate in the supply that
ends up being associated with a nuclear

weapons program, I'm not sure you're
going to get a lot of business after that.
Set aside whether the spread of nuclear
weapons is actually good for business
or good for the world community. And
| think one of the best ways of ensur-
ing that industry’s attention to this is
increased are these crosscutting educa-
tional programs where you have physi-
cists learning about nonproliferation and
the policy people learning about physics.
| think that is our best hope for the next
generation of industry people. Own it.

Willem Janssen: \We heard quite a lot
this morning about the necessity and
also the mandate to have credible assur-
ance on the verification of absence of
undeclared activities. And then we heard
the countries where you had concerns
like Syria, North Korea, and Iran and so
on. Where proliferation concerns were
very often triggered by the availability
of technology, possibly clandestinely ob-
tained. So my question is basically which
importance do you attach to not such
delicate nuclear materials but the nucle-
ar technology trading, sensitive and tan-
gible technologies? What kind of recom-
mendations would you have about what
has to be enhanced in this area with re-
spect to like industry outreach, licensing
but also controls. And what would you
think is the role of international organi-
zations or even R&D in that respect. To
modify the question | could ask that do
you think one day we need an institute
not only for nuclear materials but also for
nuclear technology management?

Heinonen: Willem, you raised a very im-
portant question. | have a counter ques-
tion. Who is in charge in this world on
nonproliferation? Who has an overview?
There's no such body. IAEA has its safe-

guards agreement. We have nuclear
suppliers group there. We have some
INFCIRC and1540 resolutions and states
try to comply. Then we have this nuclear
black markets that have been there for
decades. This is not a new phenom-
enon. In the 1950s people were steal-
ing, buying, and trying to get technology
from the U.S. and elsewhere.

There is no focal point in this inter-
national system where all these are tied
together. Someone may say it should be
IAEA. But | don’t think that really fits the
portfolio of the IAEA. So we really need
to think. And | think INMM perhaps also
should have a look, make a focus area,
or we should perhaps create a separate
session next time or years to come or
even working group.

Varjoranta: | agree with all of that.
This system is not a complete system
as such. From the Agency's viewpoint,
as | mentioned in my presentation, the
situation is extremely clear. We have
the mandate for each and every state
what the safeguards agreement says.
Whatever it covers, that's the envelope
that we function in and we do not func-
tion outside of that envelope. But that's
all we said. It might be useful to have a
quick broader consideration of how this
all fits together.

Adams: | might just make an observa-
tion. One of the things that was built into
the Additional Protocol was the concept
that the annexes to the Protocol could
be updated at some point in the future.
It has been well over a decade since that
has happened. The list on which those
annexes were based have been updated
multiple times since that time.

Leon Ratz: |'d like to ask the panel about
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Iran and the implications of failure on
the IAEA safeguards regime as a whole
and the international community’'s con-
fidence in it. In the unfortunate, hope-
fully, extremely unlikely scenario that an
agreement is reached, Iran cheats on the
agreement. The IAEA is unable to detect
cheating in a timely manner. What would
the implications be for the IAEA safe-
guards regime as a whole?

Varjoranto: As |'ve mentioned in my
presentation, when we function in the
legal framework, that's where we stay.
Iran is a special case of course and it's a
special case in terms of also implement-
ing their safeguards part. If we look at
the comprehensive safeguards agree-
ment, what they have declared, that ma-
terial, that part Iran has taken very well
and good care of—what they have de-
clared. Then there are lots of outstand-
ing issues and the level of cooperation
and trying to reach all those things is a
completely different story. So there are
two different things.

As | also mentioned in my presenta-
tion, whatever is the deal on comprehen-
sive solution, the five plus one, and Iran
will remake if they request the Agency
to do safeguards or do monitoring work
that will go to our Board of Governors.
The Board of Governors will then con-
cede whether we should do it or not. If
we are to do it and we are looking for the
objective of being able to confirm that
all nuclear material in Iran is in peaceful
use, as | mentioned, it will take a long,
long time. It's not only Iran, it's all the
other fifty-three states that we have the
protocol conclusion. This conclusion is
never taken lightly. And we all the time
keep very clearly in mind that it's a cred-
ibility issue. It's not for us only, it’s for the
states that we are doing this. Because

the Agency is not doing these things for
ourselves. This is not fun for us. We are
only here because of you. We are only
here to serve the member states. So ev-
erything we do we do for you. And we
very well recognize that if there is any
doubt of any misuse, either materials
or facilities, all you look at that in a very
serious and cautious way. So therefore
we are never ever rushing to any con-
clusions. Iran tries constantly to get all
kinds of assessments done, rushing to
the conclusions, but we are not in that
type of business so we are taking it very,
very seriously.

Heinonen: | wrote or actually gave tes-
timony to the U.S. Congress a month
ago and | wrote that my wish list of what
needs to be for the IAEA to succeed in
the verification and monitoring once the
deal is there. But the whole things come
really to that IAEA has the necessary
authority to do that job. And then the
P5+1 has to also to agree what they re-
ally want from IAEA. What kind of assur-
ances and which confidence level. But
it's for sure that it goes well beyond any
additional protocol requirement on this
because this cheating continue for two
decades and even though some people
now see that all the nuclear material that
they have declared is under IAEA con-
trol. But | would be more worried about
if there is still some material which has
not been declared because if this is true,
what is now, it's the first time in twenty
years that all the nuclear material has
been declared in Iran.

Varjoranto: Let me add a little bit in
the light of managing expectations.
The file on the situation is extremely
complicated and personally | would not
expect that there is going to be a black

and white answer ever. The Agency will
make its best effort we can and we will
go with our observations and findings to
the Board of Governors. And it's up to
the Board of Governors then to consider
and decide is it sufficient, is it enough,
and what the next steps are. So we are
not making final conclusions on the be-
half of the Board; we are providing them
facts as well as we can and it's then up
to them to do the work.

But as | mentioned, | do not believe
that there's ever going to be black and
white answers to this question.

Adams: | don't think I'm going to answer
your question either in a way, because
of its hypothetical nature. But | would
note that a number of countries in the
last decade, decade and a half, two de-
cades have felt they were smarter than
the IAEA and IAEA inspectors. Their ac-
tivities have been found out in time be-
ginning with DPRK in the ‘90s, which
people forget was actually before the
Additional Protocol and was done using
conventional comprehensive safeguards
type measures.

Now, states aren’t learning and it's
important as the IAEA is transitioning to
the state-level concept as others have
pointed out, that effectiveness be as im-
portant or even more important than any
efficiency gains.

Shirley Johnson: As an ex-inspector, of
course my interests are always imple-
mentation. | have two specific, short
questions. One is a continuation of the
earlier discussion on culture. Iwamoto-
san, many years ago the Japanese gov-
ernment made a big effort to change the
culture with the operators and I'm very
interested in how that has proceeded
and what you have continued to do to
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bring the operators on board with safe-
guards. They certainly, even before shift,
there's the big rah-rah for safety and se-
curity. How are safeguards going?

And Dr. Szymanski, with the imple-
mentation of the state-level concept in
the European community, how has that
affected your inspections? With their op-
timization of their inspections, they may
do fewer inspections. Do you continue
to do your full inspections? Do you do
them without the Agency or do you opti-
mize along with the IAEA?

Ilwamoto: So first of all, how do we cre-
ate a safeguards culture? Most of the
history is a safety culture in Japan. And
the same thing, a security culture made
by the educational effort. For instance,
all over the nuclear facility have a mate-
rial accounting degradation, which are
approved by the safeguards authority
in Japan. So in this point, prior to Rok
nuclear facility need some education for
the material counting and safeguards.
One point.

Other point, the government intro-
duced the ... Corporation with Agency.
We call the technical meeting of the
IAEA safeguards. To Iran IAEA safe-
guards are declined. So both are good
for creating the safeguards culture. For
both of the government and the facility.

Szymanski: First of all, just for people who
might not be familiar with EURATOM, we
have comprehensive safeguards, Addi-
tional Protocol and conclusions in place
in 2010 on the whole EU territory with
the exception of Cypress, due to the
division of the island. And since more
than forty years we are working with
the Agency, we are according to, as Tero
pointed out, existing legal framework
within the safeguards agreement coordi-

nated the inspection and verification ac-
tivities with IAEA. Also in the spirit of the
new partnership approach. So we'll just
continue doing it. Sometimes colleagues
from the Agency complain that we are
not very vocal in supporting the state-
level concept during the technical meet-
ings and then | recognize it's so obvious
for us that's the way we work since ago.
But the way we will continue to work so
somehow nobody thinks about, okay,
we have to stand up and speak out, yes,
we support it because it's obvious.

Rob Goldston: | may have an appro-
priate final question for you all. When
you're doing a fundraising campaign
it's always good to have a goal. So how
much budget would the IAEA require to
not be budget limited but be limited by
other things?

Heinonen: | leave this to Tero to answer.
| don't think anyone talks here but a cou-
ple of people in the back said. But this
kind of continuous squeeze, it's unfortu-
nate because you have to balance your
budget every year. You cannot save from
the salaries unless you radically cut the
staff because IAEA is kind of funny orga-
nization, almost 80 percent of the bud-
get actually goes to the salaries and this
is all where experts are there. So you are
left with 20-30 percent and that's where
you can then do in reality the cutting.
You postpone investment to restructure.
That's what you do. Then the result is
like this level approach that they're now
in in Cypress, which was postponed
many, many, many, many years and then
you will have to all of a sudden then in-
vest $60 million when the annual budget
is $180 million. So it's very difficult to get
that money.

And the other place where you'll

save is IT. That's actually even worse
because then when you do this patch-
ing of your current IT system you start
to maintain actually several systems. It's
not anymore a homogenous one single
IT system. There the IAEA now paying
a heavy price on this safeguards infor-
mation system finalization. So these are
the ones that | think should be taken
care of, the investment to infrastructure.
Tero knows better the number but if you
get maybe $50 million more, | think that
would be a heck of a help.

Rockwood: There's a complication as-
sociated with the Agency's budgeting
process. | don't know if you're aware
of this but there has been an increasing
emphasis on balancing the budget and
it's not the bottom line, it's balancing
what is perceived to be as the devel-
oped countries’ interest, which is trans-
lated as safeguards, and the developing
countries’ interest which is translated as
technical cooperation. So if you increase
the budget in safeguards, there will be
a quid pro quo request for technical co-
operation.

| understand the dynamic and the
political argument but I'm so sorry that
we see these as a have and have not
kind of situation. But it is our political
reality and | guess Tero, it's appropriate
that you get the last comment.

Varjaranto: Hopefully I'm not disap-
pointing you by not giving you an exact
dollar number how much more we want.
But just echoing Olli, Olli knows this
thing also from the past very well. It is
not a new thing. It's only as | tried to de-
scribe. This is our understanding where
the nuclear world is going. And it's not
going into an easier direction, it's going
into a more difficult. Question: We are
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always in the budget structure itself. We
are always criticized that you should be
traveling less. You are traveling too fancy
and too much. Traveling is the only add-
ed value of the niche that we have so
we can't give up traveling. We have to
do that. Traveling costs today are seven
percent of our budget.

Inspection travel takes more than
six percent from the seven percent so
coming here, talking to you is less than
one percent. So there is nothing much to
try and save from those expenses.

The other thing in addition to the
complications is the budget structure in
the Agency itself, another thing that is
more of a policy type of thing is to rec-
ognize that we fully depend on extra-
budgetary funding. If extra-budgetary
funding would stop today suddenly, if
we would lose all the cost-free experts,
all the R&D support, all the equipment
support, everything, this won't fly.

So the other side of the coin is
then the question that what would be
the ideal amount of regular budget and
extra-budgetary funding? Is it good that
we have a huge amount coming from ex-
tra-budgetary or should it be something
which is in the regular budget itself.

Again echoing Olli, if we look at the
whole structure and if we look at just
objectively, maybe the balance is not ex-
actly what it should be. But it definitely
is vital for our operations that we have
extra-budgetary funding.

Whitaker: Thank you, although not a
panelist and one not often accused of
being reserved, let me put out a target
of $1 billion. We'll put that on the table
and debate whether that's too high or
too low at a future conference.

So before adjourning, let me thank
the panelists again for joining us and
sharing your comments. And to followup

on Olli's challenge of topics, let me chal-
lenge all of you if there are some specific
topics or things that we as an Institute
can address in a future panel, session,
workshop, one of the things we highlight
is the creation of WINS as a challenge to
us. So | think while it's painful, we like to
be challenged too and to respond to that.

| do want to thank the Institute for
allowing International Safeguards Divi-
sion to share this one topic that's kind
of core to us with the entire Institute
here this morning. Thank all of you for
attending and your attention, and partic-
ular those of you that have asked ques-
tions for the panel. | want to thank Shir-
ley [Johnson] who helped crafted this
theme and personally | think reached out
to everyone and made sure you were on
the panel itself. And this concludes this
morning session. Hope everyone has a
wonderful, educational, and productive
day today.

Journal of Nuclear Materials Management

Fall 2014 Volume XLIIl, No. 1 49



1st Place Student Paper

Simulated Response of Electrochemical Sensors for Monitoring

Molten-Salt Fueled Reactors

Devin Rappleye, Milan Stika, and Michael F. Simpson
University of Utah, Salt Lake City, Utah USA

Abstract

Advanced reactor concepts featuring molten salts as either the
primary coolant or the actual fuel are gaining increased interest
from the U.S. Department of Energy and the nuclear power
industry. Examples include the Advanced High Temperature
Reactor from Oak Ridge National Laboratory, the Waste An-
nihilation Molten Salt Reactor from MIT, and the Accelera-
tor Driven Sub-Critical Molten Salt reactor from Texas A&M.
These advanced nuclear reactor concepts are anticipated to be
deployed in the future within and outside the United States,
potentially including non-nuclear weapon states. Traditional
international safeguards approaches rely heavily upon material
accountancy, but that may be insufficient for these systems
due to the quantities or concentrations of transuranic (TRU) el-
ements in the fuel salt. Continuous and unattended process
monitoring should be an effective supplemental safeguards
measure in this case to complement material accountancy.
This approach, however, requires robust sensors that are suf-
ficiently sensitive to actinide concentrations in the fuel salt.
Voltammetric methods that utilize a simple three-electrode
probe have widely been studied for this application—includ-
ing cyclic, square wave, and normal pulse voltammetry. Based
on the measured electrode potentials and peak heights, these
methods can generally be correlated to concentrations of ac-
tinides and other ions in the salts. Some limitations to these
methods may stem from the multi-component nature of these
fuel salts. Most voltammetry studies published have focused
on single actinides in a matrix salt. Even in single component
studies, quantitative signal responses were found to be limited
to a low range of concentrations. To provide the fundamen-
tal basis for development of advanced voltammetry systems
that avoid or minimize these issues, a model called Enhanced
REFIN with Anodic Dissolution (ERAD) was used to calculate
voltage responses in molten LiCI-KCI with a range of UCI, and
ThCl, concentrations. The model was developed based on first
principles of mass transfer and electrochemistry. Based on

ERAD simulations, the voltage response due to variations in
hydrodynamic conditions and geometric configurations differs
depending on the species present. Understanding the effect
of these variations on voltage response is critical to developing
electrochemical sensors and technigues for monitoring molten
salt concentrations in advanced reactors.

Introduction

The Molten Salt Reactor (MSR) is a non-classical reactor con-
cept originally developed in 1960s by Oak Ridge National Labo-
ratory (ORNL). It has enjoyed renewed interest at the beginning
of the 21st century with the creation of Generation IV Reactors
International Forum (GenlV). This reactor employs several dis-
tinct features—it is a high-temperature liquid-fuel system with
breeding capability in the thorium-uranium fuel cycle. The liquid
nature of the fuel permits the employment of on-line refuel-
ing and recycling. These features bring advantages in economy
and safety terms, as well as a substantial reduction in hazard-
ous waste.

Due to the liquid state of the fuel, nuclear material is
continuously being transferred between the reactor and sup-
porting process equipment. Most importantly, online recycling
extracts newly bred

U-233 (or its precursor Pa-233). The amount of U-233 and
thorium (Th) flowing into and out of the reactor needs to be ac-
curately monitored in order to keep the reactor precisely critical
and to meet safeguards goals.

Molten Salt Reactor Design

Various designs of MSRs exist."?3* In general, the MSR oper-
ates at high temperatures (650-850°C) and uses LiF, LiF-BeF,
(FLiBe), LiF-NaF-KF (FLiNaK) or another fluoride salt loaded
with U and/or Th. This work focuses on a thorium-fueled MSR.
A thorium-fuel MSR can be a single- or two-salt system, oper-
ated in either the thermal or fast neutron spectrum. As shown
in Figure 1, in a two-salt system, a thorium-rich or “blanket”
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Figure 1. Depiction of a single-salt (left) and a two-salt (right) reactor

“ Blanket
233U, 232 Th
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salt surrounds the reactor core. The other salt is uranium-rich
and forms the core of the reactor.

In a thorium fueled reactor, U-233 is produced when Th-
232 absorbs a neutron and undergoes two beta decays, as

shown below:

)
__32_7?7 o 1}? S 2331—% B i 233Pa B 233U
tya=22min. b =27days

The first beta decay from Th to protactinium (Pa) has a
half-life of 21.83 min. and can be assumed to primarily occur in
the reactor. Subsequently, Pa-233 is removed from the reactor
salt since it has a longer half-life of twenty-seven days and a
high neutron absorption cross section. Then, Pa-233 is allowed
to decay to U-233 outside of the reactor in a hold-up tank. At
this point, U-233 could be returned to the salt containing Th,
if the MSR uses a one-salt system, or it could be loaded into
the core salt. In either system, U will be present with Th. In a
one-salt system, the weight percent of U and Th could be 1 and
40 wt%, respectively.® In the two-salt system, a small amount
of Pa-233 will have decayed to U-233 while still in the reactor
or some Th may be co-extracted with U. Thus, an ability to de-
tect the presence and concentration of U in the presence of Th
would be vital for any measurement technique.

Safeguards of MSR

Due to the continuous flow of fluids in MSRs, they would need
to be treated as a bulk facility, like PUREX, rather than an item
facility, like a light-water reactor. However, unlike a bulk facility,
the inventory is undergoing continuous nuclear reactions which
constantly change the concentration of special nuclear material
within a given unit. System clean-outs that would result in the
inability to produce electricity must also be minimized. Thus,
an unattended monitoring system (UMS) that can accurately
measure the concentration of U and Th in a salt mixture is rec-
ommended to reduce the inspection burden on the IAEA and
minimize interruptions to reactor operations.

Voltammetry is an attractive option for the UMS in a MSR
that could potentially provide near-real-time measurements of
concentration of elements, particularly uranium and thorium, in
influent and effluent streams of the reactor. Voltammetry re-
quires simple sensors that can withstand the high temperatures
and the radiation environment. Several methods of voltamme-
try are available, such as: cyclic voltammetry (CV), linear sweep
voltammetry (LSV), chronoamperometry, etc. The premise of
each technique is to adjust the potential and measure the re-
sponse of the current. Based on the current values, concen-
trations or species properties (e.g., diffusion coefficients) can
be determined. One issue that can complicate voltammetric
measurement is a high background current due to solution re-
sistance. A MSR is particularly well-suited for voltammetry due
to the low electrical resistivity of molten salts, which result in
very low or negligible background currents.

Simulation of U and Th in molten salt
To investigate the feasibility and applicability of voltammetry to
MSRs, the reduction peak(s) in CV or LSV of molten salt con-
taining U and Th were simulated using a model called ERAD
(Enhanced REFIN with Anodic Dissolution). ERAD has been
validated by simulating the CVs of U and plutonium from open
literature and comparing the results.®” Because ERAD is based
on fundamental electrochemical relations, it requires several
well-characterized properties for each element, including: stan-
dard reduction potentials, activity coefficients, diffusion coef-
ficients, oxidation state, transfer coefficients and exchange
current density. Unfortunately, the electrochemical data for
actinides in fluoride salts (i.e., LiF, FLiBe, FLiNaK) is sparse.®
However, significant research has been performed on eutec-
tic LiCI-KCI salt due to the development of pyroprocessing in
the U.S. under the Integral Fast Reactor (IFR) program and by
other countries. Thus, the eutectic LiCI-KCl system was used
for this work as an analog to a fluoride salt system. The trends
and behaviors of U and Th noted in this work will be assumed
to be applicable to fluoride salts. This is not an unreasonable
assumption. Indeed, the limited existing electrochemical data
of actinides in fluorides have been shown to be similar to their
data in chlorides. Furthermore, the behavior of actinides in
even less chemically similar systems, such as the aqueous and
molten salt systems, has been shown to be analogous.®'°

As noted earlier, there exists a likely possibility that, in a
MSR, small amounts of U would be found in mixtures con-
taining significantly more Th. Therefore, the ability to make
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quantitative measurements of the concentration of U in a mix-
ture containing a significant amount of Th using voltammetry
is of particular interest in this work. Currently, there has been
limited experimental work on the application of voltammetry
to LiCI-KCI eutectics containing more than one actinide in the
matrix salt."” Therefore, this simulation work attempts to also
address the analysis of voltammograms of LiCI-KCI containing
multiple actinides.

Voltammetry Simulations

The properties used to simulate the electrochemical behavior
of U and Th in eutectic LiCI-KCI salt at 500°C are displayed in
Table 1. The standard apparent potential, diffusion coefficient,
valance state, standard exchange current density and transfer
coefficient are represented by Eo’, D, z, io, and a, respectively.
The number in brackets indicates the reference from which the
value was taken.

Unfortunately, ERAD is not currently capable of simulating
the multiple oxidation states of an element. Therefore only +3
oxidation state was captured for U. Th is supposed to only exist
in the +4 oxidation state.®'? It should also be noted that interac-
tion of U and Th metal deposits and its effect on the voltam-
mograms is not captured in these simulations. However, previ-
ous work has shown that at 500°C no intermetallic is formed
between U and Th and the solubility of U in Th is low."3#

Several simulations were performed at varying levels of U
and Th concentration. The concentration values used for each
run are displayed in Table 2. The first sixteen simulations were
used for calibrating the current-potential (FE) curves to the
weight percent values. The last three simulations were used
as unknowns to test the performance of voltammetry in mak-
ing concentration measurements. For each run, the potential
was scanned from -1 to -2 V vs. Ag/AgCI(1 wt%) at a rate of 0.1
V/s, essentially a LSV, and the current was calculated based on
a surface area of 4.53 cm? for the sensing (working) electrode.

The FE curve for Run 13 is provided in Figure 2 to illustrate
key features of the reduction peak that are common to all runs.

Table 1. Properties used for simulations

Property U Th
E” (Vvs. Ag/AgCl) -1.274 [15] -1.325 [12]
D (X 10°cm?¥s) 2.00 [6] 446 [12]
4 +3 +4
i, (Alem?) 1.00 [6] 0.8%
a 0.5% 0.5%
*Assumed Value

Table 2. Compositions of simulated runs

Calibration Data Unknowns
Run U (wt%) Th(wt%) | Run U (wt%) Th(wt%) | Run U (wt%)  Th (wt%)
1 0.00 1.00 ) 0.50 1.00 17 0.05 2.00
2 0.00 1.50 10 0.50 1.50 18 0.25 125
3 0.00 3.00 11 0.50 3.00 19 0.75 0.50
4 0.10 0.00 12 1.00 0.00
5 0.10 1.00 13 1.00 1.00
6 0.10 1.50 14 1.00 1.50
7 0.10 3.00 15 1.00 3.00
8 0.50 0.00 16 0.60 1.40

Figure 2. i-E curve for Run 13 from Table 2
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Due to the proximity of U's and Th's apparent standard poten-
tials to each other (AEo'= 51 mV), the reduction peaks of U and
Th almost completely overlap, as seen in Figure 2. This makes
deciphering their separate peaks and respective peak heights
impossible. Thus, the traditional method of relating peak height
to concentration cannot be used. An alternative analysis meth-
od must be used.

Principal Component Regression

Principal component regression (PCR) is a multivariate analysis
method that uses a greater amount of the data collected in a
CV than the univariate analysis of peak height. PCR analyzes
a set of data (training set) to determine the main contributors,
principal components (PCs), to variance in the training set.
Then using least-squares regression, a select number of the
PCs are used to predict related variables from unknown data.
The advantage of using PCs is that it retains the most useful
information from the data while discarding the noise. However,
just like any other analysis method, in order to make predic-
tions using PCR, the conditions under which the unknown data
is collected need to be the same as conditions of the training
set. Only a brief explanation of PCR will be provided here, more
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in-depth descriptions can be found elsewhere.'617.8

The general approach to PCR is to compile a matrix (n x m),
called A, containing a training set of data. In this case, the train-
ing set would be the LSVs generated for Runs 1-15 (i.,e. m =
15 samples) in Table 2. The voltammograms in the training set
need to be of the same length (n data points) and scale. Then,
the PCs of the training set are found by using singular value
decomposition (SVD) such that:

A=USVT (2)

where U is a n x n matrix containing the PCs or the eigenvec-
tors of AAT, Sis a n x m diagonal matrix containing the eigen-
values, Vis a m x m matrix containing the eigenvectors of ATA.
The main thing to note is that the PCs are contained in U and
are essentially vectors in an abstract coordinate system which
describe the variance of the training set.

Once the PCs are determined, the number of PCs to be re-
tained needs to be determined. The method used for selecting
the number of PCs to retain will be discussed later. For now, k
will represent the number of PCs retained. It should be noted
that k cannot exceed the number of observations (m). Having
selected k, A is projected onto the selected PCs.

=W A

‘FJ' praj

U, is a n x k matrix containing columns 1 through k of U.
Next, a matrix (B), containing the regression coefficients relat-
ing concentration to the selected PCs is formed.

v 4T T e
B= CAP?’OJ‘ [Apf‘o,r‘ Ap?w':| (4)

Cis a | x m matrix with the concentration values of / com-
ponents in the sample. In this case, / =2 for U and Th. The con-
centration of an unknown data set (X) can now be calculated by
projecting it onto the PCs and multiplying by B.

Cow =B[U X | 2

In this work, the value for k was determined using the
PRESS (Predicted Residual Error Sum of Squares) method.
When selecting a value for K, it is important to reduce the error
in the predicted variables and include all important features of

the LSV while excluding noise and not over fitting the data. Run
16 was used to select a value for k. The concentration of Run
16 was predicted using Equation 5 and the residual sum of the
squares (RSS) was computed by the following:

2
RSS = Z (Ca’ i Cmr?c,f )2 (6)
=1

where C, represents the actual concentration of the /th
component. This calculation was repeated for k = 1 to 15 and
the RSS of U and Th concentrations was plotted versus k for
Run 16. As seen in Figure 3, the error is greatly reduced after
the first 2 PCs making 3 a tempting choice for k. However,
inspection of the residuals of predicted and actual i-E curves
in Figure 4 show that for k = 3 features of the LSV are not ac-
curately captured, such as the tail of reduction peak. At k = 6,
all of the features of the LSV are captured. Thus, 6 PCs were
used to predict the concentrations of Runs 17-19.

Results

Using PCR with 6 PCs, as described earlier, the concentrations
of U and Th were predicted for Runs 17-19. As shown in Table
3, the predicted weight percent of U and Th are very close
to the actual for each run with the exception of U in Run 17.
Excluding the error of U in Run 17, the average error was 1.1
percent with a maximum of 2.8 percent.

In order to examine the sensitivity of PCR to perturbations
in the sampling environment, Run 18 was re-simulated with
a change of +2.5 percent and 5 percent in the diffusion layer
thickness (8) and surface area of the sensing electrode (A).
These are two parameters that could vary during the operat-
ing lifetime of an electrochemical sensor. Depending on the
placement, the sensor could be in flowing or stagnant salt. If
placed in flowing salt, the flow could vary during the operation
of the MSR. The sensing electrode could corrode over time or
become partially covered with crud altering the active surface
area. Thus, understanding the effects of perturbations in & and
A on LSVs and predictions made using PCR would be helpful
for determining whether an unknown LSV can be properly ana-
lyzed using an existing training set. If the conditions become
too far perturbed, a new training set could be generated but
this would require extensive sampling of the salt in the MSR.

Plots of the LSVs at varying A-values and &-values can be
found in Figures 5 and 6. As shown in Figure 5, the change in
area affects the overall height and width of the reduction peak.
On the other hand, as seen in Figure 6, & only affects the tail
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Table 3. Predicted weight percent of U and Th

U (wt%) Th (wt%)

Run Predicted  Actual Predicted Actual
17 0.025 0.050 2.012 2.000
18 0.257 0.250 1.248 1.250
19 0.757 0.750 0.494 0.500

Figure 3. Semi-log plot of RSS of concentration
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Figure 4. Residuals of the predicted current for Rum 16
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of the reduction peak by causing the current to decrease with
increasing 6. This is as expected since the hydrodynamic condi-
tions should only affect the diffusion controlled portion of the
reduction peak.

In order to analyze the effect of the perturbations on the
predicted concentration for Run 18, PCR was applied to the

Figure 5. /-F curve for Run 18 with varying A
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curves in Figures 5 and 6 using the training set generated un-
der the original conditions (i.e. 8 = 150 ym, A = 4.53 cm2). The
predicted concentrations of U and Th are plotted in Figures 7
and 8, respectively, for the perturbed and original conditions.
As can be seen in the figures, changes in the diffusion layer
thickness (Ad) have a greater effect on the predicted weight

percent of U and Th than changes in electrode area (AA).
In the case of AA, Th absorbs the majority of the error. Alterna-
tively, U absorbs most of the error in the case of Ad.

It is quite unexpected that AS would have a greater effect
on the predictions, since it had less of an effect on the LSV.
However, this demonstrates that PCR, in the range tested,
could be more sensitive to A, or in other words, hydrodynamic
conditions, than AA. Thus, the placement of the electrochemi-
cal sensor in a hydrodynamically stable environment would be
an important consideration when designing a UMS for a MSR.
Additionally, it would be important to develop a protocol for
determining the sensing electrode surface area in situ, as that
can affect the predictions. This could be done by simply varying
the length of the electrode immersed in the salt and observing
the effect on the height of the reduction peak.™

Future Work

The ability of PCR to accurately predict the concentrations of
U and Th from the simulated, overlapping reduction peaks of
U and Th is promising, but practical application of voltammetry
to MSRs has several challenges. First, the detection of trace
amounts U with Th present needs to be addressed, as the
prediction of U in Run 17 had an error of 50% (see Table 3).
Anodic stripping voltammetry may be more suitable for detect-
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Figure 6. i-E curve for Run 18 at varying & with magnification (right)
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ing trace amounts of U. Greater accuracy may be achieved in
actual fluoride salts because, the apparent standard potentials
(Eo’) of Uand Th in fluorides could have greater separation. For
example, at 773 K, according to thermodynamic calculations,
the difference in the standard apparent potentials of U and Th
(AEo") is 366 mV in FLiBe and preliminary measurements show
that AEo” = 320 mV in FLiNaK.* % In this work, AEo” = 51 mV
(see Table 1). However, this could come at a cost, the greater
separation is created by Eo’ of Th becoming even more nega-
tive than the Eo’ of U, possibly causing the Th reduction peak
to overlap with alkali metal reduction. A CV of Th in FLiNaK
shows only a shoulder due to the commencement of reduction
of one of the alkali metals in the matrix salt.2° Another issue is
that voltammetry is best suited for dilute concentrations (i.e.
<10 wt%). As mentioned earlier, Th concentration could be as
high as 40 wt%. This could be resolved by diluting the sample

with a known amount of matrix salt (e.g. FLiBe). Although, this
would make the ability to accurately detect trace amounts of U
even more important.

Conclusions

Voltammetry is a candidate method for the online monitoring
of the concentrations of U and Th in a MSR. However, LSV
simulations of the U and Th reduction peaks in LiCI-KCl showed
that the peaks can potentially overlap completely. Thus, tradi-
tional peak height analysis could not be used to predict the
concentrations. PCR was used to predict the concentrations of
U and Th. It was found that PCR provided accurate predictions
except at low U concentrations. The prediction of U and Th
concentrations in fluoride may be easier due to a greater sepa-
ration of their standard potentials. However, there may still be
complications due to interference from the matrix salt. In either
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case, PCR provides a powerful tool that can be used to better

capture the variance of the voltammetry signals with changes

in the concentrations of U and Th.
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Abstract

In the international safeguards community, Safeguards by
Design (SBD) is defined as the consideration of safeguards
throughout the lifetime of a facility from preliminary conceptual
design to decommissioning. This practice is being promoted by
the U.S. Department of Energy’s (DOE) National Nuclear Secu-
rity Agency (NNSA) via its Next Generation Safeguards Initiative
(NGSI) with the International Atomic Energy Agency (IAEA), in-
dustry, and like-minded collaborators in order to avoid costly
and time-consuming redesign work or retrofits of new nuclear
facilities and to make the implementation of international safe-
guards more effective and efficient at such facilities. To support
NGSI, the Nonproliferation and National Security Department
(NNSD) at Brookhaven National Laboratory has conducted a
study to provide a reference that assesses the progress made
in furthering the goals of SBD in the United States and other
countries. Establishing SBD as a standard practice and giving
safeguards the same importance as safety and security in new
nuclear facilities is crucial to the future of the nuclear industry
and its relationship with the IAEA. Furthermore, understanding
the evolution of SBD enables the IAEA and its collaborators
to identify key areas of success and improvement and it en-
ables the NNSA to ensure its programs are strengthening in-
ternational safeguards and nonproliferation efforts. The results
of this survey present a great improvement on SBD culture
headed by the U.S. and initiatives on behalf of Canada, Finland,
Japan, and EURATOM. The NGSI guidelines for SBD have pro-
vided the primary SBD framework not only for the U.S. but for
the international community, all of whom had expressed the
need for written guidelines. Canada, Finland, and Japan have
applied SBD to their new facilities and have shared the les-
sons of their undertakings with the IAEA and the safeguards
community; in the case of EURATOM they have provided great
technical expertise and solutions to properly implement SBD.

Introduction

The National Nuclear Security Administration (NNSA), part of
the U.S. Department of Energy (DOE), began a project through
its Next Generation Safeguards Initiative (NGSI) to promote the
global practice of Safeguards by Design (SBD). The Interna-
tional Atomic Energy Agency (IAEA) has described SBD as an
approach in which “international safeguards are fully integrated
into the design process of a new nuclear facility from the initial
planning through design, construction, operation, and decom-
missioning.” SBD's two main objectives are to avoid costly and
time-consuming redesign work or retrofits of new nuclear fuel
cycle facilities and to make the implementation of international
safeguards more effective and efficient at such facilities. To
support NGSI, the Nonproliferation and National Security De-
partment (NNSD) at Brookhaven National Laboratory has con-
ducted a study to provide a reference that assesses the prog-
ress made in furthering the goals of SBD in the United States
and other countries. The study has focused on the analysis
of SBD efforts and results of all IAEA member state support
programs, collaborating labs and state regulatory agencies
(SRA) through publications, reports, and published guidelines.

International Safeguards by Design

Action Plan

The “Facility Design and Plant Operation Features that Facili-

tate the Implementation of IAEA Safeguards” workshop was

conducted in October 2008 at IAEA Headquarters in Vienna,

Austria. Participants from the IAEA, member states, the Euro-

pean Commission and nuclear industry agreed on the need for

the |IAEA to:

1. Revise the Safeguards Manual to include the SBD
initiative. This will formalize the SBD concept.

2. Provide existing IAEA safeguards documentation to the
facility designers immediately.
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3. Continue efforts to involve all stakeholders in the SBD
process in discussions and workshops.

4. Create several expert working groups and task them with
defining the SBD process and developing an implementa-
tion strategy.

5. Evaluate best practices by reviewing existing procedures
and operating experience and identifying safeguards
relevant design features.

6. Develop new design guidelines organized by facility
type that can be published as part of the IAEA’s Nuclear
Energy Series.

7. Promote a safeguards culture within the facility design
community so that it understands how safeguards are
implemented and is motivated to apply the principles of
safeguards to the facility design process.

8. Draft the SBD Nuclear Energy Series document.

Based on these suggestions, member states and their re-
spective SRAs began collaborating with the IAEA to help reach
its new goals.

United States

The United States initiative to support SBD is composed of a
multitude of projects located in various DOE national laborato-
ries, under the auspices of the NNSA. Projects include inter-
national technical collaboration with other IAEA member state
support programs, such as the European Commission Support
Program'’s (EC-SP) Joint Research Laboratory (JRC), in the cre-
ation of a three-dimensional (3D) laser scanning system and
gamma-ray imaging systems.

NGSI has developed a series of facility-specific guidance
documents for designers, operators and other stakeholders to
be used as reference documents and to identify best practices
and advanced concepts that satisfy IAEA safeguards require-
ments, (see table 1).

Best practices have been determined from lessons
learned in operating facilities and advanced concepts, consist-
ing of innovative instrumentation and novel design features.
The preparation of the SBD final guidance documents will ben-
efit from early engagement with industry by providing insight
into industry needs. Initial engagement with industry for SBD
has already begun by way of the NGSI effort.

An example of the usage and benefits of the NGSI guides
is the Overview of the Facility Safeguardability Analysis (FSA),
shown in Figure 1. FSA is designed to cost-effectively identify

Table 1. NGSI Reference Documents

SBD Guidance for Independent Spent Fuel NGSI-SBD-001 May 2012
Storage Installations

SBD Guidance for Natural Uranium NGSI-SBD-002 August 2012
Conversion Plants

SBD Guidance for Research Reactors and NGSI-SBD-003 Sept. 2012
Critical Assemblies

SBD Guidance for Pebble Fuel High NGSI-SBD-004 August 2012
Temperature Gas Reactors

SBD Guidance for Prismatic Fuelled High NGSI-SBD-005 August 2012
Temperature Gas Reactors

SBD Guidance for Gas Centrifuge NGSI-SBD-006 Sept. 2012
Enrichment Plants

Overview of the Facility Safeguardability PNNL-21698 August 2012
Analysis

Figure 1. FSA Process

Design
Modifications

Facility Design

Reference Design

Reference
Facility Safeguards
Approach

Potential
Safeguards
Issues

FSA Toolkit

Safeguards
Approach
Modifications

Negotiation Basis for
Safeguards Approach

differences between a proposed facility design and the design of
a similar facility with an established IAEA safeguards approach.
The process identifies potential changes in safeguards tools and
measures needed to accommodate the new design. This pro-
cess could also be used to evaluate the effect of facility design
modifications on an existing safeguards approach.

An evaluation of the practical applicability of FSA has been
conducted by the Pacific Northwest National Laboratory using
the NuScale small modular nuclear power plant design. Major
findings state that the "infrastructure” functional guidelines
appear to provide more flexibility in accommodating evolving
safeguards technologies over the lifetime of the facility, and
the trial application of FSA demonstrated that the level of effort
required to use this process to improve the Safeguardability of
new SMR designs is likely to be acceptable to small modular
reactor designers. These guides have been published in collab-
oration with the DOE national laboratories, such as Brookhav-
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en National Laboratory, Pacific Northwest National Laboratory,
Oak Ridge National Laboratory and Idaho National Laboratory
and several consultants.

Canada

In Canada there has been an effort to take safeguards con-
siderations into account early in the design phase, primarily in
association with the design and construction of CANDU power
reactors. On-load reactors, capable of refueling without shutting
down, require installed IAEA safeguards equipment to monitor
the continual flow of nuclear material. Since some instrumenta-
tion is located inside the radiological containment envelope, it
is of utmost importance to have accurate plant layout require-
ments identified early in the process to ensure that appropriate
design “space” is allocated for critical safeguards installations.

The CANDU safeguards system consists of installed IAEA
technology for surveillance and item accountancy verification,
reviewed either through IAEA inspections or through remote
monitoring supplemented by unannounced inspections. The
remotely operated and highly automated fuel handling process
in CANDU reactors makes automated monitoring of individual
fuel bundle movement a highly reliable and straightforward ex-
ercise. It is possible to track every CANDU fuel bundle through-
out its life cycle, and detect with high probability any unde-
clared irradiation and movement of fuel bundles.

Without the presence of CANDU safeguards equipment
the verification process done by the IAEA would require sig-
nificantly more effort on behalf of the inspectors, resulting in
higher costs, more resources and a longer presence in the facility.
This can hinder the production and the day to day normal opera-
tion of the plant, resulting in loss of work hours, which in the
long run will represent a much higher cost compared to the
initial cost of implementing SBD.

SBD has also been introduced into smaller projects such
as the Darlington Waste Management Facility where the im-
plications of even the most fundamental design aspects, such
as physical spacing between Dry Storage Containers (DSC) in
the storage building, were discussed with the goal of identify-
ing potential impediments to safeguards implementation and
material verification. Using this simple example of DSC spac-
ing, the benefit of early examination of safeguards consider-
ations can be illustrated. Had the proposed design clearances
between containers been too restrictive to allow random ac-
cess by IAEA inspectors for safeguards work from an elevated
platform, a design modification may have been necessary

Table 2. Common IAEA Safeguards Equipment for CANDU facility.

Safeguards Device

Core Discharge
Monitor (CDM)

Location

Reactor vault

Description

A combination of neutron and
gamma radiation detectors

in the reactor vault is used to
count irradiated fuel discharges
from both reactor faces.

Spent Fuel Bundle
Counter (SFBC)

Irradiated fuel
discharge path from
vault to bay

A set of radiation detectors is
used to count irradiated fuel
bundles as they are transferred
through the irradiated fuel
discharge port in the vault to
the spent fuel bay.

Closed Circuit
Television (CCTV)
Surveillance System

Spent Fuel Bay and
some vault
penetrations

Video cameras monitor for
undeclared fuel movements.

All CANDU facilities have
cameras in the spent fuel bays.
Cameras may also be located
in other locations to monitor for
undeclared removal of
irradiated fuel.

pipes in spent fuel
bay.

AECL Random Coil Sealing System Spent | Irradiated fuel is stored in
(ARC) Fuel Bays tamper-indicating enclosures
with a lid fastened using IAEA-
approved ARC seals to ensure
that bundles are not removed.
Yes/No Radiation Fresh Fuel Port, Radiation detectors are used to
Monitors Auxiliary Port, two detect discharge of irradiated

fuel through vault penetrations
other than the irradiated fuel
discharge port; specifically, the
fresh fuel port and the auxiliary
port.

Spent Fuel Verifier

Spent Fuel Bays (only
where ARC Sealing is
not used)

A collimated gamma
spectrometer is lowered into
the spent fuel bay to verify the
authenticity of spent fuel during
IAEA inspections. This
instrument is used at some
stations that do not use the
ARC Sealing System.

Cerenkov Viewing
Device

Spent Fuel Bays (only
where ARC Sealing is
not used)

The CVD is used to verify the
authenticity of spent fuel stored
under water by amplifying the
faint Cerenkov glow and making
it visible to the inspector

or significant resources deployed during inspections to move

rows of DSCs.

Japan

Japan has been an avid supporter of SBD since the 1980s
when the decision to construct the Rokkasho Reprocessing
Plant (RRP) was made. RRP’'s throughput quantities far ex-
ceeded the reprocessing experience of the IAEA, having only
dealt with two commercial reprocessing plants in the world:
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the Tokai Reprocessing Plant in Tokai, Japan, and the Wiedera-
ufarbeitungsanlage Karlsruhe facility in Germany. In an effort to
mitigate the international concerns about the IAEA’s capability,
Japan funded a forum of experts to help the IAEA meet the
challenges of SBD. This collaboration led to the initial under-
standing of the importance of early communication in the de-
sign stage. The challenges posed by RRP resulted in the need
for newer technology for design verification, control and ac-
countancy, measuring, process monitoring and authentication
among others. All of which were addressed by various parts of
the international community such as the U.S. laboratories and
the JRC at Ispra, Italy.

An example of the challenges includes the desire for the
facility’s safeguards office to have real time access to operating
and accounting data. This requires on-line measurement sys-
tems, continuous data transmission, and real-time calculations
and reporting to the state authority and the IAEA. The design
of the MC&A system must be considered in the early design
of the facility and must be coordinated with the plant opera-
tions design and the requirements of the state authority and
the IAEA. The three systems—operator, state and IAEA—must
work as integrated, but independent, systems. This is a cost-
ly and frustrating experience, with less than optimal results,
when the data handling systems are designed after the plant
is almost built.

Finland

Finland's SBD initiative presents a very diverse experience due
to the multiple construction projects at the Olkiluoto site in-
cluding a new geological repository, a third power unit and the
enlargement of the spent fuel storage pool.

The long-term preparation for construction of the geological
repository introduced the problems related to the national legal
framework and bureaucratic obstacles in preparation of official
documents before the licensing phase, thus delaying and com-
plicating the SBD process. The construction of the new power
reactor shows that the confidentiality requirements between the
design offices, construction companies and owner of the facil-
ity can delay the submission of the official Design Information
Questionnaire during the licensing phase. In contrast to these
new facilities, the enlargement of the existing spent fuel storage
building at the site follows good practices, i.e., the early infor-
mation about the safeguards system requirements, resulting in
the much needed improved communication between the |IAEA,
State authority, and the designer.

For the enlargement, the number of new entrance routes
to the storage building is minimized, and the existing IAEA
and European Commission surveillance and sealing systems
will cover both the existing and enlarged part of the storage.
Minimal adjustments will be needed to maintain the continuity
of knowledge. This adjusted safeguards system covers both
additional security and safeguards requirements arising from
the expansion.

European Commission

The European Union’s European Atomic Energy Community
(EURATOM) initiative is also very diverse due to its support via
the JRC and the lessons learned from its reprocessing plants.

On April 20, 2005, the operator of the commercial Thermal
Oxide Reprocessing Plant (THORP) in Sellafield, United King-
dom, became fully aware of an extensive leak and spill of spent
fuel dissolver solution in the Feed Clarification Cell, Cell-220.
The leak not only represented a mechanical failure at the Head-
end Accountancy Tank-B (HEAT-B), but also a major plant opera-
tions and nuclear safeguards oversight. Detection of these fail-
ures was delayed due to inadequate monitoring arrangements,
operational complacency, poor maintenance, and slow resolu-
tion of material accountancy by the THORP and EURATOM
safeguards groups. The design of the “dark” cells, where the
tanks were placed, did not anticipate the routine use of video
surveillance. Since this was very effective in determining the
extent of damage in the Feed Clarification Cell, the routine use
of such surveillance should be considered more in the future,
and had SBD been considered at the time of construction of
THORP this could have been addressed. Other lessons include
wider use of a high precision Solution Monitoring System, such
as is used at the Rokkasho Reprocessing Plant in Japan and
more extensive process sampling or on-line analysis.

The Joint Research Center (JRC) has three institutes with
an active work programs in the field of Nuclear Safeguards that
actively collaborate with the IAEA, however, the main labora-
tory for research on SBD related technology is the Institute for
the Protection and Security of the Citizen (IPSC) in Ispra, Italy.
The IPSC developed a 3D laser based tool (3DLR)" for Design
Information Verification purposes currently being used by the
IAEA at various facilities. An example of another SBD related
technology developed by JRC aimed to aid in the safeguard-
ing of reprocessing plants is Near Real-Time Nuclear Material
Accounting (NRTMA) which has been used since the 1980s.
THORP utilizes NRTMA for monitoring transfers of solutions
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between large vessels. However as was learned in the analy-
sis of the THORP leak, the fissile material quantity is not accu-
rately known in the Head-end process. To aid in furthering and
expanding the use of NRTMA, the JRC is developing software
for reprocessing solution monitoring, data analysis, and inter-
pretation, to be tested at the AREVA reprocessing plants at La
Hague in France.

Multinational Industry Efforts

International efforts to advance SBD include the International
Project on Innovative Nuclear Reactors and Fuel Cycles (IN-
PRO), and Generation IV International Forum (GIF). Their meth-
odology allows a user to systematically compare the relative
proliferation potential associated with various nuclear processes
and facilities. Such efforts can also be used as a mechanism to
help communicate some of the assumptions and results of a
proliferation assessment at facility level to the designers of a
nuclear facility as well as make diversion or misuse more tech-
nically difficult and easier to detect.

Conclusion

Establishing SBD as a standard practice and giving safeguards
the same importance as safety and security in new nuclear
facilities is crucial to the future of the nuclear industry and its
relationship with the IAEA. SBD’s two main objectives are to
avoid costly and time-consuming redesign work or retrofits of
new nuclear fuel cycle facilities and to make the implementa-
tion of international safeguards more effective and efficient at
such facilities. SBD has progressed throughout the years and its
prolific results demonstrate the need for the SBD process to be
integrated into the existing regulatory framework that addresses
nuclear safety and security. This has been shown through the
efforts to research and implement SBD by the United States’
NNSA and its various programs, Canada in its CANDU reactor
and its waste management site, Japan at its Rokkasho Repro-
cessing Plant, Finland on lessons learned from the Olkiluoto site,
the European Commission’s safeguards research via JRC and
the lessons and implementations of THORP, and lastly the inter-
national support efforts of INPRO and GIF. The NGSI guidelines
for SBD have provided the primary SBD framework not only for
the U.S. but for the international community. It is only through
global communication of lessons learned, best practices, ad-
vanced concepts and IAEA safeguards requirements that the
SBD culture can become the international norm.
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Book Review

By Mark L. Maiello,
Book Review Editor

A History of U.S. Nuclear
Testing and lIts Influence on
Nuclear Thought, 1945-1963

David M. Blades and

Joseph M. Siracusa

Hardcover, 230 pages in two volumes,
ISBN 978-1-4422-3200-6

Rowman and Littlefield, 2014

It would seem obvious why the United
States performed several decades of
nuclear testing but until reading this
book, how the testing itself changed
American thinking on nuclear weapons
may not have been as clear. The dynamic
interplay of politics and science brought
constant change that ultimately made
nuclear testing, at first a normal choice
for nuclear security, into an illegitimate
option. How each nuclear test series in-
fluenced this transformation away from
the “normalcy” of testing is the goal of
the authors, both of whom are from Aus-
tralian centers of learning.

Though the research is thorough
and the story of the influence nuclear
testing had on the political and soci-
etal dynamic of the U.S. is compelling,
the conclusions presented here are not
earth shattering. The value of the book
lies partly with the story it tells but also
with the perspective it brings from schol-
ars outside the U.S. It is well written by
its primary author with hints of influence
from the more famous American ex-pa-
triot co-author, Joseph Siracusa.

The story behind twenty test se-
ries and their respective families of 317
nuclear shots is clearly elucidated here.

Book Review

A HISTORY OF U.S. NUCLEAR
TESTING AND ITS INFLUENCE
ON NUCLEAR THOUGHT,
1945-1963

DAVID M. BLADES
AND JOSEPH M. SIRACUSA

The authors explain that for the most
part, there were sound technical reasons
for each of the shots that were carried
forth in a natural progression motivated
by science and influenced (not always)
by the changing ideas concerning the
legitimacy of these weapons. At the
start, nuclear weapons held great legiti-
macy. Testing was politically acceptable
and motivated by technical and defense
concerns. Tests were categorized and
ranged from those broadly defined as
“radiation effects shots” such as those
conducted at high altitude, to “human
effects shots” involving military op-
erations conducted post-explosion in or
near the blast area. Nuclear tests were
designed that ultimately determined the
size of the U.S. arsenal and allowed the

military to miniaturize its atomic weap-
ons for tactical battlefield use. Even the
nascent space program benefited from
nuclear testing. But, perhaps the best
example of how nuclear testing changed
the thinking behind the very idea of test-
ing is that of radioactive fallout and its
effects. Indeed, the Castle Bravo shot
which resulted in the radiation expo-
sure of the crew of the Japanese fish-
ing vessel Lucky Dragon, revealed the
inadequacy of meteorological prediction
and that radiation’s deadly effects could
be far flung. The authors peel away the
onion of influences and changes to the
U.S. test program in a paced, methodical
approach. This is a revealing assessment
if a bit anticlimactic. However, human
history does not set out to entertain. It
is not scripted for historians to turn into
best sellers. It is what it is.

An excellent job is done organizing
the narrative of nuclear test operations
by presidential administration. Thus cat-
aloged, the reader can clearly ascertain
the influence of the personalities that
headed the Atomic Energy Commission
and the other interested governmental
parties that sought the necessary presi-
dential authorizations to conduct test-
ing. The Truman era shots represent the
development stage of nuclear weapons
leading from uranium-based implosion
devices to fusion mode thermonuclear
weapons. Later, the Eisenhower admin-
istration saw miniaturization and varied
deployment to multiple battlefield and
submarine platforms. Finally, the Kenne-
dy administration saw the perfection of
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Book Review

underground nuclear detonations, their
detection and the somewhat haphazard
response to Moscow’'s resumption of
testing after the voluntary test morato-
rium of 1958. The result of the Kennedy
era testing was the achievement of the
Limited Test Ban Treaty (LTBT).

The U.S. response to the Soviet
resumption of testing is perhaps, one
of the more fascinating sections of the
book. Here, unlike other sections where
technical issues dominate the motiva-
tions for further nuclear testing, we find
politics and national pride taking center
stage with the result that testing was
carried forth purely to sway world opin-
ion. Sputnik had the world convinced
of Soviet technical superiority. The U.S.
thoroughly shaken by its own space pro-
gram failures, compulsively launched
into a poorly planned, politically moti-
vated testing program largely conduct-
ed to regain its stature. If that thought
puts fear into your heart, then the book
serves yet another useful (and moral)
purpose. Beyond its value as a chronicle
of testing and the subsequent conse-
quences, it announces—rather quietly
as do most scholarly works—that politi-
cal restraint can be easily subsumed by
the fear of existential threat (or minimal-
ly, by damaged national pride). However,
that would be a flawed, narrow view. As

Suggest a Book

Is there a book you would like to
in JNMM? Send
the book title and author name to

see reviewed

psullivan@inmm.org. Books must

have been published no earlier
than 2012 to be considered.

the authors point out, the resumption of
testing in 1961 to 1963 and its simulta-
neity with the Cuban Missile Crisis lead
to a more durable agreement: the LTBT.
And there, by providing such historical
clarity, the book scores a high grade.

Is such an analysis worthy of a
read? Clearly, those interested in the
history of the nuclear testing era will
find valuable information here. Well-
constructed and well-written, the book
will not bore. There is however a tinge of
pedestrianism here. Some of the conclu-
sions will seem obvious. The Truman era
legitimacy of nuclear testing as the new
technology was explored in the face of
the perceived Soviet menace; the Eisen-
hower expansion as the technology ma-
tured and the arms race was on; and the
pull back in the Kennedy era hastened by
environmental concerns, the Cuban Mis-
sile Crisis, and ultimately by international
treaty—all seem to be part of a logical
progression obviating the need for an
in-depth study. But, the authors contend
that illumination was needed and a curi-
ous reader will not be disappointed.

The authors call upon the work of
political scientists Scott D. Sagan (Stan-
ford University) and Nina Tannenwald
(Brown) who both have written on the
manner in which states come to legiti-
mize certain behaviors. The “domestic

politics model” of Sagan is, thankfully for
the casual reader, very briefly discussed
in Chapter 4 and lightly applied in sub-
sequent discussions to the behavior of
nuclear testing. Thus, the story about
the evolution in thinking regarding the
defensive need and legitimacy of test-
ing is in no way obscured by this politi-
cal analysis. Instead, the story unfolds
logically and sometimes dramatically as
military men, politicians, scientists and
anti-testing forces tried to sway the na-
tion's nuclear testing future.

In 230 pages, the authors have
scripted a concise, neatly written and
well referenced story (the book is ref-
erenced by chapter and supplemented
with a seven-page bibliography and ten-
page index). Lest you think that road
they traveled is too narrow or uninter-
esting consider that they skillfully and
accurately framed their narrative with a
reference to nuclear weapons develop-
ment ascribed to Lewis Strauss, chair
of the Atomic Energy Commission: He
called it “this awesome field.” Indeed it
is. Perhaps it is too big for most of us
to fully grasp in a professional lifetime.
This book is a very good starting point
for those brave, scholarly, and ambitious
enough to try.
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Taking the Long View in a Time of Great Uncertainty

Turning the Corner

By Jack Jekowski

Taking the Long View Editor and Chair of the INMM Strategic Planning Committee

September 11, 2014

In many ways, this year’s successful An-
nual Meeting (the 55"!) gave hope that
the Institute has “turned the corner”
with respect to many of the challenges
it has faced in recent years. Among the
indicators of this turnaround were im-
proved attendance at this year's event in
Atlanta, with participants from thirty-two
countries; more than 400 papers in more
than sixty technical sessions; and a re-
cord-setting attendance by students and
student presenters (more than fifty stu-
dent papers were judged this year for
the J. D. Williams Student Paper Award
competition). These positive signs have
not happened overnight or by accident,
but rather, they represent strategic ac-
tions and on-going efforts of Institute
INMM Headquarters, and
the membership to promote the impor-

leadership,

tance of the Institute’s mission, enhance
collaborations with other organizations
and governmental entities, and seek
support for the Annual Meeting wher-
ever their spheres of influence reside.
Efforts continue by the Executive Com-
mittee (EC), seen here in their all-day
Saturday session at the Annual Meeting,
to enhance these strategies to elevate
the visibility of the Institute, and to make
the Annual Meeting an extraordinary ex-
perience for its members. Of note, this
year's EC meeting had representatives
from almost all of the Institute’s fifteen
student chapters (four shown in Figure
2.)—all of whom actively participated
in the discussions during the meeting.

Taking the Long View

The enthusiasm and interest shown by
the students this year was contagious
as they engaged in hallway discussions
and asked gquestion in the technical ses-
sions as well, picking up the “gauntlet”
thrown down by the Institute to ensure
the legacy of nuclear materials manage-
ment is sustained.’

Partnership for Nuclear
Security Opens Doors for
International Students

The positive turnaround was exempli-
fied by the presence of The Partnership
for Nuclear Security (PNS)? personnel
from the Department of State and CDRF
Global. PNS seeks to promote a self-suf-
ficient nuclear security culture, ingrained
in partner countries’ nuclear technical
organizations by encouraging responsi-
ble science and nuclear security-related

best practices. PNS has partnered with

INMM on a number of projects in order

to establish sustainable linkages be-

tween nuclear technical professionals
and their counterparts at U.S. and inter-
national institutions. PNS supported ef-
forts at INMM to build nuclear security in

PNS partner countries by bringing more

than seventy experts to the 2014 Annual

Meeting. The experts included represen-

tatives from student and national INMM

chapters in India, Indonesia, Jordan,

Morocco, Nigeria, and South Africa who

shared their strategies for promoting

nuclear security culture and the safe and
secure management of nuclear materials
in a series of side meetings convened by

PNS, and through technical papers deliv-

ered at the conference.

The delegation of attendees included
participants from three PNS-sponsored
projects:

e Graduates from the Texas A&M
University (TAMU) Nuclear Security
Certificate Program

e Students from the Indian Nuclear
Security Training Series (NSTS)

e  Officers from various PNS partner

INMM national and student chapters
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The meetings facilitated by PNS
during the Annual Meeting allowed at-
tendees to build relationships with in-
ternational nuclear security experts and
enhance the capabilities of their INMM
chapters to promote nuclear security
best practices. This included a Sunday
workshop (shown in photo), prior to the
start of the Annual Meeting, on chapter
INMM
chapters from PNS partner countries

sustainability planning, where
and members of the Executive Com-
mittee worked on chapter sustainabil-
ity ideas and discussed best practices
for promoting nuclear security culture
through INMM chapters. A special panel
comprised of Amanda Sayre, student liai-
son, Willem Janssens, chapter Relations
Committee chair, and Jack Jekowski,
chair of the Strategic Planning Commit-
tee, provided insight into the activities
of the Institute. Other members of the
Executive Committee in attendance dis-
cussed resources available to interna-
tional INMM chapters, and identified ave-
nues for chapters to develop closer links
to the nuclear security community. Each
of the PNS-sponsored chapters present-
ed on current and future efforts to pro-
mote nuclear security culture and draft-
ed INMM chapter sustainability action
plans. PNS also announced the launch
of the INMM Chapter Nuclear Security
Activity Grant® Competition. This compe-
tition will provide INMM chapters in PNS
partner countries with support grants to
implement nuclear security activities in
their home countries. During the week,
PNS also hosted a technical paper ses-
sion on nuclear security best practices
and concepts of nuclear security culture.
Three newly founded INMM chap-
ters were commemorated during the
meeting by PNS:
e  Pandit Deendayal Petroleum Univer-

sity (PDPU) INMM Student Chapter
e South Africa INMM National Chapter
e |bn Tofail University INMM Student

Chapter

In addition to these three new chap-
ters, PNS also honored representatives
of the Gadjah Mada University INMM
Student Chapter, whose application was
pending vote by the INMM Executive
Committee at the time of the reception.

PNS also announced the launch of
the Nuclear Security Multimedia Compe-
tition, an open competition to promote
nuclear security culture and best prac-
tices among educational institutions,
nuclear facilities and research laborato-
ries through illustrations, posters, info-
graphics, videos, mobile applications and
games.* Winners will receive a guest
lecture from a nuclear security subject
matter expert at their institution or text-
books, training tools or a remote lecture
from an international expert.

Other Student Activities

The Texas A&M students also drew
crowds this year in the poster session
where they provided a preview of a
Non-Destructive Assay (NDA) training
video that was developed for NA-70 to
help acquaint non-technical personnel
with the important mission of that dis-
cipline at Department of Energy (DOE)
National Nuclear Security Administration
(NNSA) sites. The entertaining eight-
minute, professionally edited, video has
subsequently been posted on an NNSA
YouTube site for viewing.® If there is suc-
cessful feedback from this initiative we
may see more educational resources like
this made available through our student
chapters. This year Amanda Sayre stood
in for Steve Ward to help guide the stu-
dents through their time at the Annual
Meeting, and also worked with the J.D.

Williams Student Paper Award Commit-
tee, led by Jim Andre from Pacific North-
west National Laboratory, standing in
for Glenda Ackerman. Amanda did a re-
markable job of gathering feedback from
the students that will be helpful in future
years as we continue to adjust our strate-
gies for the Annual Meeting to make it
a highly desirable event for a growingly
diverse membership. Also, the Student

’

Activities Committee has “institutional-
ized" the T-shirt booth near the registra-
tion desk—and any student chapter now,
within the rules set up by the Commit-
tee, can raise money for their chapter
through the use of this resource. Texas
A&M was the early innovator so far in
this new venture, but we are excited
to see other chapters beginning to use
their imagination in this endeavor to raise
funds for their chapters. New research in
the area of networking and making large
conferences more amenable to engaging
strategic conversations will be the topic
of a future column, as INMM Fellow Paul
Ebel works with the Strategic Planning
Committee to develop new strategies to
better engage the new generation now

inheriting the mission of the Institute.’

As the World Holds its Breath

Previously, we have attempted in this
column to identify many of the global
"externalities” that impact the mission
of the Institute, from the efforts by the
Obama Administration to muster world-
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wide support for reducing the threat
posed by unsecured nuclear materials
to the growing unrest and challenges
posed by crises from Africa to the Far
East and now to Russia. This year, 2014,
seems to have become a seminal year
for such crises as the world continues
to deal with an economic downturn
and hostilities that touch virtually every
nation. Although technology advances
at an ever-increasing pace, the fleeting
promises for a bright new millennium,
characterized in Peter Schwartz's Wired
Magazine article of 1997, entitled the
“"Long Boom"¢, have long since faded,
as the realities of a conflicted world
emerge. It is through the international
dialogues and collaborations that we
witnessed at this year's Annual Meeting
that we might hope to see a turnaround
toward a safer and saner world, but in
the interim we all have a long road ahead
of us to do what we can in our spheres
of influence to help guide the next gen-
eration into this challenging world they
are inheriting.

This column is intended to serve as
a forum to present and discuss current
strategic issues impacting the Institute
of Nuclear Materials Management in the
furtherance of its mission. The views
expressed by the author are not neces-
sarily endorsed by the Institute, but are
intended to stimulate and encourage
JNMM readers to actively participate
in strategic discussions. Please provide
your thoughts and ideas to the Institute’s
leadership on these and other issues of
importance. With your feedback we
hope to create an environment of open
dialogue, addressing the critical uncer-
tainties that lie ahead for the world, and
identify the possible paths to the future
based on those uncertainties that can be
influenced by the Institute. Jack Jekowski
can be contacted at jpjekowski@aol.com.

Endnotes

1. See “Throwing Down the Gauntlet
to the Next Generation of Nuclear
Stewards — the Enduring Nuclear
Legacy” Journal of Nuclear Materi-
als Management, Volume 42, No.
4, pp. 86-89.

2. See http://www.pns-state.net/en-
us/ for information on the program
and http://www.pns-state.net/
en-us/news/103-2014-inmm-annual-
meeting.html for details of the PNS
activities during the Annual meeting.

3. See http://www.pns-state.net/en-
us/inmm-chapter-nuclear-security-
grants.html.

4.  See http://www.pns-state.net/
en-us/nuclear-security-multimedia-
competition.

5. See https://www.youtube.com/wat
ch?v=SbYIn9aaOjk&feature=youtu.
be.

6. See http://archive.wired.com/
wired/archive/5.07/longboom.html.
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Calendar

January 12-14, 2015
INMM 30th Spent Fuel Seminar
Crystal Gateway Marriott Hotel

July 12-16, 2015
INMM 56th Annual Meeting
Renaissance Esmeralda

October 4-7, 2015
8th INMM/ESARDA

Arlington, Virginia US A

Indian Wells, California USA

March 17-18, 2015

INMM Reducing the Risk
Workshop

George Washington University
Elliot School of International

September 14-16, 2015
INMM VA Tools Workshop
Renaissance Boston
Waterfront Hotel

Boston, Massachusetts USA

Joint Workshop

Jackson Lake Lodge
Grand Teton National Park
Moran, Wyoming USA

September 11-16, 2016
PATRAM 2016
Kobe Portopia Hotel

Affairs
Washington, DC USA

Kobe, Japan

Author Submission Guidelines

The Journal of Nuclear Materials Management is the official journal of the Institute
of Nuclear Materials Management. It is a peer-reviewed, multidisciplinary journal
that publishes articles on new developments, innovations, and trends in safeguards
and management of nuclear materials. Specific areas of interest include facility
operations, international safeguards, materials control and accountability, nonpro-
liferation and arms control, packaging, transportation and disposition, and physical
protection. [NMM also publishes book reviews, letters to the editor, and editorials.

Submission of Manuscripts: JNMM reviews papers for publication with the under-
standing that the work was not previously published and is not being reviewed

for publication elsewhere. This restriction includes papers presented at the INMM
Annual Meeting. Papers may be of any length. All papers must include an abstract.

The Journal of Nuclear Materials Management is an English-language publication.
We encourage all authors to have their papers reviewed by editors or profes-
sional translators for proper English usage prior to submission.

Papers should be submitted as Word or ASCII text files only. Graphic elements
must be sent in TIFF, JPEG or GIF formats as separate electronic files.

Submissions may be made via e-mail to Managing Editor Patricia Sullivan at
psullivan@inmm.org. Submissions may also be made via by regular mail. Include
one hardcopy and a CD with all files. These submissions should be directed to:

Patricia Sullivan

Managing Editor

Journal of Nuclear Materials Management
I'I'l Deer Lake Road, Suite 100
Deerfield, IL 60015 USA

Papers are acknowledged upon receipt and are submitted promptly for review
and evaluation. Generally, the corresponding author is notified within ninety days
of submission of the original paper whether the paper is accepted, rejected, or
subject to revision.

Format: All papers must include:

Corresponding author's complete name, telephone number and e-mail address
Name and address of the organization where the work was performed
Abstract

Tables, figures, and photographs in TIFF, JPEG, or GIF formats. Color is encouraged.
Numbered references in the following format:

I.Jones, F.T, and L. K. Chang. 1980. Article Title. Journal 47(No. 2):

[12—-118.2. Jones, ET. 1976. Title of Book, New York: McMillan Publishing.
Author(s) biography

JNMM is published digitally in full color: Color graphics and images are encouraged.

Peer Review: Each paper is reviewed by at least one associate editor and by two or
more reviewers. Papers are evaluated according to their relevance and significance
to nuclear materials safeguards, degree to which they advance knowledge, quality of
presentation, soundness of methodology, and appropriateness of conclusions.

Author Review: Accepted manuscripts become the permanent property of
INMM and may not be published elsewhere without permission from the
managing editor: Authors are responsible for all statements made in their work.

Reprints: Reprints may be ordered at the request and expense of the author. Contact
Patricia Sullivan at psullivan@inmm.org or +1-847-480-9573 to request a reprint.
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Department of Energy National Nuclear Security Administration

Stewardship Science Graduate Fellowship

Providing outstanding benefits and opportunities to students pursuing a Ph.D. in areas of interest to stewardship science:
properties of materials under extreme conditions and hydrodynamics, nuclear science or high energy density physics.

BENEFITS
$36,000 yearly stipend o Attend yearly program review

 Payment of full tuition and required fees o 12-week research practicum
$1,000 yearly academic allowance » Renewable up to four years

appLy onLiNE: WWW.Krellinst.org/ssgf

ENERGY /VA'SH -7, APPLICATIONS DUE 1.14.2015

This program is open to U.S. citizens and permanent resident aliens studying at a U.S. university who are senior undergraduates or are in their first or second year of graduate study. This equal opportunity program is open to all
qualified persons without regard to race, gender, religion, age, physical disability or national origin.

MARK YOUR CALENDAR www.inmm.org

The INMM Packaging, Transportation and Disposition Technical Division of the
Institute of Nuclear Materials Management (INMM) is pleased to announce the

30th INMM Spent Fuel Seminar

January 12 - 14, 2015
Crystal Gateway Marriott Hotel, Arlington, VA USA
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