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EDITORIAL

At the urging of some of its members the Institute has broadened its scope to include transportation of nuclear
materials and radioactive waste management. This does not mean that any less attention will be paid to interna-
tional safeguards and to national control and accounting for nuclear materials. It is expected that the Institute will

DR. WILLIAM A. HIGINBOTHAM
Brookhaven National Laboratory
Upton, New York

be strengthened by this careful extension in scope and membership, while still avoiding the problems of size
which afflict the broader-based professional organizations. The special strength of the Institute has come from its ability to bring together the
relatively few individuals who are engaged in the development and application of safeguards on a more-or-less personal basis.

A major concern regarding the transportation of nuclear materials is safety. Another is the possibility of theft or sabotage of radioactive ship-
ments, which is a national safeguards’ concern. A third concern has to do with accounting for and protection of international shipments, which

is closely related to international safeguards.

Management of nuclear wastes also has safeguards connotations. IAEA safeguards may be terminated when the Agency decides that the
material has been consumed or diluted in such a way that it is no longer usable from a safeguards point of view. For accountancy reasons,
the nuclear content of such waste discards should be measured and verified. For waste disposal, it is important that these and other measure-

ments be made.

It is conceivable that some countries may decide to bury spent reactor fuel in such a way that it might be recovered sometime in the future.
Obviously, this raises questions as to how safeguards might continue in such a case.

Since repracessing has not developed as rapidly as had once been expected, consolidation of spent fuel for storage in reactor pools and a
variety of schemes to store spent fuel at power reactor sites or elsewhere are being developed. Any of these schemes will call for significant
changes in safeguards procedures. It will be important to develop appropriate safeguards methods along with the development of these

alternative spent fuel storage technigues.

Returning to safeguards in general, the Institute should be a medium for discussing fundamental safeqguards principles as well as for
exchanging information on safeguards techniques. The Journal has carried some philosophical papers in the past. This issue contains a pro-
vocative article by Charlie Hatcher which proposes a simple formula for quantifying the effectiveness of IAEA safeguards. My first reaction to
any such proposal is that the idea is absurd. On more careful study, the paper presents a way to think about the relationships between such
technical and political factors as the intensity of the safeguards activities performed, the estimated probabilities that inspections might detect
a diversion (should it occur), the credibility of the safeguards operations as viewed by different audiences, and the possibility that a given
nation might attempt diversion, also as viewed from different perspectives.

Charlie Hatcher invested a considerable amount of thought and effort in drafting this model. It started with a preliminary draft which was
published in the winter 1982 issue of the Journal. After receiving a number of comments on that draft, he wrote a revised draft which he sent
to 20 or so individuals. They responded with detailed criticisms, to each of which he replied. This version reflects these exchanges.

In my view, this is a constructive paper which should stimulate discussion on this most important and most difficult subject. As one of the
correspondents said: “Progress comes from those who offer targets to criticize” It is a lot more difficult to break new ground than to criticize
such proposals. The editors welcome your comments, and invite alternative suggestions.
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CHAIRMAN’S COLUMN

JOHN L. JAECH
Exxon Nuclear Company, Inc.
Believue, Washington

| have been attending meetings of the INMM Executive Committee
since 1974. One topic for discussion that has surfaced repeatedly
at these meetings is the role that the INMM should play in public
information. We have appointed Public Information Chairmen and
Committees, some of which have been very active in putting
together programs related to public information at the annual
meetings, in setting up Speakers’ Bureaus, in promoting press
releases, and in a number of other ways, some of which have met
with some degree of success and others which never really
became airborne.

In the current administration, we have no Public Information
Committee as such. This is not because we see no need for public
information activities, but rather because it's difficult to define

the role that such a committee should play. With our limited
resources, we see little point in paralleling the efforts of other
groups who publish and distribute pamphlets and booklets promot-
ing nuclear energy, and even sponsor full page advertisements in
national publications. Such activities are laudatory, and | know
many of our members have made use of such materials and
perhaps participated in those activities to some extent.

If any of you readers have ideas on what we as an Institute can do
further in this area, please convey them to me. My personal feeling
is that the most can be gained if we act as individuals to create
public awareness of nuclear energy, especially among that
segment of the population who are opposed to nuclear energy
because of a poor understanding of this energy source.

Having spent most of my career at Hanford where nuclear energy
was well understood and accepted, | did not fully appreciate how
such understanding (and, therefore, acceptance) was centered
rather exclusively at places like Hanford, Oak Ridge, Los Alamos,
and similar nuclear-oriented communities. Now that | live in the
Seattle area, my eyes have been opened and | see the need for
creating such understanding at the grass roots level. It does little
real good for us believers to talk among ourselves; we are already
convinced. Our goal should be to reach the nonbelievers.

The opportunity to act in this direction was provided to me in early
Spring of 1984 when [ was given the task of developing a five week
series of one-hour sessions on “Understanding Nuclear Energy” for
a Sunday morning adult class in a large, centrally located downtown
Seattle church. By bringing in guest speakers, we put together this
series, covering such topics as the fuel cycle, the status of nuclear
energy throughout the world, radiation and criticality, nuclear
materials safeguards (of course), and reactor safety, including a
very fine presentation on the Three Mile Island incident. The series
was well-received, much appreciated, and did a lot of good in
reaching that vitally important segment of the population whose

support we, as an industry, must have in the future. Cannot we as
individual INMM members promote similar endeavors, if not in
churches, in clubs and in similar groups? | think we have a real
opportunity here; an opportunity and also a challenge. It is not
enough that you and | are supportive of nuclear energy; a broader
support base is needed. Perhaps we can inspire one another in
these efforts by publicizing our local activities through news items
printed in our INMM Journal. What is your reaction?

On another subject, at the most recent meeting of the INMM
Executive Committee held in early March in Albuguergue, your
Committee elected the initial six Fellows of the INMM. This election
was held following the provisions of the Bylaws dealing with
membership grades and was recently approved by a large majority
of the INMM membership. To review, election to the grade of Fellow
first requires that the candidate be nominated by at least five
members of the Institute (See Article ), Section 5 of the Bylaws).
Other steps are detailed in the cited section, but the final election
requires the approval of the Executive Committee.

How the Executive Committee approaches this election is not
specified in the Bylaws, except that it requires the approval of two-
thirds of the Committee. Because of the upper limit on the number
of Fellows that the Institute may have at any one time (5% of the
membership), your existing Executive Committee felt that restric-
tions should be placed on the number elected in any given year.
Operating under these formal restrictions, which may conceivably
be changed by succeeding Executive Committee actions, the initial
election was limited to six Fellows.

Someone has likened the Fellow election process to that used in
elections to the Baseball Hall of Fame. Each of us probably feels
that there are deserving baseball greats who have not yet been
accepted in the Hall of Fame; there is little we can do about that.
Each of us probably also feels that there are deserving individuals
who should be designated Fellows of the INMM; we can do some-
thing about that. Participate in the nomination of the candidate of
your choice at the next invitation to do so. Previously nominated
individuals must be renominated to be considered for election

in 1985.
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TRAINING COORDINATOR'’S
REPORT

DEAN D. SCOTT
Battelle, Pacific Northwest Laboratory

Richland, Washington

One of the many aspects of the INMM is to provide its member-
ship and the nuclear community with educational opportunities
in the fields of Safeguards, Security, Transportation and Waste
Management. At the present time, these educational efforts are
being met through the diligent individual endeavors of several
Institute members.

In order to facilitate these members and the INMM, the Executive
Committee has instituted a new position of Training Coordinator.
While serving in this capacity it is my intent to solidify the
educational program into a more structured format. My first
endeavor will be to take each of the four fields and define basic
educational needs. The next steps will be to develop a curricuium
from those needs; identify individuals to teach courses and
workshops; and establish a nation-wide training itinerary.

If you have any suggestions, preferences, or compiaints, | would like
to hear from you. Please feel free to contact me at the Columbus,
Ohio meeting or drop me a line at:

Dean D. Scott

Battelle, Pacific Northwest Laboratory
PO. Box 999

Richland, WA 99352

(609) 375-2816

MOVING? ticiv weexs

BEFORE YOU GO.

For prompt service, attach your current address label (from
journal envelope) in the space below. Then fill in your new
address and mail to:

NUCLEAR MATERIALS

MANAGEMENT

8600 West Bryn Mawr Avenue

Chicago, Hlinois 60631 U.S.A.

312/693-0990

Attach your address label from current issue here

New eddress:

Narme

Address

City

State Zip

[——————————————

JOURNAL ARTICLE DEADLINES

Deadlines for technical manuscripts (requiring review)
and news articles, etc. (not requiring technical review)
are given in the annual schedule noted below. As a
convenient reminder to colleagues in your organization,
you may wish to post this schedule.

Technical* News** Publication

Manuscripts  Articles, etc. Mailing
Issue Due Due Date
Spring January 1 March 1 April 1
Summer  July 1 September 1 October 1
Winter October 1 December 1 January 1

*To submit a technical article (requiring review), send
three copies to Dr. William A. Higinbotham, TSO,
Building 197, Brookhaven National Laboratory, Upton,
Long Island, New York 11973 (phone 516/345-2908,
or FTS 666-2908). One copy should be sent to Editor,
NUCLEAR MATERIALS MANAGEMENT, INMM
Headquarters, 8600 West Bryn Mawr Avenue,
Chicago, lllinocis 60631 U.S.A. (phone: 312/693-0990).

**News articles, photos (with captions, of course), book
reviews, summaries of technical presentations, guest
editorials, technical notes, etc. should be submitted
by the appropriate deadline to the Editor at INMM
Headquarters.

Glove Boxes
Available

Battelle’s Columbus Laboratories is offering for
sale three stainless steel glove boxes previously
housed in its former plutonium facility. These
units were used for analytical chemlstry and mass
spectrometry and .

would be appropri-

ate for any similar

work requiring a

containment

system.

For quantitative internal and external survey
information, please contact Mr. Gene Roe,
Battelle’s Columbus Laboratories, 505 King
Avenue, Columbus, Ohio 13201-2693; phone

614/879-5124.

$¥Batielle

Columbus Laboratories
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RALPH E. CAUDLE
HEADS WACKENHUT

ADVANCED TECHNOLOGIES CORPORATION

CORAL GABLES, FLORIDA—Ralph E. Caudle, formerly Director of
the Department of Energy’s Office of Safeguards and Security, has
been named President of Wackenhut Advanced Technologies Cor-
poration (WATCO).

Based in Reston, Virginia, WATCO is a newly created subsidiary of
The Wackenhut Corporation, one of the world's fargest international
security and investigative organizations whose headquarters are

in Coral Gables.

Four separate Wackenhut technological security and systems ser-
vices have heen merged into WATCO. They include the Systems
Division, the Advanced Technologies Division, the Security Pro-
grams Division and NUSAC, Incorporated, a former subsidiary
which produces quality assurance and approved training programs
for the nuclear industry.

Mr. Caudle, a retired Air Force Colonel whose military service
included combat tours in Korea and Southeast Asia, joined the
Department of Energy in 1975 as Director, Division of Operations,
Office of Military Application.

In 1981 he was promoted to head DOE's Office of Safeguards and
Security, with responsibility for protection of nuclear weapons mate-
rials and facilities as well as all DOE classified information.

The Wackenhut Corporation’s operations extend across the United
States and into Canada, the United Kingdom, Western Europe, the
Middle East, the Far East, Australia, New Zealand, Mexico, Central
America, Panama, South America and the Caribbean.
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A REMINISCENCE, 1944

Chapter 2
R.D. SMITH

My biggest problem in writing these anecdotes is where to begin.
There is so much. And it is rich in both pathos and humor. The rain
in early 1944 was unbelievable. We'd get off at three from day-shift,
and no Victorian (or perhaps a modern) person would believe the
preparations we made. The girls took off their skirts, shoes, and
stockings and usually put on a rather large raincoat. Then they went
to the buses with a big bundle in their arms.

And the men were in the same fix. We'd take off our pants, shoes,
and socks, wrap the whole mess up in a bundle, put on our long
raincoats, and head for the bus. | suppose we all looked silly with
our bare legs and feet sticking out from under those raincoats;
and maybe | am silly to be so proud of the whole thing. How can
anyone be proud of being in mud up to one’s knees? But we were
all proud.

There was a poignant quality in all this that is difficult to describe. I'll
try. Here were all these iovely, nubile girls. Here were all these virile,
young men. Nobody made “a pass,” at least in the presence of
anyone else. It was sort of like we had all become Victorian; we
were about half naked but only half tempted.

And we were jolly. | find that there is a theme in these peculiar
accounts which is the singing. It was because there was an esprit
de corps the like of which I've never seen before or since. Everyone
did what each was asked to do because the assumption was that it
would help WIN THE WAR! We all helped each other. So far as | can
remember there was almost no politicking for personal advance-
ment; and there was virtually no “goofing off.” Everyone was
apparently completely dedicated. That's why we sang!

When Evelyn was here in the Summer of 1944, we would rent an
unused room in one of the newly built houses. This is what the
Army called “separate quarters.” The single guys were to stay with
the troops in such rather sorry arrangements as the Army provided
for our housing. But the married guys, who were | suppose
assumed to be older and more settled in their ways, were given this
privilege. There's where | had the Army. | was one of the younger
men in the Special Engineer Detachment (SED), which is what we
were called. Although we'd been married almost two years, | was
still only twenty-one.

In January 1945, Evelyn came back. She had decided that breaking
that stupid teaching contract ($1,700 a year!} wasn't such a bad
idea. She immediately got a job at ¥-12 in one of the “singing”
laboratories at considerably more than that figure, and we
continued in “separate quarters.”

Y-12 was good to us. We were always permitted to be on the same
shifts, rotating or whatever. But “separate quarters” as we had them
then got to be intolerable, even after we got rid of the bedbugs. Very
early that Spring there was a hot, hot day. Evelyn and | had come
home from a long night-shift and we were so tired we were in
shock. We went to bed and lay sweating until we finally fell asleep.

We hadn't been asleep for an hour when all of a sudden there was
a roar. | looked out the window, and there was our well-meaning
landlady hosing down the roof. There is no way a frame, one-story

house will not roar when being hosed down. We'd been through
chickens under the floor when we'd awaken to the silly cackle of a
hen who had produced something, but that hosing down did it!

We had to have something better. | went to the barracks area and,
as they say, | talked around. There was something going on; a guy
named Lesch needed twelve more families to fill the cabins at Cove
Lake State Park at Caryville, Tennessee. They called them “cabins”
at that time, but it was more like a one-story motel; the cabins being
interconnected in the sense that row-houses are. Lesch easily got
his necessary twelve subscribers. | signed up for cabin nine.

There was more than the thirteen cabins. There was a restaurant
and kitchen. They were ours. There was the park. It was ours. There
were rowboats on the lake. They were ours. And Cove Lake, itself,
with it's geese and ducks and fish was ours. For a total of $650 a
month, we thirteen families essentially bought a state park!

It was tremendous for us and good for Tennessee. In years like
those, there was almost zero tourism what with gasoline rationing
and the many other problems. For example, you couldn’t buy a tire;
or if you could, it wouldn't be quite the right size. | saw some pretty
funny looking cars. So Tennessee came out a winner, or at least not
as big a loser as it woulid otherwise have been. And we thirteen G.1.
families were in clover.

There was certainly no problem with transportation. | read some-
where that Oak Ridge had the biggest bus system in the world at
that time. Judging from highway 25W it was probably true. The olive
drab G.I. buses flowing both ways reminded me of circus elephants
each holding the preceding one’s tail in its trunk. They came from
Harlan and Middlesboro, Kentucky, Jellico, LaFollette...from all over
and all for free. For shopping or other excursions we always had the
thumb and the uniform. It was almost like having our own car.

One evening in early 1945, Evelyn and | decided to take in a
carnival at the ballpark in Lake City. We hitched a ride. The car
radio was on. It was announced that FDR had died. We both began
to cry—no big sobs or wailing—just big tears running down our
cheeks. The man asked did we still want to go to the carnival. We
said yes. But, all the fun was gone. | remember Evelyn saying, “We
have lost our leader” We had, but neither of us knew what a feisty
little man Harry Truman was. So for us the carnival was a bust and
we left in about half an hour and hitched back home to Cove Lake.

Speaking of the park, it had a ranger. He was a really nice guy. He
tried to enforce state rules although he knew the rules were dumb,
and so did we. As a result he must have been a very frustrated
man. For example, there were supposed to be “fish” days and
“swim” days. On days when you could fish, nobody was to swim
and vice-versa. You can imagine how that worked out. We swam
whenever we felt like it and likewise with the fishing. The poor guy
walked around shaking his head.

There was a small dock down from the cabins from which we either
fished or swam. It wasn't in good repair then and it's gone now.
Evelyn and I, coming off day-shift and arriving at Cove Lake about
5:00 p.m., would sometimes get our fishing gear and walk down the
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hill catching grasshoppers for bait as we went. Fishing gear for us
was a small wooden contraption around which you could wrap
your, maybe, 12-foot line and one hook. We had no poles. You could
get what we had for about a quarter in any Five and Dime.

We did this quite a few times. Our take might be three crappies for
Evelyn, one strike and a few nibbles for me. It seems | am just not a
fisherman. The fish Evelyn caught tasted mighty good. And, once in
a long while, | would catch one worth keeping myself.

There was one day we did this I'll always remember. We went down
to the dock and just sat resting. Evelyn started pulling them in, We
switched sides of the dock. She kept pulling them in. Once in a
while I'd have a nibble. She caught eleven good sized crappies and
said she'd holler when she was ready. Before she left she wrapped
her fine around a nail in the dock and left it in the water. | was to
bring it up when | came. She hollered and | unwound the line and
got a fight. She caught fish even when she wasn't there! This one
was an 11%4-inch caffish.

Now, 'm not one to be afraid of varmints, but that catfish was most
formidable. | didn’t know whether those barbels were poisonous or
not. So without unhooking it, | carried it up to the cabin sort of at
arm’s length. Evelyn was amused at my worry and assured me the
animal was harmless. She had previously caught bull-heads (a
closely allied species) in upstate New York. She also knew how to
prepare it for the pan which she explained. So, | got a sharp knife
and my pliers and we had Tennessee catfish. Delicious!

Evelyn is not only knowledgeable; she is ingenious. We had all
those crappies. They were all cleaned and ready to go. But, what
two people could eat eleven good-sized crappies after that catfish?
So Evelyn got a large bowl, put in the crappies, and completely
covered them with table salt—good old sodium chiloride. A rather
predictable thing had happened by morning. Here was a bowl

of very rich brine in which the crappies were slightly withered

and hardened.

They were the best substitute for bacon I've ever had. We simply
took them out of the brine, rinsed them, and fried them in butter.
They didn't last a week. The neat thing about this technique is that
no refrigeration is required.

Why am | hung up on fish? Mainly, it's because we couldn't get any
meat! There simply wasn't any in the stores. We would buy Chef
Boy-Ar-Dee spaghetti dinners in a box because the little can of
sauce that came with it, did contain a little ground beef. We did
most of our grocery shopping at Woodson's in LaFollette. They got
to know us. Once in a while the guy behind what had been the
meat counter would beckon me. He would have saved a pound of
bacon or sausage or something for us. We took it gladly. What

a nice man!

Mind you, this had a queer “speakeasy” flavor. | don't think it was
illegal, but perhaps it was. At any rate, what he sold us came from
“under-the-counter” There was no meat of any kind showing. (Ed.
Note: It was not illegal. It was a form of rationing by the merchant to
his customers.....otherwise a few greedy people would buy up the

entire supply and either “hoard” it or sell it for a criminal profit)

On night-shift, | once grumbled about there being no meat. | should
not have done that. One of the girls—her name was Zola—brought
in a huge country ham and put it in the laboratory refrigerator. There
was a note on it that it was for Evelyn and me. | was most embar-
rassed. | wanted to refuse the gift. But Zola was most adamant. She
said they had a smokehouse full of the things. | tried to give her ten
dollars. She got angry and stalked away. So | took the thing home
and Evelyn and | had country ham for some weeks.

But I'm still leery about the ethics of the whole thing. A supervisor
should not take gifts from employees. Zola didn't know that and was
only acting in the spirit of the time. | still feel a little guilty.

| don't believe there's ever been a time like it. Today there are
almost no Zolas, almost no men like the one behind Woodson's
meat counter, and no hitches like the ones we got who would
take us wherever we wanted to go even if that was not where
they were going!

NEXT: My Coliege Football Career
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BOOK REVIEW

LESLIE G. FISHBONE
Brookhaven National Laboratory

BORN SECRET-THE H-BOMB, THE PROGRESSIVE CASE, AND
NATIONAL SECURITY

A. DeVolpi, G.E. Marsh, TA. Pastol, and G.S. Stanford

Pergamon Press, New York, 1981, xiii, 305 pp., $17.50

“Our future will be more secure if secrecy is minimal.” Important
political decisions relating to national security will be more
intelligently made if the public has more, rather than less, access
to information thereupon. And finally, ending the superpower arms
race will do more to prevent the spread of nuclear weapons than
will secrecy and controls on technologies. These are the main
themes of Born Secret, which couches its arguments around the
notorious Progressive case of 1979,

Born Secret is three books in one: first, it relates the facts of the
Progressive case, including the participation of the authors; second,
it gives a legal analysis of the major issue in the case, secrecy; and
third, it presents the authors' views on the role of secrecy in the
larger questions of nuclear-weapons proliferation and national
security. For the purposes of this review, | accept the book’s
recounting of the facts of the case as correct.

DeVolpi, Marsh, Postol, and Stanford, who were at the time of the
case all scientists at Argonne National Laboratory, became involved
on the side of the defendants in the case of the United States of
America, Plaintiff, versus the Progressive, Inc., Erwin Knoll, Samue/
Day, Jr, and Howard Morland, Defendants, filed on March 8, 1979,
in the US. District Court for the Western District of Wisconsin; Judge
Robert Warren presided over the case. The U.S. Government went
o court to prevent publication of Morland'’s article, “The H-Bomb
Secrel,” in the Progressive, of which Knoll was editor and Day was
managing editor. Voluntary efforts to prevent publication had failed.
The courtroom battle largely involved affidavits, submitted primarily
by nuclear-weapons experts and U.S. Government officials up to the
Cabinet level on the one hand and outside experts in law and
nuclear technolagy on the other. Many of the Government’s affi-
davits were themselves submitted in secret and were unavailable
to the defendants; furthermore, the Government presented no live
testimony that would have been subject to cross-examination. The
Government successfully obtained a temporary restraining order
on March 9 and a preliminary injunction on March 26 against publi-
cation. A motion by the defendants to have this injunction vacated
was denied by Judge Warren in a decision on June 15; the motion
was based on new evidence, namely, a mistakenly declassified
official report on weapons work found in the public section of the
library at the Los Alamos National Laboratory. The Progressive et al
immediately appealed to the Seventh Circuit Court of Appeals in
Chicago. On September 17, before the appeal process was over,
the Government withdrew its suit because another periodical, the
Madison Press Connection, published a letter by another party to
Senator Charles Percy of lllinois that gave the essence of Morland’s
article; the Progressive thereupon published the tatter. Many of the
secret affidavits submitted to the District Court in the original suit
were subsequently declassified.

Legally, the injunction granted by Judge Warren was based on his
acceptance of the Government's primary arguments. The first
argument, regarding questions of evidence, was that Morland’s
article contained Secret Restricted Data within the meaning of the

Atomic Energy Act. The second argument, regarding questions of
law, was that the Act provides for injunctive relief, is constitutional,
and applies to all, not just those in officiai Government work (hence
the material in question is “born classified”). The defendants had
chiefly and unsuccessfully counterargued that the material in the
article was already in the public domain and that the provision of
the Atomic Energy Act granting injunctive relief is unconstitutional.

The question of whether the material was or was not already public
revolved around prior publications by Government scientists, the
deducibility of the material in Morland's article from principles of
physics and from the prior publications, and the technical level

of detail necessary in a publication to allow it to be significantly
exploited by a foreign country. The authors discuss at some length
the concepts in Morland's article and argue why they would be
readily deducible by competent physicists from previously available
information and why, given the lack of technical specification, the
article could provide only slight, if any, assistance to a new fusion-
weapon designer.

The question of constitutionality involved, among other things, the
decision of the Supreme Court in the 1971 case, New York Times
Co., Petitioner, versus United States. United States, Petitioner, versus
the Washington Post Company et al., the famous Pentagon Papers
case. There, a majority ruled that prior restraint on publication can
outweigh First Amendment rights only in extremis, a condition
frequently summarized in terms of Justice Potter Stewart's concur-
ring (not the agreed majority) opinion that prior restraint is justified
only if publication “will surely result in direct, immediate, and
irreparable damage to our Nation or its people.” An important
difference between the Progressive and Pentagon Papers cases is
that no specific legislative act authorizing injunctive relief governed
the latter. The material in that case involved National Security
Information, whose handling is governed by an executive order

of the President (most recently Order 12356 by President Ronald
Reagan on April 6, 1982). Nevertheless, Judge Warren held that
prior restraint of Morland's article was justified not just by virtue of
the provisions of the Atomic Energy Act, but even within Stewart's
demanding standards. The authors of the book argue instead and
in detail that these conclusions were erroneous. Of course the
authors are scientists, so their legal analysis should be compared
with those of experts in law, some of whom they cite.

One additional legal issue raised was whether publication of techni-
cal information enjoys the same constitutional protection as
publication of other, e.g., political and historical information.

Except for the precedent of a temporary injunctive ban against
publication, prior restraint, the legal issues in the case were never
fully resolved, as some surely would have been had the case gone
on to the Supreme Court.

An engaging guestion posed but not answered in the book is why
the U.S. Government chose to litigate the case at all: what was the
exact decision-making process? If subsidiary goals of classification
policy are to avoid drawing attention to sensitive information derived
by private parties and to refrain from verifying it (which, the authors
aver, the Government did implicitly by litigating and explicitly in its

14
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affidavits), why, after Morland submitted his article to the Govern-
ment for comment, was the policy abandoned of issuing the terse
statement “No Comment”? The same reply could have been given
after uncontested publication. Or to put the question another way,
why did the Government miscaiculate on the pragmatic level of
believing that no others would derive or publish the material,

as happened?

Ultimately, the authors are concerned with national security. They
argue that excessive secrecy leads to an electorate and a Congress
poorly versed to make the best possible policy choices. They
criticize the secrecy involved in the decisions to use fission bombs
on cities in World War Il and to develop fusion bombs. Volumes
have been written about these decisions; they remain contentious.

Regarding contemporary issues, the authors feel that excessive
secrecy about technical capabilities of strategic-missile systems
and of arms-control monitoring systems inhibits the informed
debate that could stop the arms race. | feel here that much
technical information is widely available and that details about
weapons designs and monitoring systems are not essential for
public discussion of the basic policy questions.

In considering national-security issues through treaty, authorization,
or appropriation debates, the U.S. Congress presumably has
access 1o the relevant secret information. Given that a strategic-
arms treaty not capable of being reasonably well verified would
never be ratified and that reasonable assessments of the strategic
forces of our adversaries are available, anyone deciding to accept
or reject a given arms-control treaty must balance the risk of
deception against the risk of a continued arms race. Such nationai-
security decisions are based, for better or worse, on a constellation
of facts and political perceptions.

Voters rarely, if ever, decide Presidential or Congressional elections
on single issues. To the degree that foreign policy concerns them

at all, most voters will only consider candidates’ general views on
strategic arms, such as whether the SALT Il treaty should have been
ratified and whether a nuclear “freeze” should be adopted. Details
of these questions must necessarily be left to experts once elected
ieaders have, by virtue of their periodic elections and the continual
submission of opinions by voters, formulated general policies. In my
judgment, voters have certainly had enough information available in
recent years to give general and intelligent direction to their elected
leaders on these questions.

This information largely becomes available from official and private
testimony before Congressional committees and from criticism of
the policies and proposed systems in a plethora of periodicals and
other forums. Vital to the criticism are informed experts, often former
officials from the political party not in power. These are the people
for whom details about strategic arms, monitoring systems, and
related policy are important. The governing party has changed
sufficiently frequently that opposition and independent experts are
well-informed. Nevertheless, policies or laws mandating minimal
secrecy would certainly ease the burden of both the loyal opposi-
tion and historians.

The authors quote approvingly specific proposals regarding eased
secrecy—automatic declassification in most cases and better over-
sight by the Congress, for example—and also recommend changes
in the Atomic Energy Act to eliminate the “born-classified” notion.
These proposals are at odds with Executive Order 12356 and with
current U.S. Government policy.

Belief that the Morland article would aid other countries in fabrica-
ting fusion weapons—fusion-weapon proliferation—was the national
security issue underlying the Progressive case. The authors
discount the connection, emphasizing instead the much more
detailed design information, industrial prowess, testing, and political
will needed in a fusion-weapon program. The most significant non-
proliferation step that could be made, they feel, is agreement on a
comprehensive nuclear-weapon test-ban treaty. This would both
forestall deveiopment and deployment of new weapons by estab-
lished powers as well as satisfy the pledge in Article VI of the Non-
Praliferation Treaty “...to pursue negotiations in good faith on
effective measures relating to cessation of the nuclear arms race
at an early date and to nuclear disarmament...” The authors do
include the arguments against a comprehensive test ban, namely,
the uncertainty thereby induced into existing weapons stockpiles
and the possibility that verification measures may not be foolproof.
(This issue is debated in the August, 1983 issue of Physics Today
and the August-September, 1983 issue of the Bulletin of the
Atomic Scientists.)

Also concerning proliferation, the authors deplore the policies of
the Ford and Carter administrations under which the United States
became an unreliable nuclear supplier, especially in its attitude
toward plutonium as a nuclear fuel. It would have been and would
be better to support the use of plutonium as a reactor fuel and
establish strong safeguards against diversion while participating in
the technological developments.

For those interested, Morland has set forth his own story at great
length in The Secret That Exploded (Random House, New York,
1981). That book is of chief interest in giving Morland’s motivations
and the odyssey of his search for information. Sadly, he wrote his
article in large part for publicity, knowing full well that weapons-
design information is not needed for intelligent public debate on
national-security issues. Much commentary about the case,
including some by the authors of Born Secret, has also appeared
in the Bulletin of the Atomic Scientists.

Born Secret is well-written, well-edited, and well-documented.
Indeed, containing appendices (one of which is Morland's article
itself), notes, a glossary, a list of abbreviations and acronyms,
general and detailed reference lists, and a detailed index, the book
is a model in helping readers through layers of technical and legal
issues. One minor complaint is that | personally found the typeface
unpleasant to read at first because of the small size and lack

of serifs.
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A TANK VOLUME CALIBRATION ALGORITHM

FRANK E. JONES

Center for Chemical Engineering
National Bureau of Standards
Washington, D.C.

An Algorithm has been developed to enable inference of the volume of process mixture in a tank, such as a
chemical process tank, from measurements of differential pressure and temperature and values of other
parameters. The differential pressure is converted to that corresponding to water at the reference
temperature, 25 °C, by the use of a derived equation. This differential pressure is then used in a water
calibration equation to calculate the volume of water at 25 °C. This volume is equal to the volume of
process mixture at 25 °C at the same level in the tank, the desired result.

1. Introduction

Volume calibration of chemical process tanks is usually done using water as the calibration fluid at a
particular temperature or in a narrow range of temperature. In the most precise and accurate systems, a
calibration equation is developed which relates volume of fluid to the differential pressure measured
between a point in the fluid near the bottom of the tank and a reference port above the surface of the
fluid. The measurement of the density of the fluid in a tank using two bubbler tubes of different lengths
has been treated in a previous paper [1]. 1In chemical processing, the process mixture in the tank has a
different density than that of the water used in the calibration and the temperature of the fluid and the
tank may be different from the calibration temperature. It is necessary, therefore, to provide an algo-
rithm to enable application of the water calibration equation to the process mixture.

In this paper, such an algorithm has been developed. Although conceived independently, this development
has a number of points in common with those in an interesting paper by Davies et al. [2]. The algorithm
is quite general although it is illustrated using a specific model tank; it is thus generally applicable
to chemical process tanks.

Jones [3] has published a brief account of the volume calibration of a chemical process tank, using
increments of water dispensed from volumetric test measures and a differential pressure gage connected to
a "bubbler" tube leading to the bottom of the tank and to a port in the top of the tank. 1In this system,
the differential pressure between an orifice near the bottom of the tank and an orifice above the surface
of the liquid is a measure of the height of the surface above the lower orifice. Dry instrument air or
other gas bubbled through the lower orifice transmits the pressure at that level to one side of a differ-
ential pressure gage. The upper orifice is connected to the low pressure side of the gage. Two papers
[4,5] treat the data from the calibration. The right circular cylindrical tank will be used as the model
tank for this development. Keisch and Suda [6] have treated tanks of other geometrical configurations.

2. Model Tank

The model tank, sketched in figure 1, has the dimensions of a right circular cylindrical stainless steel
tank. The height of the tank is 3.4 m, the diameter is 2.4 m, the vertical distance (S) from the gage to
the top of the tank is 3.0 m, the inside diameter of the tubes is 0.019 m, the elevation of the longer
bubbler tube above the floor of the tank is 0.019 m, the wall thickness of the tank is 0.013 m, and the
coefficient of linear expansion (o) of the stainless steel is taken to be 15.9 x 107® (°C)~l. The capac-
ity of the tank is approximately 13,600 liters.

lNumbers in brackets refer to the literature references at the end of this paper.
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Figure 1. Sketch of the Model Tank
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3. Algorithm Development

The following equations relate the pressure at either side of the gage to other parameters listed below.

e

P

DS

pressure

pressure

pressure

pressure

pressure

Pop = Pp + Pryp T Fpp T (0080

Poo = Py ¥ Ppg — (py)g8S

Pb = png + (pa)Pg(h—S-L) + Pt

Pon = Pgo = OBl + (0) 8(h-S-1) + P+ Py~ Pog

~(pa)hgh + (oa)SgS

Poy ™ Poo = gllp,, - (pa)p] + (oa)pg(h-s)

~(p )b+ (0,)g8S + Py + Py~ Ppg

at the "high'" side of the gage.

at the 'reference'" side of the gage.

at the level of the tip of the longer bubbler tube.
drop in the longer bubbler tube due to flow of gas thre

associated with the formation and the surface tension o

of the longer bubbler tube.

density of air in the longer bubbler tube.

acceleration due to gravity.

vertical

pressure

length of the longer bubbler tube.

at the level of the tip of the shorter tube.

elevation of bubbler above floor of tank.

1)

(2)

(3)

(&)

(5)

ugh the tube.

f the bubble on the tip

pressure drop in the shorter tube due to flow of gas through the tube.

(pa)s- density of air in the shorter tube.

p

W

L

S

density of water.

- height of liquid surface above the tip of the longer bubbler tube.

- vertical

length of the shorter tube.

(pa)p— density of air in space above liquid surface.

Pf - pressure at the liquid surface.
Other parameters introduced later in the text are:
A average cross-sectional area of the tank.
d ~ 1inside diameter of tubing.
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2 - vertical length of the bubble on the tip of the longer bubbler tube.

R - radius of curvature of the bubble at its lowest point.

T - temperature in kelvins.

Tc - temperature at which water calibration was performed, in kelvins.

@ =~ coefficient of linear expansion of material of which the tank is constructed.
Yo ~ surface tension for process mixture and air.

Yw - surface tension for water and air.

S density of process mixture.

For tubing of sufficiently large inside diameter (d), PDh - PPS is negligible. This is easily accomplished
since the pressure drop in the tubing varies inversely with d* [7]. 1In the interest of simplicity the

source of gas, instrument air for example, is not shown in figure 1.

Ptip is given [8,9] by 2

w
Ptip = le, - (pa)h]gl s (6)

where £ is the vertical length of the bubble on the tip, v _is the surface tension for air and water, and
R is the radius of curvature of the bubble at its lowest point. The formation of bubbles on the tip and
the time dependence of the pressure in a bubbler tube have been treated by Gaigalas and Robertson [10].

By substituting eq (6) in eq (5) and setting PDh - PDS equal to zero,

Poy ~ Poo = gllo - (pa)p] + (oa)pg(h—S)
ZYW

- (pa)hgh + (oa)SgS + [ow - (oa)h]gl R (7

4, Temperature Variation of Quantities in Eq. (7

We now investigate the variation (AL, Ap_, etc.) with temperature, T, of the various terms in eq (7) for
a AT of several Celsius degrees. The first term, ngw, which we designate P;, makes the largest contri-

bution to PGH - PGO'

Py + AP; = g(L + AL)(pw + pr)

= +
ngw + gL pr + 8o, AL g AL pr (8)
- +
AP,y gL pr + 8o, AL g AL pr s (9)
APy S Y
PP "o .t Lt D (10
GH GO g w W A

The third term on the righ~hand side of eq (10} can be disregarded, thus

APy Ap (1)

o
% e
=

(PGH - PGO)
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We now use the subscript T to indicate the values of quantities at temperature T different from the
temperature, Tc’ at which the water calibration of the tank was performed.

L, = L + AL, (12)
NS S |
A’ T AT,

where V and VT are the volumes of water in the tank when filled to the levels L and LT. A and AT are the

corresponding average cross-sectional areas.

v, Vo
s S, (13)
A Ay ey

Vo
- - w__¥
AL = Ly = L P NG (14)
W,
T
AL = A+ 04, (15)
Vo
W v
AL =@ F e " ac (16)
W,
T
p, =0+ Ap a7
T
P
\Y W v
AL = - =, (18)
(A + nA) (pw + pr) A
P
AL _ v w A_VA (19)
L (A + AA) (pw + pr) v AV
AL _ A Py -1 1 -1 (20)
L (A+04) (p + Ao ) AA, Ap :
w W (1 + A) 1+ w)
p\107
and, since AA/A and pr/pw are << 1,
Ap
AL _ LA, AT
p= - A-—-9 -1 (21)
w
AL an Doy sa Py
B el Bl Wl (22)
p pw
With the substitution of eq. (22) in eq (11),
APy bog s PPy
- - LA v (23)
GH ~ PGO) pw pw
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AP,

L. _ A
(Pey ~ Pao? A
AT = A(1 + 2a AT) = A + AA, (25)

where o is the coefficient of linear expansion of the material of which the tank is constructed.

AA _  20A AT _
- S e -SSR 20, AT, (26)
APy
55— = - 2a AT (27)
®on = Poo)

Returning now to eq (7) and combining the second, third, and fourth terms, designated P,,

Py = (oa)pg(h—S-L) (28)

The variation of P, is treated in detail later, we therefore present here the result for AT of several
Celsius degrees:

|aP,| < g(h-S) LG (29)
The maximum absolute value of AP, at 300 C° is approximately 0.04 (h-8) AT; for (h-S) equal to 3.4 m, the
maximum absolute value of AP, is 0.14 AT Pa. For AT of several Celsius degrees, AP, can be disregarded.
In treating the terms (p )SgS and - (p ), gh, the temperature variation is that in the air in each of the.
tubes which in either case is assumed €o be much less than that in the air above the water. Consequently,
the effects of temperature variation on these terms can be disregarded.
If we assume, in the absence of detailed information, that the shape and dimensions of the bubble change

negligibly with temperature, % and R are essentially constant with temperature. The variation of the next
to last term, P3, in eq (7) becomes

AP

n

gt 8o, - ()]

2

gt o (30)

For £ of 0.019 m, AP3 = -0.045 AT Pa, which can be disregarded.

The variation of the last term, P,, in eq (7) is

2
APy =AY (31)
Using the data on Yy of Harkins [11], AYW = - 1.4 x 107 AT Nm~!. For R of 0.019 m,
8P, = —2— (- 1.4 x 107%) AT
4 0.019 ?
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AP, = - 0.015 AT Pa

Therefore, for T of several Celsius degrees, AP, can be disregarded.

5. Adjustments for Departure of Water Temperature from Calibration Temperature

Summarizing, it has been shown that for a variation in water temperature of several Celsius degrees, the
variation in the differential pressure at the gage is given by

A(P P.) =~ 2a(PGH - PGO) AT (33)

GH ~ GO

Therefore, to calculate the values of (P u " P.) corresponding to a temperature, T, different from the
temperature, Tc’ at which the water caligration was performed,

eu ~ Peo’r = Pou " Poodr t Ay -

GH GO Tc PGO

(P — P )

en ~ Peodr = CPoy " Bgody 1 20T -TO1, (35)

T
c
where (T - Tc) = AT,

If we now choose T to be the reference temperature 298.15K (25 °C), eq(35) becomes

(¢ 63 P.) [1 -~ 20(298.15 - TC)] (36)

en ~ Peo’2s = Pem ~ Feo T,

Eq (36) enables adjustment of calibration differential pressure data to the reference temperature.

The volume increments, V_, of water introduced in the calibration are adjusted to the reference temperature
by applying the principlé of conservation of mass:

&)
W, C
v =y —= (37)
25 ¢ Dw,25

where p
w,C

and Py 25 are the density of water at TC and 25 °C, respectively.
b b4

6. Application of Eq (7) to Water and to Process Mixture

Returning now to eq (7) and using subscripts w and m to indicate water and process mixture, respectively

(PGH - Poy)y = 8Lley, - (oa)P] + (oa)pg(h—s) - (P )4,8h
2y
+ (0, )88 + [p, = (o) 188, + iw_w : (38)
(Pey ~ Poom = 8LIeg - (oa)p] + (oa)pg(h—S) = (P ) ymBh
2ym
+ (pa)SgS + ley, - (oa)hm]gﬁm t i (39)
m
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At the same temperature the same volume of water or process mixture implies the same level, L, since the
cross-sectional area is essentially the same (this will be demonstrated later).

Using eqs (38) and (39) we shall develop an equation to convert (PGH - PGO)m to (PGH - PGO)w at the same
temperature.

- ®on = Poody ~ (), 8(h=8) + (b)), teh — (0 )q8S - [o, - (p )y led - 2v /R, o)
[o, - (p,),]

- (Pop = Poodp = P),8(0=8) + (0 ), gh - (0 )geS - [p, - (p)y Jeb - 2y /R 0e)

& [og = © )] ¢

By setting £ = SLm = £ and RW = Rm = R, by approximating [pW - (pa)p] by 0, and [pm - (pa) 1 by o for
Eziozr;aller ¥erms| and by approximating [pw - (pa)hw] by e, and [pm - (pa)hm] by p» €ds (B0) and™(40a)

Poy = Pogly (P 8(h=5) = (p ), eh + (0 )s8S 2Y,
- - gl - —
[0, - (0,),] 0, Pt
(Pey = Poodm (00 ,8(0-8) - (p), gh + (0 )88 2y,
_ [pGH_ (pG()) 1;1 B a’'p - a’hm a’s - gl - 5 ;l (41)
m a’p m m

The mean density of air in the longer bubbler tube is estimated using the ratio of the corresponding
pressure (Pf plus a fraction ¢ of the pressure head due to the liquid) to Pe, and (pa)p:

P + ¢ gL #0, 8L
e = [“—P;—](Oa)p = [1+ -Ef—](pa)p s (42)
P. + ¢p gL ¢p_gL
f m m
) 0m = [T](Da)p = [1 + P, ](pa)p s (43)

where P. is the pressure at the surface of the liquid, and 0 < ¢ < 1. The introduction of ¢ avoids making
explici% calculations of the mean density of air. -

(0 ) meh ) (001,80

_L 1
o Al JORNC (44)
(p_) _g(h-8) (p_) _g(h-8)
a’p __a’p S S _
3 - o o) (Pe)pE(heS) (45)
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noting that (o )q = (Da)p-
Eq (41) now becomes

Y Yw
5-0 (47)

w

GH GO'm g_(_g _
R 'p
m

Using the data of Davies et al. [2] for a process mixture 3M in HNO; and approximately 0.8M in heavy

: p -
metals (calculated as uranyl nitrate) at 15° C, (Ym/pm Y,/P) = 1 17 x 107? ¥m~1). For this

example for a bubble of radius of curvature R = 0.019 m, the second térm on the right hand side of eq (47)
is equal to (1.8 Pa)/pw, which is not negligible. Eq (47) when rearranged becomes

_ . LW_.ap - 2 _.¥
(PGH PGO)w - [pm - pa)p] (PGH PGO)m + R [Yw pm Ym]’ (48)

recalling that p__ and p_ are the density of water and process mixture, respectively, y and y_ are the
corresponding surface tensions, and (pa)p is the density (mean) of air in the space above the liquid.

R and £ can be approximated by the inside diameter of the bubbler tube [8]. The data of Harkins [11] for
Yy of water have been fitted in the present work to a cubic equatiom in t(°C); the resulting equation is

Ty (Mm~Y) = 75.675 x 103 - 1.3762 x 107"t - 3.938 x 10~ 7t2 + 1.076 x 1079¢3

Using eq. 49, the calculated value of Y, at 25 °C is 72.005 x 1073 Nm™!.

The potentially largest uncertainty in eq (48) is that due to the determination of p_, although Jones et
al. [1] have shown that it can be determined in a tank with a precision comparable %o that claimed for
laboratory determinations for much smaller samples.

Eq (48) enables converting differential pressure at the gage for a process mixture at the reference
temperature 25 °C (or at other temperatures) to the corresponding differential pressure for water. Using
this differential pressure for water, the calibration equation yields the volume of process mixture

(which is equal to the volume of water). The differential pressure at the gage for water at the reference
temperature and for process mixture at other temperatures can be calculated using arguments similar to
those used for water.

We begin with the equation

Poy)

Pon ™~ Peo'm,25 = ®on ~ Pao

+ A(PGH -P.) (50)

m,T G0'm,T °?

is the differential pressure at the gage for a process mixture at temperature T, and
e quantity to be inferred and substituted in eq (48).

h P_-7P
Ypere—(PGH) GOiE’?h
GH ~ “60o’m,25

From eq (39),

A( = g 8oy - g 8[LG ] + 8 ALG ) (h-8)]

Pon ~ Poo'm

- g 8[( ) h] + 8 Al )81 + 2 8% - £(), 1 + 2 by . (51)

From eq (36),

g MLp ) = = 2a(Tye - TI(Pey - PGO)m,T (52)
Since the upper end of the longer tube and the lower end of the shorter tube are attached to the top of
the tank, the only variation of (h-S) with temperature that need be considered is that of the gap between
the lower end of the longer tube and the bottom of the tank. For the model tank the gap is 0.019 m and
the variation (0.019 x 15.9 x 107® x AT = 3.0 x 1077 AT m) can be disregarded.
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g 8L, (=] = g(=S)[(o ) o5 = () 1, (53)

- g A[(Da)hmh] = - gh[(pa)hm,ZS - (pa)hm,’l"]’ (54)

where T' is the temperature of the gas in the longer tube.

B A1) gS) = 8810 ) gn 55 = gy gl (55)
where T" is the temperature of the gas in the shorter tube.
g &l = (e )y ] = 8 Ap _2) = gt (P25 ~ P10 > (56)
% AYm = %-(Ym,ZS N Ym,T) D
g AL ) 1 = gl Mod, +elo,) AL, (58)

AL AL A
R RS N R N (R P R N -
CPoy ™ Poodm, T gley °n ’m L
From eq (22),
R Ap Ap
_ AL 2A + -0 = 200 AT + _m
L A P
m m
> A{L(p A 200 AT A
) g A[L( a)P] . (pa)p . o (pa)p . (oa)p o (60)
(PGH T PGO)m,T Dm pm pm pm

The sum of the second and third terms on the right hand side of eq (60) is approximately one order of
magnitude smaller than the first for reasonable AT's (several tens of Celsium degrees), and may thus be

disregarded. Therefore,

Ae )
- g A{L(pa)p] o~ [”;_:3—21 (PGH - PGO)m T
“m,T ’
) - () .l
N a’p,25 a’p,T_ —
~g A[LG )] = - . CerPeo’m, T (61)

m,T

The terms in eqs (54) and (55) are opposite in sign and the magnitudes depend on the temperature increases
in the shorter tube, (4T)', and in the longer tube, (AT)", which are much smaller than AT. Consequently,
these two terms represent a differential pressure of the order of 0.1 Pa and may be disregarded.

Accumulating the remaining terms in eqs (52), (53), (56), (57), and (61), eq (50) becomes

®on = Poodm,25 = Pen ~ Poodm,T T 20:(298.15 = T) (P = Poo)p q

SPRING 1984 25



(Poy ~ PGO)m,T

+ - - —
g(h S)[(pa)P’25 (pa)p,T] + gl(pm,25 pm,T)
+2 ¢ v ) (62)
R Ym,25 ~ 'm,T
1
(Poy - PGo)m,zs = (Poy - PGO)m,T [1 - 20(298.15-T) - 0T [(pa)p,ZS - (pa)p,T]]
+ - - -
g(h S){(oa)P,25 (oa)p,T] + gZ(om,z5 om,T)
+'g(Y -y o) (63)
R*'m,25 m, T
Eq (48) then becomes, at the reference temperature 25 °C,
o - (p.)
25 a’p,25
(®. -P_ ) = [0 2220 (P - Po) o X
GH GO’ w, 25 Pn,25 = (pa)p,25 GH GO’ m,T
() - (o) ol
(1 - 20(298.15 ~ T) - —2 P22 a’p,.T
pm,T
p
25
+ g(h-8) === [(p ) -G .l
®m, 25 a’p,25 a’p,T
P
25
+ galp - (5, )
Wy25 o ogt T
P2y CmBy (64)
R''w,25 p m,T
m, 25

Eq (64) enables conversion of differential pressure at the gage for a volume of process mixture at tempera-
ture T to the differential pressure corresponding to the same volume of water at 25 °C, the volume of
process mixture is then inferred directly from the 25 °C water calibration equation. The last three terms
on the right hand side of the equation are independent of the level of the 1iquid in the tank (above the
lower bubbler tip) and they therefore cancel for transfers of process mixture at nearly comstant tempera-
ture. TFor the model tank with a height (h-S8) of 3.4 m at 50 °C, containing a process mixture of density
(om ) of 1300 kg m~3, and bubbler tubing inside diameter 0f 0.019 m, the approximate magnitudes of these
tefmhs are + 2.6 Pa, + 0.2 Pa, and + 0.4 Pa, For the tank inside diameter of 2.4 m, 2.5 Pa corresponds to
approximately 1 liter of mixture. Under the above conditions, the magnitude of 20.(298.15 - T) + [(pa)p 25
- . . o *
(oa)p,T]/pm,T is approximately 0.1%.
The effect of expansion of the tank due to increased loading for the process solution of assumed density
1300 kg m~> can be disregarded since it can be shown [12] that such expansion for the model tank would be
of the order of 0.001%.

In the foregoing it has been tacitly assumed that there are mo significant discontinuities in mean cross-
sectional area of the tank, and thus that the surface of the liquid does not move abruptly to a region of
significantly different cross-sectional area as a result of expansion, contraction, or change in liquid
density. If such discontinuities were present, a piecewise calibration equation could be used to avoid
the attendant difficulties. This has been demonstrated by Lechner, Reeve, and Spiegelman [4] and by
Knafl, Sacks, Spiegelman, and Ylvisaker {5].
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The differential pressure at the gage gives no information on the "heel" volume, that is, the volume of
the liquid below the lower bubbler tip. For the model tank the gap between the bubbler tip and the floor
of the tank is 0.019 m. The increase in heel volume, VO, with an increase in temperature, AT, is simply
3uVOAT.

4. Summary

An algorithm has been developed to enable inference of the volume of process mixture in a tank from measure-
ments of differential pressure and temperature and the values of other parameters. The application of the
algorithm involves the following steps:

1.) The volume of the increments of water used in the water calibration of the tank is adjusted to
the reference temperature, 25 °C, by the use of eq (37).

2.) The differential pressure corresponding to the increments of water is adjusted to the reference
temperature by the use of eq (36).

3.) The fitting of the adjusted differential pressure and volume values to a calibration equation is
discussed elsewhere [3,4,5].

4.) The differential pressure value for measurements made for the process mixture is converted to
that corresponding to water at 25 °C by the use of eq (64).

5.) This converted differential pressure value is then used in the water calibration equation to
calculate the volume of water at 25 °C at the same level, the desired result.

The algorithm introduces an additional uncertainty, for the model tank, of about 1 Pa which corresponds to
about 0.5 liter. The residual standard deviation for the water calibration is about 0.5 liter also.
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COMPUTERIZED SAFEGUARDS INSPECTION DATA*

JOSEPH R. WILSON, SGOAP
International Atomic Energy Agency
Vienna, Austria

ABSTRACT

The International Atomic Energy Agency rou-
tinely receives reports of nuclear materials
accounting transactions from its Member Stsates.
For many years, the Agency has entered these
data into a data base to facilitate checking
against other State reported transactions and
against the data obtained by Inspectors during
their inspections of nuclear facilities. While
much of the checking of the State Reports data
has been automated, the inspection data has,
until recently, been limited to manual checking.

This paper, after giving a brief summary of
the State Report data base, describes the steps
that have been taken towards computerizing the
inspection data, in particular, the data obta-
ined by examination of facility records and by
physical verification procedures, and discusses
the planned checks, cross-checks and evaluations
that this computerization makes possible.

INTRODUCTION

The International Atomic Energy Agency has
more than 130 Inspectors, and a like number of
supporting professionals, applying international
safeguards to approximately 400 nuclear facilit-
ies and 400 other locations in just over 50
countries.

The application of international safeguards
requires determining, through accounting proced-
ures, the quantity of each type of nuclear mat-
erial that should be in a facility** (usually
referred to as determining the book inventory
and confirming by physical verification that it
is therexxx,

The book 1inventory 1is established in two
ways: the first being based on an examination
of accounting records and supporting documents
x In December 1983 the IAEA awarded the author

the Distinguished Service Award for the work

described in this paper

at the facility during inspections, and the
second being based upon reports from States to
the Agency of the nuclear material inventories
and 1inventory changes that have occurred at
each facility. Until recently, only the State
Reports portion of the accounting procedures
had been computerized.

This paper, after giving a brief summary of
the computerized State Report data base, des-
cribes the steps that have been taken towards
computerizing the inspection data, in partic-
ular, the data obtained by examination of fac-
ility records and by physical verification pro-
cedures, and discusses the planned checks,
cross-checks and evaluations that this comput-
erization makes possible.

SUMMARY OF COMPUTERIZED STATE REPORTS

All countries, in accordance with various
agreements, supply the Agency with reports on
their nuclear material inventories and trans-
fers. The countries that have signed the
Non-Proliferation Treaty (NPT) provide for each
facility a Physical Inventory Listing (PIL) at
the time of each physical 1inventory, provide
inventory change reports (ICRs) concerning the
shipments, receipts and other accountability
transactions of the material at the facility,
and provide Material Balance Reports (MBRs)
summarizing nuclear material accountability

**x  Facility is used in this paper in the broad
sense of an accounting unit. In practice,
many facilities are individual accounting
units. Some smaller ones are grouped tog-
ether into a single accounting unit, and
some larger ones are divided into several
accounting units.

*%% gafeguards is considered to have achieved
its goal if the Agency can confirm, with a
95% confidence, that the material at the
facility does not differ from the declared
(and confirmed) book inventory by more than
a pre set value, called a significant quan-
tity nominally, the amount of nuclear mat-
erial required to produce one nuclear weapon
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transactions for the period from physical inv-
entory to physical inventory. These data, us-
ually received by the Agency on magnetic tape
(though some data are supplied only on hard
copy and must be key-punched into the data base
by the Agency), are checked for conformity to
the reporting system requirements and entered
into the nuclear materials accountancy data
base.

These State Reports are received several
months after the transactions have occurred.
Once these reports are received and entered
into the data base, the Agency has data on all
movements between, and the inventory in, the
facilities under safeguards. This allows the
Agency to confirm the book transactions between
each facility by routinely matching the report-
ed shipments against reported receipts. Fur-
ther, the data in the data base can be used to
calculate, for each NPT and some non-NPT facil-
ities, the book inventory for any given date.
These data then can be manually checked against
data obtained during inspections.

DEVELOPMENT OF THE COMPUTERIZED INSPECTION
REPORTS

In 1980, a Task Force for Inspection Reports
(TFIR) was constituted to review the content of
the Inspection Report and to review the report-
ing of the inspection activities and conclusions
as contained in the Agency's Statements to the
Member States. This task force, by early 1981,
having narrowed 1its focus to 1light water
reactors (LWRs), had completed most of the
modules that would be contained in the new LWR
Inspection Report. At that time, TFIR envisaged
the report as being one that would be completed
by hand by the Inspector, with a minumum of
typing required, hoping that the reports could
be completed quickly. These hand-written rep-
orts were to include forms on which the accoun-
ting data was to be recorded so that these data
could be inputted into the computer for later
use. In various trials, however, it was found
that the checking of the report accuracy still
required lengthy reviews and corrections.

While it was recognized that computeriz-
ation could meet the "quick summary" require-
ments and provide many additional advantages
including computerized checking, TFIR shared
the view of most Inspectors and Section Heads
that computerization could not begin until
several years of experience with the new format
had been acquired. Beginning in March 1981,
the writer, supported by the Heads of the two
largest Operations Sections (responsible for
inspections), took the lead into computerizing
the Inspection Reports. These reports were
based on the nearly completed TFIR model. The
Data Proramme Develoment Section wrote the
programme, based on user requirements and

programme logic developed by the data unit of
the Far East Section of Operations. The progr-
ramme became operational in September 1981 and
was placed in test operation for the last three
months of that year, mainly by the Far East
Section. Some reports were also computerized by
the EURATOM Section and, to a lesser extent, by
other sections in Operations. The trial contin-
ued through 1982, with more and more types of
reports being computerized.

In April of 1982, TFIR embraced the new
computerized reports. In the summer and fall of
1982, based on TFIR requirements, the programme
was up-dated to conform to the completed version
of the TFIR LWR Model. Instructions were issued
requiring its use for all item facilities insp-
ected after January 1, 1983.

INSPECTION REPORT CONTENTS

The Inspection Report Model for LWRs devel-
oped by TFIR contains 11 modules for data and a
summary page (Module 1-15)*.

These are listed below.
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Module

Number

I-1

Module I-12,

I-14, Other Activities;

Inspection
Activity

Follow-up

Examination of
Accounting
Records

Examination
of Operation
Records

Reconciliation
of Operating

& Accounting
Records

Comparison of
Reports and
Records

Up-dating of
Book Inventory

Verification
of Inventory
Changes

Verification
of Inventory

Verification
of Inventory
at Strategic
Points

Operator's Measurement

Inspection Report for completeness.

Description of
Contents

Comments and conclusions concerning unresoclved

issues from previous inspections and new issues
arising since the last inspection. Generally, these
data are in the form of comments. If discrepancies
remain unresolved, these data are quantified, if
possible.

The beginning inventory, ending inventory and
summary of inventory changes by inventory change
type are recorded. These data can be subject to
quality control and a wide variety of computer
checks.

Data concerning facility operation, as it may effect
nuclear materials accountancy, are recorded. THese
data can be subject to limited quality control and
computer checks.

Data concerning the manual comparison of Operating
and Accounting Records are recorded. These data can
be subject to limited quality control

Data concerning the comparison of the State Reports
data with the corresponding data at the facility are
recorded. This activity can be largely computerized,
using data from the State Reports and data from
Module I-2 above.

The inventory changes occuring since the examination
period (reported in Module I-2), or previous inspect-
ion up-date period (previous Module I-6), are repor-
ted here to provide a basis for the partial verifica-
tion of inventory. (see Module I-8).

Data concerning the verification of inventory changes,
such as by inspector witness, by the verifications
through unique identification, or by Agency seals, are
reported here. These data are subject to computer
matching with State Reports data and can be subject
to limited quality control.

Data to identify the nuclear material by batch, item
or strata, and a record of the type of verification
and the verification results are reported in this
module. These data can be subject to quality control
and to comparison with data, as reported in Modules
I-2 and I-6, and with data obtained in previous
inspections and State Reports.

Data concerning the verification of inventory changes
for certain situation not reportable in Module I-7
above. (This module has very limited use.

Module I-13, Shipper-Receiver Differences; and Module
while not addressed as yet by TFIR, have been included in the Computerized
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Module Inspection
Number Activity
1-10 Surveillance
I-11 Seals

QUALITY CONTROL OF COMPUTERIZED INSPECTION DATA

One of the major advantages to be realized
from computerizing the Inspection Report data is
that the data could be quality controlled and
thus its accuracy and completeness monitored.
The availability of accurate and complete inspe-
ction data in an ordered system is required for
effective safeguards. Obtaining this through
computerization, of course, depends upon the
development of software to make the various
checks with other data in the computer. This
softwares under development, and several of the
more important portions are now in trial operat-
ion. The checks that can be automatically made
fall intoc the following general categories:

1. Checks against the Authority File.

The Authority File contains inf-
ormation regarding the correct Facility
name, the number and types of MBAs (mater-
jal balance areas), the Agreement type that
is in Fforce regarding the Ffacility, etc.
These form a basis for checking these data
in the report.

2. Checks against the Design Information
File.

The Design Information File con-
tains information regarding the number of
inventory KMPs at the facility, the allowed
inventory change codes, the allowed mater-
ial description codes, the expected nuclear
material types, enrichments and maximum
amounts of each nuclear material catagory,

etc. These form a basis for checking a
number of data items in the Inspection Rep-
ort.

3. Checks against the activities planned

for the inspection.

Description of
Contents

Much data is gathered by film and TV cameras, bundle
counters and neutron flux monitors. These data, and
data concerning monitored nuclear material movements,
are reported in this module. These data can be
subject to some quality control, such as comparison
with data as reported in Modules I-2 and I-6 and
with data obtained from State Reports.

including material and

Detailed data on seals,

equipment under seal, are recorded elsewhere in the
computer data base. Summary data on seals and
material under seal are recorded in this module.

These data can be subject to quality control through
comparison with the detail data in the data base and
with data in this and previous Inspection Reports as
reported in Modules I-7, I-8, I-9 and I-10.

The Inspection Plan and Activity
Summary had been computerized earlier. The
computerization of the Inspection Report
now make possible automatic checks of
report data with the plan and the summary.
4, Checks against previous inspection

data.

The Computerized Inspection
Report Data File contains data on the prev-
ious nuclear material inventory for the end
of the most recent inspection audit period
and most recent inspection up-date period,
data on the seals, dats on surveillance
prevailing at the last inspection, data on
previous inventory verification results
(material that has been previously verif-
jed), some information on the location of
nuclear material such as fuel assemblies,
etc. Consistency checks are now possible
in regard to the book inventory, seals sit-
uvation, and material location at the close
of the previous inspection vs the reported
changes and situation found at the current
inspection. Consistency checks can also be
carried out between like facilities to see
that values fall within expected ranges.

5. Checks against data in the State Rep-
orts.

As previously stated, the State

Reports are also computerized. While it

may be several months before the State data
is received, the report computerization
forms a basis for checking that the report-
ed inventories and reported inventory chan-
ges, as determined during the inspection,
are consistent with the State Reports.
This becomes especially important in regard
to reported shipments and receipts, as these
values also can be checked against the info-
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rmation from the corresponding facility
(both in the corresponding Inspection Report
and the corresponding State Report).

In the past, it has been the
usual practice for the Agency Inspectors,on
receipt of the State Report, to carry a
copy with them on their next inspection and
compare it with the facility records in
order to verify that the Agency records and
facility records are in agreement. This
part of the inspection activity may be
partially automated with the new system.

INFORMATION REPORTS FOR INSPECTOR AND FACILITY
OFFICER USE

One of the first uses of the computerized
Inspection Report data was the generation of the
FACILITY STATUS REPORT. This print-out listed
all of the data from previous inspections and
arranged it with like data in groups so that the
Inspector and/or Facility Officer could quickly
obtain an over-view of what had been found at
the facility over an extended period. He could
also quickly make comparisons for an extended

period regarding <consistency, frequency of
problems, inventory and flow changes and
actions taken to resolve outstanding
differences.

The FACILITY STATUS REPORT has proven very
useful in presenting in one document much of
the information required for the preparation of
the SAFEGUARDS IMPLEMENTATION REPORT (SIR) pre-—
pared each year for the Board of Governors of
the Agency.

In addition, having the Inspection Report
data in the data base allows queries to be dir-
ected against the data, so that data can be
quickly and automatically organized in conven-
ient presentations for Inspector, Facility Off-
icer and Management use.

STATEMENTS TO THE STATES

The Agency has responsibilities, according
to its various agreements with the States, to
provide Statements on inspections and conclus-
ions regarding its inspection activities. Data
in these Statements (the 90(a) and 90(b) State-
ments, so named for paragraphs in most of the
agreements) should be gquality checked before
the Statements are dispatched to the State.
This, together with associated time for correc-
tions and re-reviews, has resulted in lengthy
delays before the reports could be in the hands
of the State. Thus it often is many months
before the State is aware of difficulties, des-
ecrepancies, or other situations that may
require State remedial action. With the Comp-
uterized Inspection Reports, however, it is now
possible to computerize the preparation of
these Statements, and this will, when implemen-

ted, result in Statements that are more timely,
more accurate and that consistently follow a
standard format.

INCLUSION IN THE REPORT OF AUTOMATED DA AND NDA
DATA

NDA measurements are made at many inspect-
ions as part of the verification of nuclear
material. When measurements are quantitative,
the Agency can include in its Statement a con-
firmation of the material with an associated
measurement error and confidence level. In
previous years these data were usually recorded
in inspection log sheets. More recently, these
data are recorded on magnetic tape for further
analysis. These analysis are ameanable to com-
puterization. It 1is conceivable that, with
sufficient development, the recorded informa-
tion on tape can be read into a computer,
together with the other inspection data, and
the calculations of the measurement error and
confidence level can be automatically
calculated and 1included in the Inspection
Report and Statement.

As part of the verification activities at
many of the bulk facilities, samples are taken
and sent to the Agency's Safeguards Analytical
Laboratory at Seibersdorf (or one of the analy-
tical laboratories in the Analytical Laboratory
Network) for analysis. The data regarding the
strata from which these samples were taken and
the relation of that strata to the overall inv-
entory at the facility are recorded in the Ins-
pection Report. Thus it is relatively easy to
develop the necessary software to evaluate the
DA results in regard to the inspection and aut-
omatically include the resulting measurement
error and confidence level in the Inspection
Report.

OTHER LONGER-RANGE POSSIBILITIES

It is not difficult to speculate on further
automation or further improvements regarding
timeliness. For example, it is quite possible
to invisage transmission of inspection data
directly from the field, either through an
Agency Field Office, or from a resident Agency
Inspector, to the Agency via a data transmis-
sion network. (Several are commercially avail-
able and are considered secure by the busines-
ses that use them). Such a system affords the
possibility to move towards automated real time
accountancy at strategically important facili-
ties.

It is also possible that automatic instru-
ments, such as various electronic seals, bundle
and portal monitors, etc, could be incorporated
into the system so that data from these devices
could be automatically received, processed and
included in Inspection Reports and in the var-
ious information reports currently used by the

32

NUCLEAR MATERIALS MANAGEMENT



Inspetcors, Facility and Country Officers and
Management.

SPECIAL RECOGNITION

The writer wishes to give special recogni-
tion to those who brought the project from its
initial concept to its first trial operations.
These include Messrs. Joseph Nardi, Bradford
Cross, Michael Kaplan, William Holaday and Ms.
Elenita Mayer.

CONCLUSION
The point of the paragraphs on long range

possibilities above was only to stimulate the
imagination. It will be some time, possibly a

very long time, before these long range possi-
bilties materialize. But this notwithstanding,
it seems evident from the support that the comp-
uterized reports have received from the Inspec-—
tors, from the Evaluation Units, from the Stand-
ardization Unit, and from the DDG himself, that
this work is a major foundation on which to
build a modern, sophisticated international
safeguards inspection data system that will have
increasing value and importance over the years
to come. And as the quality control and auto-
matic cross-checks and comparisons now being
developed become operational, the Agency's safe-—
guards effectiveness and credibility will impr-
ove and the reports to the States and Agency's
Board of Governors will be received more promp-
tly and be more uniform and accurate.

b(/“,kag/ga rue des Alpes - SILIC 515 - 94623 RUNGIS CEDEX FRANCE - Telephone : (1) 687.25.16 - Telex : 202749

Pedestrians

A COMPLETE SCALE OF NUCLEAR SAFE-GUARD SYSTEMS - NOW AVAILABLE IN THE U.S.A.

DETECT RADIOACTIVE
SOURCES
ON THE RUN

Vehicles

Exclusive Importer

1.D.S

New Jersey - 07045

Research Park, Montville

SPRING 1984

33



RESOLUTION OF SHIPPER-RECEIVER DIFFERENCES

J. W. JOHNSTON

Statistics Section

and

R.J. BROUNS

Nuclear Energy Systems Section
Pacific Northwest Laboratories
Battelle Northwest

Richland, Washington

ABSTRACT

This paper describes statistical pro-
cedures for resolving significant shipper-
receiver differences (SRDs) for nuclear
material transfers and calculating the
best estimate of the true amount of spe-
c¢ial nuclear material transferred. The
resolution of an SRD should generally be
accomplished by identifying and removing
its causes., Logical stepwise procedures
for investigating an SRD under various
circumstances are recommended in this pa-
per. It 1is concluded that the best esti-
mate of the quantity of special nuclear
material in a transaction is obtained by
calculating the inverse variance-weighted
estimates for the net weight, element
fraction, and isotope fraction using the
best available measurement results from
the shipper, receiver, and referee
laboratory.

INTRODUCTION

A shipper-receiver difference {SRD)
is defined as the difference between the
quantity of material stated by a shipper
or supplier as having been shipped and the
quantity received as measured by the re-
ceiver. As a prudent business practice,
persons receiving materials measure their
receipts and try to reconcile SRDs if the
amount of the SRD is of significant mone-
tary value. In addition, licensees au-
thorized to possess more than one effec-
tive kilogram of special nuclear material
( SNM) ase required by Federal regula-
'c1'ons(b to "review and evaluate shipper-
receiver differances and take appropriate

{a) This paper includes work done for the
Office of Nuclear Regulatory
Research, Nuclear Regulatory
Commission.

(b) Code of Federal Regulations, Title
10, Part 70, Section 70.58, revised
January 1, 1981; Office of the Fed-
eral Register, General Services
Administration, Washington, D.C.

investigative and corrective action to
reconcile SRDs that are statistically
significant at the 95 percent confidence
Tevel™ ( ept _when the SRD is 50 grams or
less of Sﬁgu, 2§3U or Pu).

The investigation of an SRD is ini-
tiated by the receiver of the SNM shipment
when he concludes that a significant SRD
has occurred. It needs to be recognized
that the information available to the
receiver from the shipper when a SRD is
initially examined and judged to require
an investigation is quite limited. The
information available on Form 741 usually
is not sufficient for assigning a prob-
ability to the statistical significance of
an SRD. Comparisons based on reported
limits of error or calculated paired dif-
ferences at nominal "95% of confidence
levels" are commonly used. The result of
these comparisons provides a "flag" that
stimulates further investigation. The
conclusion is at first tentative; but as
the investigation proceeds, the statisti-
cal significance of the SRD can be re-
evaluated when sufficient additional
information is acquired.

Shippers and receivers usually have
advance agreements about SRDs. The max-
imum acceptable SRDs for gross and net
weights and assays of items or batches may
be quite constant for each kind of mate-
rial because the shipment sizes and mea-
surement methods have not varied very
much., In such cases a fixed maximum
permissible SRD may be agreed to and
applied uniformly. In other cases, the
SRD 1imit must be estimated for each line
item or batch in each shipment. As stated
above, an estimate of the 95 percent con-
fidence limit is approximate when only the
data on the Transaction Report (DOE/NRC
Form 741) are available. Other typical
practices are:

® if a nonacceptable SRD for an item
weight occurs the receiver notifies
the shipper and offers three options:
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(1) accept the receiver's value.

(2) witness a recalibration of the
scale and a reweighing at the
receiver's site and accept the
value so obtained.

(3) accept return of the item,
unopened, to the shipper,

e if a nonacceptable assay or isotopic
difference occurs, the receiver re-
analyzes the samples and reference
standards to verify the previous
results, If the difference is con-
firmed, the receiver notifies the
shipper, who then sends a retained
duplicate of the shippers analytical
sample(s) to an outside laboratory
for referee analyses. The shipper
may reanalyze his samples to verify
the original results, however, before
resorting to referee measurements.
The shipper and receiver commonly
have an agreement to accept the
referee laboratory result as the
basis for settlement.

The investigation of an excessive SRD
should have the purpose of finding the
cause of the SRD as well as obtaining a
resolution of the difference. For this
purpose, a receiver should initiate the
investigation by first checking his own
measurement data for errors and performing
appropriate remeasurements and tests for
bias and the shipper should take similar
steps.

The purpose of the following discus-
sion is to present a logical plan for SRD
investigations and some options for re-
solving SRDs. The plan utilizes statis-
tical analysis and hypothesis testing as
the basis for validating data and estimat-
ing the quantity of SNM in a transaction.
This paper summarizes a repor% ?f
Johnston, Brouns and Stewart. 1

DISCUSSION

One of the first steps in the inves-
tigation is to assemble backup data for
the measurements involved, including those
of the shipper, with which to perform more
meaningful statistical analyses and
hypothesis tests., The backup data that
should be assembled will allow the use of
statistical exploratory data analysis and
characterization of the statistical
distributions of the measurements in-
volved. The desired backup data are the
complete shipper and receiver measurement
data, their measurement standard devia-
tions and the bias adjustments for each
item and batch or lot in the shipment.
From these, paired data for the net
weight, percent element, and percent
isotope results of the shipper and re-
ceiver can be studied where paired data
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exist. In addition, the standard devia-
tions of the differences can be indepen-
dently estimated if SRDs for several line
items and batches or lots are available.

Using the backup data, the SRDs
should be explored for trends in net
weight, percent element and percent
isotope differences, Stem and leaf
displays, normal probability and cusum
plots, and sequential plots with tests for
randomness, normality and outliers are
recommended approaches. In addition,
revised standard errors for the weight,
element and isotopic results should be
calculated when new information is
obtained.

The goal of the SRD investigative
procedure is to achieve a best estimate of
the true amount of SNM in the shipment.
This is done by:

® locating the causes of the signifi-
cant SRD, if possible

e correcting errors and incorporating
the results of remeasurements

® calculating the best estimate from
the final best values of all parties,

including the referee values, if any.

The course followed during the inves-
tigation should be dictated primarily by
the perceived most probable causes of the
SRD. If an SRD occurs for just one or a
few items in a shipment, one would recheck
the data or remeasure the items o detect
clerical and measurement mistakes and
evaluate the measurement control data to
check for an understatement of the mea-
surement variances. On the other hand, if
a significant difference is observed for
many items or for a whole lot in the ship-
ment, the investigation would first be
directed toward locating a weighing or
analytical bias.

For example, when a significant net
weight difference occurs between the ship-
per and receiver data for a single or a
relatively few items, the investigation

would begin with:

e checking the weighing procedure and
the data for clerical mistakes

e reweighing the items and some
appropriate reference standards

e inspecting or testing for evidence of
leakage or tampering with the con-

tainer seals in transit.
If these procedures fail to resolve the

difference, the investigation would
continue with:
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return the items to the shipper for
remeasurements or remeasure them at
the receiver's site with witnessing
by the shipper's representative.

evaluating the shipper's weighing
data and supporting measurement
control data

estimating the variances of the
shipper's and receiver's net weights
and the SRD and performing the
appropriate hypothesis test

A general logic diagram for investi-
gating and resolving SRDs is presented in
Figure 1. The diagram highlights three
basic causes of a significant SRD and the

if a significant SRD remains at this appropriate investigative activities for

point, the next step would be to each. A material defect is an actuail
FORM 741
DATA
Test
A Accept SRD=0 Reject
Accept Shipment Initiate
and Resolve SRD (:Invest1gat1on :)
Based an
Agreement Between
S&R
Material Measurement Testing
Defect Defect Defect
0SS ias
or or
Loss Change \ Change Mistake Mistake \ Bias Distribution
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difference between the amount of SNM
received, e.g., a8 loss by theft or leakage
(hence, a check for radiocactive material
outside the containers), or by a change in
the composition of the SNM, e.g., caused
by loss or gain of moisture or oxygen., A
measurement defect is caused by a mistake
in measurements or data transcriptions or
a measurement bias. A testing defect may
be due to an extreme observation from the
distribution or an inadequate characteri-
zation of the error distribution, e.g., a
measurement variance was understated. In
most cases, the logical steps of the in-
vestigation are to obtain the backup mea-
surement and measurement control data,
evaluate these, and if that does not re-
solve the SRD, begin performing recalibra-
tions and remeasurements. At the same
time the statistician should be studying
the data for trends (multiple shipments
data and multiple shipper's data) to find
evidence for or against measurement
biases.

After an investigation to determine
the causes of a significant SRD has been
made, verified measurements of net weight,
fraction element and fraction isotope
(outliers excluded), as well as validated
estimates of the associated, variance com-
ponents, will be available.(3 Measure-
ments and measurement control data from a
referee laboratory may also be available.
At this stage the cause of the significant
SRD may or may not have been isolated, but
a preliminary estimate of the quantity may
be needed and can be developed before an
SRD has been resolved.

Even if the cause of the SRD has been
isolated, it may not be correctable. For
example, a receiver may sample the cans of
U0, powder as they are being loaded into a
blender. That sampling procedure can not
be repeated later. If the net-weight SRD
is not "significant," the cause has been
localized to the element factor. It may
be that exchanging reserve samples and
sending referee samples to another
laboratory will produce element factors
which are in agreement with each other and
with the original results, on the basis of
the between-laboratory precision of the
analytical method used. Such a result
would imply a testing defect in the origi-
nal test. Unfortunately, there is no
immediate way of correcting or improving
agreement of the actual data involved,
since neither the shipper nor the receiver
has been shown to have a biased element
fraction determination., (The measurement
process could be improved for use in the

(a) By "validated" we mean that the data
from which the variance estimates
were made have been screened, addi-
tional data, if applicable, added,
and the calculations checked.

future, and/or the variance estimate could
include more realistic between-laboratory
estimates.,) However, something must go in
the books for the transaction in question;
that "something" should be the variance
weighted estimator discussed below.

A correctable situation in the exam-
ple above would be a verification that the
shipper had made a transcription error for
the element factor for the lot, or that
one party has a bias; in these cases the
best estimate may be that using only the
referee's and other party's data.

"BEST" ESTIMATE OF THE TRUE AMOUNT
OF SNM IN A TRANSACTION

The best estimate proposed is the
weighted least-squares estimate, using
inverses of variance estimates as the
weights. Such estimates of mean values
have been shown to be "best" in the sense
that they have minimum variance among the
class of unbiased estimators ?E the mea
when the variances are known. ) Jaech(3)
discusses this kind of best estzw?te, and
a recent article by Rao, et al. com-
pares it with other estimates. The
approach recommended here involves using
the best available data and the variance
estimates from the measurement control
information to calculate best estimates
for each of the measured quantities
involved in the questioned SRD. These
estimates are then multiplied to get the
best estimate of the mass quantity.

Exhibit 1 is a worksheet for assem-
bling the best data for a measurement
type, i.e., net weight, element fraction,
or isotopic fraction measurement. One
copy of the exhibit is to be filled out
for each measurement type. The heading
line is for noting the measurement type.
Line 1 is to identify the kind of scale or
chemical analysis method used. The nota-
tion is defined in the exhibit., Line 6 is
for a variance component for the between-
laboratory variance of the method, which
should be available from the Safeguards
Analytical Laboratory Evaluation (SALE)
program for most analytical methods,
Lines 7 to 12 are for values calculated
from the listed statistics by using the
formulas at the bottom of Exhibit 1.

The best estimates, uy, up, and uj,
for each of the three measurement types,
found on 1ine 10 of the three exhibits,
are used to calculate the best estimate
for each mass quantity, as follows:

1. Net Weight: X1 = ugs V(xl) = V(ul)

2. Element Mass: Xo = Uiy

Vix,) = ug V) + ap PV ag) ¢ V() V(i)
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EXHIBIT

1

WORKSHEET FOR CALCULATING BEST ESTIMATE OF A MEASURED VALUE

Measurement Type

i=1 i=2 i=3
Notation Shipper Receiver Referee
1. Measurement Method
2. Average Value KT
3. No. of Msmts. for Average nj
4. M.c.{2) Random Error Variance szi
5. M.C.(2) Bias Est. Variance 5§i
6. SALE (or other) Between Lab 2
Variance for Method Sy
7. Variance Weight Wi
8. Sum of Weights LwWj
9. Estimation Contribution Ej
10, Best Estimate y
11. Variance of u V(D)
12, Standard Deviation sd(n)

Calculations

] 2 2
wi o= ong/lsgy +onglsgy + s3]
Ej = wy /1w

TE; s V() = 1/Twgs sd(u) = YV(n)

1'

(a) Error estimates from measurement control data.

3. Isotopic Mass: X5 = X, Hg

V(x3) = x22V(a3) + ;32V(;2) + V(xz) V(;3)

Then xy, xp and x3 are the best estimates
of the mass quantities and the V are the

associated variance estimates.
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A QUANTITATIVE MODEL FOR

IAEA SAFEGUARDS EFFECTIVENESS

C. R. HATCHER
Los Alamos National Laboratory
Los Alamos, NM

ABSTRACT

This paper develops a simple mathematical model for Inter-
national Atomic Energy Agency (IAEA) safeguards effective-
ness. It i1s shown that E; = VKCQD, where E; is the effective-
ness in achieving stated objectives, K is average inspection
coverage, C is perceived credibility of inspection statements, Q
is critical inspection coverage at facilities where there is
diversion or facility misuse, and D is diversion detection
probability. The four safeguards parameters (K, C, Q, and D)
are systematically analyzed and are quantitatively estimated
using a survey technique. Based on current trends, dramatic
improvements in JAEA safeguards effectiveness are projected
over the next 5 years.

The model illustrates the dual nature of international safe-
guards resulting from IAEA roles in providing assurance and in
detecting diversion. It also suggests that one of the safeguards
parameters, critical coverage Q, is in need of further attention.

I. INTRODUCTION
A. Background

This study is an attempt to develop a quantitative model for
IAEA safeguards effectiveness. There has been considerable
effort by others devoted to methods for quantifying IAEA
inspection coverage and diversion detection probability. How-
ever, there has been no formalism developed for expressing
IAEA safeguards effectiveness directly in terms of inspection
coverage, detection probability, and other safeguards
parameters that determine effectiveness. Without such a for-
malism, it is difficult to discuss many of the aspects of safe-
guards effectiveness in simple language. The purpose of this
study is to provide a framework that facilitates discussion and
analysis of the effectiveness of IAEA safeguards verification
activities.

In an earlier paper,' factors that influence IAEA safeguards
effectiveness were examined using the flow diagram shown in
Fig. 1. From a number of comments on the paper, it became
clear that, although the flow diagram provided an interesting
way of examining IAEA safeguards effectiveness, the analysis
of the flow diagram needed further work.

In the present study, the same flow diagram is used but the
analysis has been considerably improved. In particular, proper
emphasis 1s placed on detection of diversion as a safeguards
objective, results are expressed in terms of conventional safe-

guards parameters, and technical and nontechnical consider-
ations are treated separately.

B. TAEA Safeguards Objectives

Because IAEA safeguards effectiveness can be defined as the
degree to which intended objectives are met, it is important to
review the different statements of objectives. When IAEA
safeguards were first being developed, the Agency was
authorized “to establish and administer safeguards designed to
ensure that special fissionable and other materials, services,
equipment, facilities, and information made available by the
Agency or at its request or under its supervision or control are
not used in such a way as to further any military purpose.” This
wording is used in both the IAEA Siatute’ and in
INFCIRC/66.3

In implementing safeguards under the non-proliferation
treaty, safeguards objectives became more specific and took on
a different tone. In INFCIRC/153,* we find that *...the objec-
tive of safeguards is the timely detection of diversion of signifi-
cant quantities of nuclear material from peaceful nuclear ac-
tivities to the manufacture of nuclear weapons or of other
nuclear explosive devices or for purposes unknown, and deter-
rence of such diversion by the risk of early detection.”

More recent IAEA documents®S state that “The main politi-
cal objectives of IAEA safeguards are: 7o assure the interna-
tional community that States are complying with their non-
proliferation and other ‘peaceful use’ undertakings; 7o deter (a)
the diversion of safeguarded nuclear materials to the produc-
tion of nuclear explosives or for other military purposes and (b}
the misuse of safeguarded facilities with the aim of producing
unsafeguarded nuclear material.”

To summarize the current situation, timely detection and
deterrence by the risk of early detection are now called the
technical objectives of IAEA safeguards, and assurance and
deterrence are referred to as the political objectives. In practice,
the TAEA applies the concepts of assurance, deterrence, and
detection to safeguards agreements implemented under both
INFCIRC/66 and INFCIRC/153.

C. Flow Diagram
The IAEA performs over 1500 inspections per year and

generally follows each inspection with an official report or
statement to the appropriate national authority. As shown in
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Fig. 1. Flow diagram of paths leading from IAEA inspections and the resulting
verification statements to the main political objectives of IAEA safeguards,

assurance and deterrence.

Fig. 1, IAEA inspection statements may take either of two
forms, and responses to these statements also may take either of
two forms. Consequently, Fig. 1 shows four possible paths,
marked 1, 2, 3, and 4.

Following most inspections, the IAEA reports that it has
satisfactorily verified declared nuclear material and facility use.
The collective results of all inspection statements are sum-
marized in the annual Safeguards Implementation Report
(SIR). Because reaction to the SIR is not institutionalized and
does not generally occur immediately, it is sometimes difficult
to distinguish between paths 1 and 4. However, over a period of
a year it should be possible to judge which categories of
inspections and verification statements have met the overall
expectations of the international community (path 1) and
which have not (path 4).

Following some inspections, the IAEA reports that it has
been unable to fully verify declared material or facility use.
When this happens, reaction on the part of the national
authority in cooperating with the TAEA to take corrective
action is expected to be prompt (path 2). In the unlikely event
that the state refuses to cooperate with the IAEA to resolve
problems in achieving verification, the IAEA may withhold
technical assistance, suspend the privileges of IAEA member-
ship, and inform the Security Council and General Assembly of
the United Nations (path 3).

D. Definition of Flows
N,. N,, N, and N, are defined as the number of transactions

per year that flow through paths 1, 2, 3, and 4 in Fig. 1. N,
defined as N, + N, + N, + N,, is equal to the total number of

inspection statements per year. N, + Ny is defined as the
number of inspection statements per year necessary to meet
IAEA safeguards objectives for all material and facilities under
IAEA safeguards. Therefore, N is the number of inspections
not performed that should occur in order to meet IAEA safe-
guards objectives. This new definition of N, is more precise
than the definition used previously.'

II. MODEL FOR IAEA SAFEGUARDS EFFECTIVENESS
A. Effectiveness Ratio for the Case of no Diversion, E,

All of the flows shown in Fig. 1 can be separated into two
components by defining N, =N, + N, wheren = 0, 1, 2, 3,
4,0r T. N, and N represent components of N, for which there
has (N7 ) and has not (N,) been diversion or facility misuse.
For example: N7 is the number of inspection statements per
vear regarding facilities where there is no diversion or facility
misuse; N7 is the number of inspection statements per year
regarding facilities where there is diversion or facility misuse.

For all facilities where there is no diversion or facility
misuse, a measure of the effectiveness in meeting IAEA safe-
guards objectives is given by the ratio

E = N’1+N;= N; ] N'1+N’2=KC
" Ng+N;  Nj+N; N; ’
where
N, N+ N,
K= __T and C= 1 ""0
No+ N N; °
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Because diversion and facility misuse are relatively improbable
for all paths in Fig. 1 except path 3, N, =~ N, forn = 0,1, 2,4,
and T. Hence, for all practical purposes,

Recalling the definitions of N, N,, N, and N, + N,

(number of IAEA inspection statements issued per year)

K = - -
number of IAEA inspection statements per
year necessary to meet IAEA/SG objectives
and
number of IAEA inspection statements issued per
C = year that appear to be accepted at face value
(number of IAEA inspection statements issued per year)
Consequently,

K = average inspection coverage, and

C = perceived credibilityt of inspection statements.

B. Effectiveness Ratio for the Case of Diversion, E;

For all facilities where there is diversion or facility misuse, a
measure of the effectiveness in meeting IAEA safeguards objec-
tives is given by the ratio

. N>+ N; N N+ N;
E' = 2 3 = T _ . PRI S
N+ N7 Ny + N7 N7 Qb,
where
Q=Y adap=DNtN
N;+ N N7

Recalling the definitions of N3, Nj, NI, and Nj + N7,

issued per year regarding facilities where
_ there is diversion or facility misuse
< number of IAEA inspection statements per year )

( number of IAEA inspection statements )

necessary to meet IAEA/SG objectiveq r_egarding
facilities where there is diversion or facility misuse

and

number of IAEA inspection statements issued per year
regarding facilities where there is diversion or facility
misuse in which the IAEA states that it was unable to
verify declared material or facility use

D= ( number of IAEA inspection statements )

issued per year regarding facilities where
there is diversion or facility misuse

’

1Frank Houck has indicated a preference for use of the term “acceptability
rather than “perceived credibility” to describe C.

Consequently,

Q

critical inspection coveraget at facilities where there is
diversion or facility misuse, and

D = detection probability at facilities where there is
diversion or facility misuse.,

C. Total Effectiveness, E;

Total effectiveness in meeting IAEA safeguards objectives,
E,, is clearly a function of E, and E;, but there is no obvious
way to derive an expression for E; from basic principles. Under
the circumstances, a suitable approach may be to impose a set
of conditions on E; = f(E,, E') and then to determine a
functional form for E; by induction. It appears reasonable to
demand that an expression for E; in terms of E, and E; should
satisfy the following conditions:

*

()IfE. = E, thenE; = E, = E..

T

(2) IfE, # E,, then E; lies between E, and E; .
(3) E; approaches 1 only if both E, and E; approach 1.
(4) E; approaches zero if either E, or E approach zero.

(5) E, and E; should have equal weight in determining E; .
Perhaps the most controversial condition imposed on E; =
f(E., E,) is condition 5. E, relates to inspection statements
that occur frequently but are of little consequence when judged
individually; E; relates to inspection statements that occur very
infrequently but are of enormous consequence. Because both
E, and E; are absolutely critical to the success of IAEA safe-
guards, it is logical that they should have equal weight in
determining E; .

A linear average, E; = (E, + E])/2, satisfies all of the
stated conditions except condition 4. A logarithmic average,
fn E; = (¢n E, + #n E])/2, satisfies all five conditions. The
logarithmic average can be rewritten:

E.=VEE = VKCQD.

Derivation of this equation is based on a number of assump-
tions, some of which are open to further consideration. There-
fore, the equation can be viewed as a proposed model for IAEA
safeguards effectiveness that should be tested through practical
application.

III. SAFEGUARDS PARAMETERS K, C, Q, AND D

The model developed in Sec. I1 indicates that four safeguards
parameters (K, C, Q, and D) have equal weight in determining
TIAEA safeguards effectiveness. Two of the parameters describe
inspection coverage and two describe the political and technical
quality of IAEA inspections and the resulting verification state-
ments. Table I lists technical and nontechnical factors that
influence K, C, Q, and D. The following subsections analyze
each of the parameters from a quantitative point of view.

+The term “critical coverage” was suggested by Eugene Weinstock.
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TABLE I. Safegunards Parameters K, C, Q, and D

Parameter Comments

Technical Factors

Nontechnical Factors

Well documented

Closely related to % PLARIE
Need to ensure that 100%
PLARIE generates the number
of inspection statements
necessary to meet IAEA safe-
guards objectives

K, .
average inspection
coverage L4

Not well documented
Need for data gathering and
analysis

C, .
perceived credibility .
of inspection state-

ments ® (C appears to be high through-
out much of the world, but
low in some countries
Q2 o Limited data available
critical inspection ® No satisfactory approach
coverage found for making Q signifi-
cantly larger than K
® () approximately equal to K
at present
¢ Essential to timely detection
D, Limited data available
detection probability TAEA goal is 90 to 95%

Theory established for MC&A
Engineering approach being
developed for C&S

o Need for better estimates for
both MC&A and C&S, including
theory and implementation

Number and type of facilities
under IAEA safeguards
Number of trained inspectors
Efficiency of IAEA safeguards
approach

Quality and compatibility of
SSACs

Perceived success of IAEA
safeguards

Perceived validity of IAEA
safeguards approach
Perceived technical quality
of IAEA safeguards inspec-
tions (related to D)

Information from inside and
outside the safeguards regime

Response by IAEA management

Type and size of facility

Diversion concealment methods

TAEA safeguards approach
Man-days per inspection
Thoroughness of audits
Reliability of equipment
Accuracy of measurement
methods

Sensitivity of data analysis

IAEA safeguards budget
IAEA /state cooperation
Local laws and restrictions
Number of inspections per-
mitted under safeguards
agreements and facility
attachments

Growing expectations for
TAEA safeguards

Limits on TAEA aunthority
States using IAEA to air
political grievances
Political activities that
cast doubt on IAEA safe-
guards effectiveness
Perception of political
bias in IAEA safeguards ap-
proach or implementation

Policy of IAEA to provide
equal treatment to all mem-
ber states

Possible state action to re-
duce or delay inspection
coverage

Constraints imposed by safe-
guards agreements and facil-
ity attachments on safe-
guards approach, man-days
per inspection, use of C&S,
etc.

Fatigue of inspectors

#Technical and nontechnical factors affecting K also affect Q. The factors listed for Q are those additional factors that may influence differences

between Q and K.

A. Average Inspection Coverage, K

For a number of years the IAEA has maintained records that
permit estimation of average inspection coverage. Maximum
routine inspection effort (MRIE), defined in INFCIRC/153,
sets upper limits for man-days of inspection per year as a
function of facility type and throughput. In negotiating facility
attachments, the IAEA and state authorities set upper limits on
the number, duration, and man-days of inspections per year,
taking into account details of the facility and state safeguards
system. The inspection effort determined in this way is called
actual routine inspection effort (ARIE) and is typically some-
what less than MRIE. ARIE is based on full-scale operation of
the facility. When the IAEA operations divisions bring into
consideration the current operating status of each facility, they
usually arrive at a lower maximum inspection effort called
PLARIE, or planned actual routine inspection effort. The scope
of IAEA inspection coverage is reported annually as a percent-
age of PLARIE (% PLARIE). The IAEA increased % PLARIE to

a yearly average of roughly 55% in 1983, compared with 45% in
1982, and has considered establishing the goal of achieving
100% PLARIE by 1988.

Average inspection coverage K can be closely approximated
by % PLARIE provided that 100% PLARIE would generate the
number and type of inspection statements necessary to meet
IAEA safeguards objectives. For most facilities, this condition
appears to be met, so % PLARIE should reflect average cov-
erage with reasonable accuracy. However, for a few facilities,
there is concern that a level of PLARIE has been negotiated that
would not generate sufficient inspection statements to meet
IAEA safeguards objectives. This could result in a value of
average coverage K slightly lower than % PLARIE.

Studies are under way at the IAEA to develop guidelines for
establishing PLARIE and for determining % PLARIE. These
guidelines are needed so that the IAEA can more consistently
plan and implement inspection coverage at various types of
facilities in all member states. The application of such guide-
lines could change the estimate of % PLARIE for individual
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facilities but is not expected to change the overall value signifi-
cantly.

B. Perceived Credibility of Inspection Statements, C

In principle, data can be gathered and analyzed that would
allow empirical determination of the perceived credibility of
inspection statements. In practice, the IAEA has the data
necessary to determine N; and N, but lacks the data for
accurately differentiating between N, and N,. The problem of
distinguishing between N, and N, is exacerbated by the fact that
path 4 transactions take a variety of forms and occur over an
extended period.

An alternate approach for estimating C would be to develop
criteria on which the credibility of inspection statements could
be fairly judged. However, because political factors have a
strong influence on the perception of credibility (see Table I),
the task of determining suitable criteria is by no means easy.

One way to provide a rough estimate of perceived credibility
is to consider the response of the world community to JAEA
verification activities at different types of facilities. It is clear,
for example, that IAEA verification statements regarding light-
water reactor facilities, materials testing reactor facilities using
low-enriched uranium (LEU) fuel, item storage facilities, and
LEU fuel fabrication plants are not seriously questioned today.
Similarly, it appears that IAEA safeguards as implemented at
most reprocessing and enrichment facilities are questioned.
Falling somewhere between these two extremes is the perceived
credibility of IAEA inspection statements for most other types
of facilities. Estimating the number of inspection statements
per year for the different types of facilities provides a value of C
between 0.6 and 0.9. A detailed study of perceived credibility
should be able to refine this estimate considerably. Such a study
should investigate the variation of perceived credibility from
one country to another.

C. Critical Inspection Coverage, Q

Critical coverage and detection probability, unlike the other
safeguards parameters, cannot be estimated “‘after the fact”
from available data. The IAEA has no way of determining
N; and Nj + N from observation; consequently, critical
coverage must be indirectly inferred rather than directly ob-
served.

To a first approximation, critical coverage at facilities where
there is diversion or facility misuse is equal to average cov-
erage. Because diversion is highly improbable, it would seem to
be cost effective, in terms of maximizing E; for a given safe-
guards budget, to make critical coverage greater than average
coverage. Such an approach could be formalized if there were
general agreement that diversion or facility misuse is more
likely under certain circumstances. The IAEA appears to be
following this philosophy in choosing to make % PLARIE
higher at facilities that utilize¢ HEU or separated plutonium.
Other formal approaches have been discussed that would con-
sider the total fuel-cycle capability within a country, paying
particular attention to any facilities that are not under [AEA
safeguards. However, approaches based on total fuel-cycle ca-
pability would be difficult for the IAEA to implement without
appearing to discriminate against some member states.

Less formal approaches for increasing critical coverage leave
matters largely up to IAEA management. For example, the

IAEA might choose to increase coverage at a facility following a
transaction along path 3 in Fig. 1. Similarly, coverage might be
increased at certain facilities because of information received
from outside the safeguards regime. Although the IAEA has
some flexibility in applying coverage on a discretionary basis,
this flexibility must be used sparingly. States that continually
receive higher than average inspection coverage may complain
to the IAEA and demand equal treatment.

In summary, the IAEA appears to be using both formal and
informal approaches to increase critical coverage Q. In opposi-
tion to this, a country planning to divert material may take
steps to limit or reduce Q. For example, a country can limit
inspection coverage by adhering to outmoded safeguards agree-
ments and facility attachments. Similarly, a country can use
legal, administrative, or technical means to delay inspections
beyond a critical time. Without further study, it is impossible to
conclude whether critical coverage is larger or smaller than
average coverage, but it is not unreasonable to assume that they
are roughly equal.

D. Detection Probability, D

As discussed in Sec. II1.C, detection probability cannot be
accurately estimated from available data because the IAEA has
no way of determining N7 from observation. As a result,
estimates of detection probability are based on theory, which
makes use of experimentally determined constants such as
measurement uncertainties.

Detection probability is largely controlled by technical fac-
tors and for this reason has received considerable attention
from the technical community. In implementing statistical
sampling as part of inventory verification, the IAEA aims for
90 to 95% probability of detecting diversion of a significant
quantity of nuclear material.” The theory of materials control
and accountability (MC&A) is well developed, but the theory
does not consider many of the typical problems of implementa-
tion. Engineering approaches are being developed to estimate
the effectiveness of containment and surveillance (C&S)
measures for detecting diversion. However, estimates of detect-
ion probability based on either MC&A or C&S suffer because
the estimates depend in large measure on assumptions regard-
ing diversion concealment methods. The result is that detection
probability is one of the more difficult to estimate of the
safeguards parameters. It is generally agreed that because of
technical problems in implementing MC&A and C&S and
because of the nontechnical factors listed in Table I, detection
probability is significantly less than 0.9. Typical estimates for D
and other safeguards parameters are given in Sec. [V.

E. Coupling Between Safeguards Parameters

Some of the safeguards parameters are directly cou-
pled—meaning that if one parameter changes, it may influence
another parameter to change in the same direction. For exam-
ple, a significant increase in average coverage is likely to
increase critical coverage and may also increase perceived
credibility. Similarly, an increase in detection probability
would tend to increase perceived credibility.

Other safeguards parameters are inversely cou-
pled—meaning that with existing constraints, an increase in
one parameter may force the reduction of another parameter.
For example, an increase in average coverage, with no change
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in manpower or technology, might force a reduction in detect-
ion probability. Likewise, the use of limited resources to in-
crease detection probability could result in a decrease in aver-
age coverage. '

Based on the factors listed in Table I, only two of the
parameters appear to be closely coupled; critical coverage is
largely determined by average coverage. However, as the IAEA
continues to increase average coverage {along with perceived
credibility and detection probability), critical coverage Q is
expected to fall behind and gradually become decoupled from
average coverage K. This possible decoupling of Q from K is
discussed further in Sec. IV.

IV. RESULTS AND CONCLUSIONS
A. Survey Results for 1983 and Optimistic Projections for 1988

Because of the difficulty in accurately estimating quan-
titative values of C and D (discussed in Sec. I1I), a survey of
technical experts was used to determine the spectrum of opin-
ton regarding quantitative values of the four safeguards
parameters. Eighteen people from Los Alamos who are familiar
with IAEA safeguards were given rough drafts of Secs. I to II1
and asked to provide independent estimates of K, C, Q, and D
for calendar year 1983. Table II lists, in random order,

responses of the individuals who returned survey question-
naires.t From each complete response, a value of safeguards
effectiveness was calculated using the equation
E, = VKCQD. Table II also gives the mean value X, stand-
ard deviation Sy, standard error Sg, and estimated bias By for
survey estimates of K, C, Q, and D, as well as for the values of
E; calculated from individual responses. The footnote in Table
I gives the value of E; computed from mean values of K. C. Q,
and D.

Error in the mean value X is due to bias in the survey
responses, By, and random error in locating the mean value,Sy.

n 1/2
(,Z (X, — Xy/n—1 )
_Sl _ 1=1

SX = — S
vn vn

L)

where n is the number of survey responses determining X.
Because Sy is significantly smaller than By, errors in the mean
survey values of K, C, Q. D, and E; (compared with their
correct values) can be attributed almost entirely to bias. Bias in
the present survey is believed to have resulted mainly from
unintentional bias of the information in Sec. III (distributed

tParticipants in the 1983 survey were R. Augustson, G. Bosler, E. Dowdy, A.
Hakkila, M. Krick. J. Markin, N. Nicholson, D. Reilly, P. Russo, J. Shipley,
D. Smith. J. Stewart, R. Strittmatter, and J. Tape.

TABLE II. Summary of Responses to 1983 Survey Questionnaire

K, C, Q, D, E,,
Response Average Perceived Critical Detection Total
Number Coverage Credibility Coverage Probability Effectiveness
1 0.5 0.6 0.55 0.5 0.287
2 0.45 0.65 0.5 0.75 0.331
3 — 0.8 — 0.8 —
4 0.5 0.85 0.6 0.8 0.452
5 0.5 0.8 0.5 0.6 0.346
6 0.5 0.95 0.6 0.3 0.292
7 0.3 0.8 0.1 0.7 0.130
8 0.6 0.95 0.3 0.5 0.292
9 0.55 0.95 0.4 0.7 0.382
10 0.5 0.5 0.53 0.6 0.282
11 0.5 — 0.5 0.3 —
12 0.5 0.25 0.5 0.6 0.194
13 0.5 0.9 0.65 0.5 0.382
14 0.5 0.99 0.5 0.0 0.0
Mean? 0.492 0.768 0.479 0.546 0.281
Value, X
Standard 0.067 0.216 0.144 0.224 0.123
Deviation, Sy
Standard 0.019 0.060 0.040 0.060 0.036
Error, S
Estimated *0.05 +0.15 +0.1 +0.2 +0.1
Bias, Bj\

2E T, computed from mean values of K, C, Q, and D, is given by F; = 0.314.
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with the survey questionnaire) and bias in the opinions held by
survey participants prior to the survey. Less likely sources
include possible biases in the proposed model, in design of the
questionnaire, and in data analysis and interpretation. The
author’s estimates of By given in Table II are based primarily
on the information in Sec. III.

Several interesting points can be made from a review of the
data in Table II. Most of the survey participants indicated that
in 1983 average coverage was less than the estimated value of %
PLARIE (0.55). Perceived credibility was assigned the highest
value of any of the safeguards parameters by 10 of the 14
participants. The participants were split (6, 3, 4) on whether
critical coverage Q should be larger than, smaller than, or equal
to average coverage K, despite suggestions made in the draft of
Sec. I1I that Q might be slightly larger than K. The two methods
for calculating the mean value of E; yielded results that are in
good agreement, E; = 0.281 and E; = 0.314.

In Fig. 2, the survey data are plotted as histograms for K, C,
Q, D, and E;. A histogram interval of 0.1 was used, and survey
responses that contain a 5 in the second decimal place were
rounded down to the nearest tenth. All of the histograms
indicate asymmetric frequency distributions with a longer tail
on the low side of the peak. Figure 2 graphically illustrates that
among the survey participants there is relatively good agree-
ment on the value of average coverage K, fair agreement on
critical coverage Q, and poor agreement on both perceived
credibility C and detection probability D. This qualitative
interpretation of Fig. 2 is consistent with the values of standard
deviation in Table I1. It can be inferred from Fig. 2 and Table I1
that there is also fair agreement among survey participants
regarding the value of total effectiveness E;.

Table 111 compares the survey results for 1983 with the
author’s optimistic projections of the safeguards parameters for
1988 and gives per cent increases needed to achieve the op-
timistic projections. By 1988 the JAEA should be able to attain
an average inspection coverage K of approximately 0.85, based
on estimated levels of inspector staffing and operational re-
quirements. Further increases in average coverage will be less
effective in raising the value of E; because of reduced coupling
between average coverage and critical coverage. Following
recent trends, perceived credibility C could reach a value of 0.9
or even 0.95 by 1988, provided that IAEA safeguards suffer no
major political setbacks. Critical coverage Q may prove dif-
ficult for the IAEA to increase far beyond its present value
because states planning to divert nuclear material could avoid
negotiations intended to increase inspection coverage at certain
facilities. Perhaps it will be possible to increase Q to a value of
0.7 by defining PLARIE more consistently at all facilities and
by placing greater overall emphasis on Q. Detection probability
D is expected to undergo a substantial increase because of
technical advances in safeguards implementation and should
reach the TAEA goal of 0.9. The projected values of K, C, Q, and
D lead to an optimistic prediction of E; = 0.7 by 1988.

B. General Conclusions

One of the more interesting results of this study is that E; =
f(E., E); that is, total effectiveness E; is a function of E; (the
effectiveness in achieving safeguards objectives at facilities
where there is no diversion or facility misuse) and E (the
effectiveness in achieving safeguards objectives at facilities
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TABLE I11. Estimated Values of Safeguards

Parameters ]
Optimistic

Safeguards Survey Result  Projection Per Cent
Parameter for 1983 for 1988  Increase
K, 0.492 0.85 73
average
coverage
C, 0.768 0.95 24
perceived
credibility
Q, 0.479 0.7 46
critical
coverage
D, 0.546 0.9 65
detection
probability
E, 0.3147 0.7 127
total
effectiveness

AThis value of Et is quoted in Table III because it can be computed
from values of K, C, Q, and D in Table III.

where there is diversion or facility misuse). This equation and
the related analysis in Sec. II illustrate the dual nature of IAEA
safeguards. The quotations in Sec. I from the TAEA Statute,
INFCIRC/66, and INF/3 emphasize the importance of as-
surance and deterrence, which are closely related to E,. IN-
FCIRC/153 emphasizes the importance of timely detection and
deterrence by the risk of early detection, which are closely
related to E,. But, as the IAEA has recognized, safeguards must
emphasize assurance, deterrence, and detection simultaneously
in order to be effective. In performing an inspection, the IAEA
must not assume either that there has or has not been a
diversion, even though the odds greatly favor the latter. Conse-
quently, optimum safeguards design maximizes the product of
E, and E., which (in turn) maximizes the product of K. C, Q,
and D. Safeguards approaches that would maximize either
E, or E while disregarding the remaining factor are certain to
have serious deficiencies.

The model shows that effective IAEA safeguards can be
attained by implementing a high degree of inspection coverage
at all facilities, especially those where there is diversion or
facility misuse (K and Q), and by achieving high political and
technical quality of the inspections and resulting verification
statements (C and D). This conclusion comes as no surprise.
Two of the safeguards parameters, average coverage K and
detection probability D, have been associated with the concept
of IAEA safeguards effectiveness for some time. Critical cov-
erage Q has also been considered previously, but more as a way
of distributing overall coverage than as a separate parameter.

Both critical coverage Q and perceived credibility C represent
newer and more controversial measures of effectiveness. For
the purpose of analysis, there are advantages in separating
inspection coverage into two types (K and Q) and in having two
different measures of the quality of inspection statements (C
and D). Within the constraints of future manpower and
budgets, trade-offs between the parameters can be used 1o
optimize E.; however, none of the parameters should be
permitted to become significantly smaller than they are today.

Assuming that current trends continue, IAEA safeguards
effectiveness is expected to increase dramatically during the
next 5 vears, as Table I1I optimistically indicates. Projected
increases in average inspection coverage and detection
probability are particularly significant. Meeting these projec-
tions will not be easy and will require increased financial and
technical support by IAEA member states, dedication and
innovation on the part of IAEA management and staff, and the
cooperation of all parties involved. If the projections are ac-
curate, the one parameter that should receive greater attention
is critical coverage at facilities where there is diversion or
facility misuse.

The survey of technical experts performed as part of this
study illustrates a wide range of opinion regarding values of the
parameters that determine 1AEA safeguards effectiveness. By
revealing privately held opinions, survey techniqgues can help to
identify areas of agreement and disagreement, thereby aiding
communication. However, surveys are not a substitute for
objective analysis. Even if survey responses are in agreement,
they may still be biased.

Developing a methodology for describing IAEA safeguards
effectiveness in quantitative terms is a difficult task that in-
volves objectively analyzing and quantifying the key
parameters that determine E, . Work at the IAEA during the
past few years has greatly improved the quantitative estimate
and general understanding of average inspection coverage.
With comparable effort on other parameters, it appears that
they also could be quantified, although somewhat less ac-
curately. Given the present level of understanding. it is possible
to estimate E, in guantitative terms, but the error associated
with the estimate is fairly large. The main advantage of using a
quantitative model is not that it provides an estimate for E;,
but that it helps in systematically analyzing the parameters that
determine E,. It is hoped that this attempt to develop a
formalism for IAEA safeguards effectiveness will aid com-
munication and analysis and will bring related problems and
their solutions into sharper focus.

Simple models, such as the flow diagram shown in Fig. 1 and
the equation for E, can help to explain fundamental points that
are otherwise difficult 1o grasp. But there is a danger in taking
the models too literally. A simple model obviously cannot
describe every possible situation: and as models become more
complex, they generally become more difficult to apply. At this
stage in the development of international safeguards, it seems
appropriate to use models to analyze some of the basic opera-
tional features and to trust that people will recognize the
maodels’ inherent limitations.
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ABSTRACT

Human errors in recording and pro-
cessing nuclear material accounting and
control data can cause false indications
of losses or gains of nucliear material.
Human errors also cause uncertainty in the
statistical prediction of false alarm fre-
guency and power of loss detection. This
report reviews the literature on human er-
ror rates in handling numerical data, sum-
marizes the frequency and types of errors
observed in using process monitoring data
for nuclear material accounting, and sug-
gests some methods for reducing human er-
ror rates.

SUMMARY

Human errors in recording and pro-
cessing nuclear material accountability
data can contribute to false alarm rates
in nuclear material loss detection. The
human error rate (HER) is expressed as the
ratio of the number of errors to the num-
ber of opportunities for error, where the
number of opportunities is equal to the
number of values recorded or tran-
scribed. Review of the literature on HERs
for transcribing or recording three or
more numerical digits shows that a range
of 0.05% to 0.5% can be expected even in
careful work. Transcription errors can be
classified into five categories: 1) sub-
stitution, 2) illegibility, 3) omission,
4) addition, and 5) interchange., Substi-
tution, omission and addition of charac-
ters are generally the most abundant er-
rors. The frequency of errors has been
shown to be much more variable than the
distribution by type of error, The rates
are affected by the number of digits, the
mixing of alphabetic and numerical values,
the length of strings and the quality of
copy. Human factors also contribute to
the error rate; these factors include the

man-machine interface and the limitations
of the human as an information processor.

In two recent nuclear material ac-
counting studies, Smith and Fager (1982)
observed that an appreciable fraction of
the loss alarms was caused by human errors
in collecting and processing the data.

The frequency of human error when using
process monitoring data for nuclear mate-
rial loss detection was approximately

14. In addition to those discussed in the
general literature on HERs for recording
data, two additional types of transcrip-
tion errors were observed to contribute to
the error rate; namely, 1) failure to
transcribe data, and 2) entry space errors
where the wrong data were recorded or the
right data were recorded in the wrong
space. The distributions of the magnitude
of the errors were tested for the two
cases with a W-test for normality and the
results indicate that the error data can-
not be treated as normally distributed.

Three general methods for reducing
HERs are suggested:

e improve the design of the data col-
lection and processing system

e perform overchecks and verifications

e perform audits to identify system
weaknesses,

INTRODUCTION

When nuclear material accounting data
are used to detect discrepancies that may
indicate a loss of material, the alarm
threshold for the loss estimator is usu-
ally based on the predicted standard devi-
ation of the estimator. The current prac-
tice is to test the estimator, i.e., the
inventory difference (ID) of the material

*  Work supported by U.S. Nuclear Regulatory Commission/Office of Nuclear Material Safety and Safeguards.

** Rockwell Hanford Operations, Richland, Washington.

***(Operated by Battelle Memorial Institute for the Department of Energy.
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balance, against the limit of error of the
inventory difference (LEID) predicted by a
propagation of the measurement error vari-
ances. It has been observed that the pre-
dicted standard deviation of the estimator
(ID) is appreciably lower than the stan-
dard deviation indicated by historical ID
data (Messinger, Lumb and Tingey 1981).
This apparent underestimation of the stan-
dard deviation of 1D by propagating vari-
ances is usually assumed to be caused by
the effects of the nonmeasurement varia-
bility in the material control and ac-
counting process, such as varying process
holdups, incomplete accounting for all of
the material in the physical inventory,
and human errors in performing measure-
ments and recording and transcribing

data. This report discusses some informa-
tion about the frequency and magnitude of
the human errors in handling numerical
data and suggests some ways to minimize
these errors.

Human error will probably have added
importance in material accounting systems
designed for prompt loss detection, such
as discussed in NRC's proposed Reform
Amendments (Federal Register 1984). 1In
these systems, errors in recording the
process and material monitoring data will
be more 1ikely to cause alarms than would
recording errors in current accountability
systems that are based on two-month shut-
down physical inventories. This increase
in the alarm frequency is expected to oc-
cur because:

® process control data would not usu-
ally be checked or reviewed as close-
1y at the time it is recorded as is
current accounting data

® the loss monitoring tests would in-
volve fewer measurement points and
data so that averaging effects, i.e.,
cancellation of positive and negative
errors, will be less likely to occur

® oprocess monitoring data are less
easily verified against backup infor-
mation such as source data records or
remeasurement of material.

Since dozens of material control tests
would be made each week to achieve the
goals of the Reform Amendments, an in-
crease in the frequency of false alarms to
be resolved can readily become burdensome.

There is a scarcity of objective data
on error frequencies, particularly in the
case of reading and recording numerical
data. Some error frequency data are
available in the literature but we have
not found any magnitude distribution
information. The distribution of the
magnitude of errors is particularly

important; such errors are superimposed on
a distribution of measurement errors and

may affect the probability distribution of
the resulting loss estimates, thus affect-
ing the predictability of the false alarm
frequency and the power of loss detection.

PREVIOUS STUDIES

In developing a prediction method for
transcription error rates, Hawley, Melby
and McArthur (1967) analyzed sets of data
collected in controlled experiments on
hand transcriptions of source data for
electronic data processing. They found
that the factors having the greatest in-
fluence on error rates were code length,
code content {(whether pure numeric, nonad-
jacent alpha or alphanumeric) transcrip-
tion method (regular or cross-reference)
and repetition or code arrangement (itera-
tive or noniterative). Error rates in-
creased with code length, use of mixed
instead of uniform code lengths, and use
of alphanumeric codes instead of pure
numeric codes. In a study of errors in
assigning and recording work unit codes
Martin {1971) also observed that error
rates were lower for numeric codes than
for alphabetic and alphanumeric codes.

Carlson (1963) gives examplies of the
types of mistakes made in keying cash
amounts in a bank office and James and
Partridge (1976) cite types of errors made
in Fortran texts. A typical breakdown of
the errors by type for pure numeric, con-
secutive transcription of codes is given
ijn Table 1. There is a moderate degree of
similarity between these breakdowns. Sub-
stitution, omission and addition of char-
acters are generally the most abundant
errors.

The frequency of errors has been
shown to be much more variable than the
distribution by type of error. A common
unit for expressing error frequencies is
the human error rate (HER) or human error
probability (HEP), namely, the ratio of
the number of errors divided by the number
of opportunities to make the error; e.g.,
if a person makes five errors in reading
and recording 500 numbers from digital
displays, the HER is 0.01 or 1%. Table 2
lists error rate estimates for several
types of data recording operations. This
table was compiled by Swain and Guttmann
(1980) from published reports of both
laboratory experiments and operating
experience. In compiling these data, some
adjustments of the reported data were made
to ensure comparable circumstances and to
allow reasonable toierances for error in
recorded values. For example, if values
were read from.an analog display (linear
scale or dial), a tolerance of several
units in the least significant {last)
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TABLE 1. Typical Breakdown of Transcription Errors
for Numerical Data

Percentage of All Errors

Type of Error Transcﬁ?ggion(a) CashK:%;Eﬁts(b) $Z;EF8?
Character
Substitution 25 64.5 24
ITlegibility 20 -- --
Omissions 29 23.0 58
Additions 10 7.1 18
Interchange -- 1.5 --
Other 3 3.9 --
Code
Omission 7 -- --
Rejects 3 -- --
Other 3 -- --

{a) Hawley et al 1967.
(b) Carlson 1963.
(c) James and Partridge 1976.

TABLE 2. Human Error Probabilities (HEP) for Errors of ComTiision in
Reading and Recording of Quantitative Information a

Reading Task

HEP (%)

Analog meter
Digital readout
Chart recorder

Printing recorder with large
number of parameters

Graphs

Values from indicator Tamps
that are used as quanti-
tative displays

Recognize that an instrument
being read is jammed, if
there are no indicators
to alert the user

Number of Digits to Be Recorded

0.3 (0.1 70 1)
0.1 (0.05 to 0.5)
0.6 (0.2 to 2)

5 (1 to 20)

1 (0.5 to 5)

0.1 (0.05 to 0.5)

10 (2 to 20)

HEP (%)

<3

>3

Negligible
0.1 (0.05 T0O 0.5)

{(a) Taken from Swain and Guttmann (1980).
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digit was allowed because the accuracy of
the analog device is usually only about 3%
of the full scale. In addition, the mag-
nitude of an error in the last digit is
usually of little consequence in the end
function. The values in Table 2 show that
error rates are very low for numeric codes
of three or fewer digits.

Other published information indicates
that error rates are often greater than
those indicated in Table 2. One investi-
gator stated that data gathered from a
variety of engineering, physical sciences
and economics sources showed that the
error rate per record averaged about 5%
(Terry 1963). A study by Hull and Brown
(1975) of copying errors from 1ists of
alphanumeric combinations showed error
rates from approximately 0.3% to 1.5% for
simple, four-letter combinations and 2% to
10% for 24-letter combinations. The rate

also depended very much on the quality of

the copy, e.g., copying from manuscript
was less accurate than from typescript,
and on the confusibility of the letter
combinations. It was also observed that
errors in numbers were much less frequent
than in letters and the error rate in-
creased with the number of digits or char-
acters to be recorded.

Martin (1971} observed overall error
rates of 8% to 10% in assigning codes to
work units, but for simple numeric codes
of three digits the rates ranged from 1%
to 5.5%. Since he had observed that tran-
scription errors accounted for only 7% of
the total errors, the error rate due to
transcription only would range from 0.07%
to 0.4% for the favorable case of three-
digit, numeric codes.

MATERIAL ACCOUNTING DATA

Anderson et al. (1976) found in an
audit of the nuclear material inventory
records of one establishment an error rate
of 1.28% of incorrect copying of the item
identification number and 1.03% for incor-
rect copying or calculation of the nuclear
material content. They propose that er-
rors of omission, calculation and tran-
scription in nuclear material accounts
should not exceed 3% of the ledger
entries.

Smith and Fager (1982) recently pub-
lished an account of an in-plant test of
alarm resolution procedures for prompt
loss detection for nuclear material. The
test, which was conducted at a uranium
scrap recovery facility, was a study of
ways to resolve anomalies in material loss
indicators that were tested daily for each
of six units of process operations. The
loss indicators, which were based pri-
marily on process monitoring data, were

subject to process variability, measure-
ment errors, and human errors in recording
or transcribing the data. 1In the first of
two two-month campaigns, mistakes in
recording and transcribing data had a fre-
quency of nearly one in every hundred
measurements, which caused 4% of the indi-
cators to alarm, i.e., to exceed their
control limit. In the second campaign,
the frequency of process, measurement and
recording errors identified in the resolu-
tion of alarms was substantially reduced
as the operators became more familiar with
the procedures and forms being used. The
frequency of mistakes in recording and
transcribing the accountability data was
0.4% for data evaluated as part of resolu-
tion of alarms, and caused 2% of the loss
indicators to exceed their control

limit. Following completion of the two
month campaign, the records were audited
by comparison to source documents and mea-
surement logs to provide a more complete
tabulation of human errors.

In another test of a similar type
(publication pending), Smith and others
evaluated loss estimator data for nine (9)
process units in a small fuel fabrication
plant. A total of 125 alarms out of near-
1y 2700 loss estimates were evaluated and
23 occurrences of human errors were
found. Of these, 12 were the principal
cause of the alarm.

The number of items of data recorded
or transcribed in these tests has been es-
timated to be 4200 for the first case,
i.e., the second campaign in the first
plant, and 5300 for the second case.

These lead to the observation that human
errors were made in 1.7% of the data en-
tries in the first case and 0.4% in the
second case. These rates are greater than
those summarized in Table 2, which show a
range of 0.05% to 0.5% for recording nu-
merical data, but are in the range ob-
served by several other investigators
(Terry 1963, Hull and Brown 1975, and
Anderson 1976},

A summary of the types of errors in
the data of the second campaign at the
first plant and all of the data from the
second plant is shown in Table 3. In
these data, two prominent types of errors
that do not occur in the simple data or
code transcription situations discussed
above are recording data in the wrong
place on the accountability form and fail-
ure to record a value at all. However,
the most frequent error was substitution
of one digit for another.

Figures 1 and 2 show the frequency
distribution of the errors by error mag-
nitude in grams of uranium and percent
difference from the "correct" value,
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TABLE 3. Human Errors in Reading, Recording or Transcribing Quantitative Data

Case 1: Scrap Recovery Facility Case 2: Fuel Fabrication Facility

Type of Error Number of Percentage Number of Percentage
in Recorded Data Occurrences of Errors Occurrences of Errors
Substitution 27 38 12 52
Transposition 2 3 1 4
Omission 2 3 2 9
Insertion 1 1 0 0
Decimal point 1 1 0 0

error
Recorded in wrong 20 28 5 22

space on the form

Failed to 13 18 3 13
transcribe(?)

Transcripti?g proce- 5 7 . 0 0
ure error(P)

TOTAL 71(¢) 23

{a) Not transcribed to the accountability form or into the computer,

(b) Errors such as transcribing uncorrected data or using the wrong units.

(c) Six values were in records of liquid levels in tanks (three-digit numbers}),

47 values were in counting data (six-digit numbers) and five values misidentified
the detector number/sample size identification code.
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respectively, for the data from the first
plant, Figures 3 and 4 show similar in-
formation from the second plant. The fre-
quency distribution is of interest because
the errors in accountability data will be
superimposed on the errors due to measure-
ment and process variability. Since the
latter are usually considered to be nor-
mally distributed, a distribution of human
errors that is different from normal may
cause the probability distribution of the
loss indicators to be non-normal. Fig-
ures 1 and 3 show that the distribution of
errors has a single peak near zero, but
the long tail on the negative side is
clearly a departure from normality. A
W-test confirmed that the data were not
normally distributed,

Whether a non-normal distribution is
a general characteristic of human errors
in numerical data cannot be inferred from
this small set of data. The degree of de-
parture from normality indicated by these
results does not appear to be sufficient
to affect the probability distribution of
the loss estimator. However, if the rate
of false alarms caused solely by the ran-
domness of the measurement processes were
of the order of 1% or less, human errors

will probably increase the false alarm
rate appreciably. The distribution of
their magnitudes will not be predictable
from the small data base of these two
studies. To obtain significantly more
confidence about the distribution of
recording error magnitudes would require
about 100,000 data entries when the HER is
about 1%.

REDUCING HUMAN ERROR RATES

An approach for reducing the impact
of human error rates in material account-
ing data is to focus on those types of
error that are most likely to cause a
material loss indicator to exceed its
alarm threshold. The general methodology
to reduce the frequency of human error
consists of: 1) a systems study to iden-
tify the types of errors which occur and
their impact on the material control and
accounting, 2) development of measures for
controlling human error rates, and 3) im-
plementation of the specific measures,

The primary error classes identified
by Smith and Fager (1982) that had the
most impact were omission of a digit,
failure to transcribe data and entry space
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errors. Rudy et al., (1982) in a similar
study identified three classes of data er-
rors: missing data, improper or erroneous
data and phasing errors. They identified
phasing errors where material movement did
not agree with inventory records as a
major source of variability.

Three general measures for control-
1ing the frequency of human error rates
are suggested: system design, overchecks
and verification, and audits,.

The overall system design for col-
lecting and processing nuclear material
accounting data should be reviewed to
identify those attributes of various sys-
tems that increase the probability of
human error. An important consideration
in developing the system is to adjust it
to perform within the limitations of the
personnel, i.e., identify the human limi-
tations and capabilities and how they are
affected by external factors. Some ele-
ments of the system's design for reducing
human errors are integrated and cannot be
added as a modification after the system
has been constructed. As such, the
designers should start with a systems

approach that recognizes the necessity of
integrating the human's interaction with

the system.

When the data are manually recorded
and transcribed the designer should pro-
vide for:

e unambiguous labeling for each entry
space

e clearly written procedures

e preprinted forms which identify all
routine transactions

® sufficient space on forms to record
data and work space near the data
generation location for completing
the forms

e commonality of data units

o internal relationships in the data
which create pairs that can be com-
pared to ensure that all data are
entered and to provide a means of
cross checking and reconciling
discrepancies
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e yse of programable calculators or
computers to automate calculations,

Another approach to the systems
design would be to provide sufficient
automation to reduce the human link in
handling data. Measurement data could be
automatically recorded and processed into
accountability files. Dedicated computers
can cue the operator when other than mea-
surement data is required, notify the
operator of unusual characteristics in the
data, perform calculations, and process
data to forms for each user of the data.
The computer could then perform checks of
completeness of the information, author-
ization and internal consistency. These
could include tests of whether an
attempted transfer of a particular mate-
rial to a proposed location is in accor-
dance with the process model and schedule
and is allowable with respect to health
and safety guidelines. Checks of internal
consistency include comparison to histor-
ical values, comparison of coding to
material types and locations, internal
consistency of measurement data (e.g.,
uranium to uranium-235, gross and net
weights, and concentration to specific
gravity), and comparison to container or
vessel maximum volumes. Redundant entry
of data, possibly by two people, may also
be used to verify key elements of the
data.

Despite good design of the data col-
lecting system, human errors will still
occur, The error rate should be monitored
and reasonable efforts made to minimize it
and to detect gross errors so they can be
corrected. This is where overchecks,
verification, and audits play an important
role.

Overchecking and verification is the
process of confirming data entered into
the accounting system. Supervisors should
verify records generated by operators to
ensure that the records are complete, that
all data appear reasonable, and that cal-
culations are correct. Safegqguards person-
nel also may review transfer records and
compare them to logbooks and source docu-
ments. Verification may also include com-
paring data to 1) historical values to
determine whether the data are within an
expected range and 2) independent records
generated for purposes such as quality
control,

Audits would be performed after clos-
ing the records to provide independent
assurance that the records are representa-
tive of the physical activities. An audit
would consist of reviewing internal con-
trols, testing records and following audit
trails to ensure that the values are
traceable to original measurements and

observations. One purpose of an audit is
to determine whether the system of con-
trols is sufficient to ensure that human
errors do not affect the decisions based
on those records.
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