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Abstract

Information from an x-ray radiograph can identify the presence or absence of components within
a treaty accountable item (TAI). However, the radiograph could contain sensitive information
which a treaty partner does not wish to reveal. Information protection necessitates automated
image processing, without the use of a human inspector, for which no widely accepted methods
yet exist. This study explores deep learning-based computer vision models applied to confirming
presence/absence of components in radiographs for treaty verification behind an information
barrier. Unlike methods that require a reference image of the TAI, the computer vision model is
trained on non-sensitive images, into which the agreed-upon component of interest is
synthetically inserted. Despite training on non-sensitive backgrounds, the model is able to
ultimately identify the presence/absence of the component in a sensitive context.

1) Introduction

Nuclear warhead verification could be required in a future arms control treaty. X-ray radiography
is a method of visualizing the internal structure of a treaty accountable item (TAI) such as a
warhead, and can enable determination of its authenticity, type, or readiness level. Treaty
partners may agree to share designs of non-nuclear components that could be identified in a
radiograph to enable the desired determinations. In this paper, we explore automatic item
identification using computer vision in radiographs without the need for a human inspector.

Interpreting radiographs behind an information barrier is a challenging problem. Prior work in
this space applied conventional image processing techniques to radiography by first performing
feature detection on a test and reference image, and then comparing the features between the two
images [1, 2]. While successful at verifying similarity of radiographed items behind an
information barrier, this approach requires the use of a reference image for verification. A
reference image can contain highly sensitive information making this approach less amenable to
implementation. Furthermore, today’s state-of-the-art deep learning-based computer vision
methods generally outperform conventional image processing techniques for feature extraction
and object detection.

In this work, we use a non-sensitive analog scenario involving automotive engines to
demonstrate how a computer vision model trained on non-sensitive radiographs and an agreed-
upon design component of a TAI from treaty negotiations can be used to identify that design
component in a different context, within the TAI. As an example design component, we use an
engine piston. For non-sensitive backgrounds, we use radiographs of pelican briefcases filled
with everyday items, multiplicatively inserting the piston into the images to create an annotated
training set for object detection. The sensitive context, forming the test set, is the piston (one or
multiple) inside of an engine. All radiographs are simulations generated from CAD models.
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2) Methods

a) X-ray Interactions with Materials
X-ray intensity (¢) decreases exponentially as an x-ray passes through a material with
attenutation coefficient u and thickness d (ignoring energy-dependent effects):

¢r = Ppie He. (1)

To model all interactions of an x-ray passing through n materials, we can apply a summation to
the exponential term in Equation 1:

bp = e Zim i, )

b) Synthetic Data Generation

To generate synthetic x-ray radiographs from CAD models, we use the Radiation Training
Simulator plug-in within X-Ray ToolKit (XTK) Software [3], a Sandia National Laboratories
(SNL) developed program. The Radiation Training Simulation is a first-order approximation that
generates synthetic radiographs using raytracing. At a high level, the program draws a line from
an x-ray generator to a pixel on an imager plate, and computes the attenuation (Equation 2) as a
result of the x-ray interaction with the materials in the line’s path. This process is repeated for
every pixel on the imager plate.

To improve realism, 5 mm of jitter is applied to the ray’s starting point. A Gaussian blur with a
radius of 5 pixels is applied at the end of the computation to smooth out jagged edge artifacts that
are a result of only computing one ray per pixel. The simulation does not account for pair
production, scattering, or other physical effects. In comparison to real radiographs, there are
fewer artifacts and less image-to-image variation. The raytracing approach enables the quick
generation of synthetic radiographs, on the order of seconds to minutes per image.

c) Analog Problem Setup

As a non-sensitive analog scenario, we use a car engine as a treaty accountable item, with a
piston being the design component of interest. Figure 1 shows the CAD model of the car engine
(left pane) and a radiograph of it (right pane) using XTK, with 6000 keV X-rays and a pulse time
of 30 seconds. The lines in the radiograph are the divisions between the multiple x-ray detector
panels that would be necessary to image the whole engine. We test on only single panels.



Figure 1 — The analog treaty accountable item used in this study, an automotive engine. The design
component of interest is a piston. On the left is a CAD model of the engine, and on the right is a
simulated radiograph of it using XTK.

To train a computer vision model, a large amount of training data is needed. We generate 3072
unique views of the piston from evenly spaced locations around a sphere. For training, we use
250 randomly composed backgrounds of pelican cases containing everyday items, into which we
insert the piston images as described in the next section, to create a total of 12000 training
images and 400 validation images. The pelican cases contain water bottles, springs, hammers,
wrenches, aluminum plates, and steel pipes, and they are imaged using the same simulation
settings as the engines. For testing, we use 48 single-panel views of the engine, of which 15
examples were negatives. Figure 2 shows examples of the piston, training, and testing images.

Figure 2 — Left: examples of pistons (analog design component of interest) imaged from 3072
orientations. Middle: randomly composed non-sensitive background scenes with everyday items for
training. Right: the engine (analog sensitive context) for testing, where single panels (indicated by
lines) were used for testing.

d) Synthetic Threat Insertion
Synthetically inserting items into radiographs is a common technique to create annotated
radiograph datasets for object detection algorithms [3]. In contrast to photographs in which non-
transparent items simply cover each other, transparent items multiplicatively combine. Pixel
intensity on a detector is proportional to the x-ray intensity:

I =A¢ +B. (3)



Using equations 2 and 3, in the case of multiple overlapping items, for example a background
and a foreground object, the total intensity is:
Itotal = A¢ e _Hbackground*d e _#foreground*d + B. (4)

In practice, imaging systems typically transform images for ease of viewing by a human
inspector, and as a result the coefficients A and B are not known. If the additive offset is ignored,
the total pixel intensity is proportional to the product of the intensities of the foreground and
background if they would be imaged separately, /i1 o lpackgroundforeground- AS @ result, if there is a
foreground object and a background which are imaged with roughly the same exposure settings,
and they each span pixel values of 0-255, they can be combined:

Ibackground X Iforeground
Liotal = 255 (5)

Effectively, the whiteness of the pixel becomes its transparency. In practice, the foreground needs
to be lightened so that the background is white. Figure 3 shows this process of multiplicative
insertion. A bounding box annotation can easily be generated from the smallest box that encloses
non-white pixels in the foreground image (3a).
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Figure 3 — Multiplicatively inserting a component into a background. The component, or
foreground, is shown in (a) and inserted into the non-sensitive background (b) to produce image (c),
which is optionally annotated using the smallest bounding box surrounding non-white pixels in (a).

To further augment the training dataset, we vary the magnification of the foreground object to a
fraction of the background image size, between 0.25 +/- 0.05. We also vary the brightness by
randomly multiplying by an adjustment factor between 0.85-1.25 and enforcing a maximum
pixel value of 255. Finally, to ensure that the training examples are sufficiently challenging, we
require that the foreground be inserted with a fraction of occluded pixels within 0.1-0.7, where
an occluded pixel is defined as one in the foreground overlapping with a pixel in the background
that is below a threshold of 70 (with white being 255).

e) Object Detection

As trust between treaty partners is paramount, we use an object detection algorithm rather than a
simple object classifier, to be able to view the determinations that the model makes. Object
detection algorithms are trained on annotated data and predict bounding boxes around items in
images. However, as our goal is to simply classify presence or absence of components, we report
classifier metrics.

We use the YOLO-vS5 [4] algorithm to identify presence or absence of pistons, performing
transfer learning using a YolovSm model pre-trained on the COCO data set [5], trained to
convergence in 100 epochs using a stochastic gradient descent optimizer.



In the test set and what would be expected in a real-world scenario, the car engine data does not
have ground truth labels. Thus, traditional object detection metrics such as mean average
precision (mAP) were not applied when evaluating on the training data. Instead, we are using the
machine learning classification approach for determining precision and recall.

We report classification results using precision (P) and recall (R), defined in terms of true
positive (TP), false positive (FP), and false negative (FN) determinations. Positives are reported
with a confidence score cutoff of 0.4.

TP

P = FP+TP ©)
TP
R= TP+FN (7)

3) Results

Figure 4 shows several qualitative results of performing inference on the car engine test cases. As
seen, the model can correctly predict the presence of the piston within the car engine even
though it was not trained with examples of the piston in this context. Additionally, the model was
only trained with one example of a piston, and it is able to identify multiple pistons within the
car engine. Interestingly, the model seems to have learned the features of the piston head more
than the entire body of the piston. When performing inference, it is seen by the positioning of the
bounding boxes that the model puts more emphasis on the piston head.
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Figure 4 — Examples of object detection results YOLO model. The top left and right panels are cases
where multiple pistons were present; whereas, the bottom two panels are single examples.

Table 1 shows the results for precision and recall from this analysis. The model is correctly
predicting the presence of a piston 61% of the time while also correctly not predicting on

radiographs that do not contain pistons 67% of the time. These results indicate the model is
learning features of the piston that help better inform the prediction of presence or absence.

Precision Recall
0.61 0.67




4) Discussion

We have demonstrated the feasibility of detecting a design component in a sensitive radiograph
by training a deep learning-based object detection model on random, non-sensitive backgrounds
with design components of interest synthetically inserted into them. These results advance a
potential method for non-nuclear component verification in future arms control agreements, in
which treaty partners agree upon shared components to identify behind an information barrier.

To expand upon this preliminary study, we will investigate methods of improving object
detection performance in challenging, cluttered images whose elements are transparent. Object
detection models are not specifically designed for inspecting transparent items, and as such, de-
occlusion methods need to be developed. Furthermore, we will investigate how to better match
the non-sensitive backgrounds to the characteristics of the test case, including how to transfer
detector characteristics.
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