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Abstract

In order to ensure transparency in the peaceful use of nuclear materials in state, it is important
to appropriately respond to safeguards activities conducted by the IAEA/state. Inappropriate
response to these activities could have significant impacts in sustainable nuclear utilization
activities, such as raising suspicion from the international community about the misuse of nuclear
materials by not only operators but also by state. In order to strengthen activities to appropriately
respond to safeguards activities, JAEA has started the following one activity of (I) for all staff to
promote understanding and raise awareness of safeguards and three activities of (II) for the staff
involved in safeguards activities to appropriately respond on-site to the activities since 2020: (I)
Basic education of safeguards, (II-1) Lectures, (II-2) Case studies and (II-3) Standardization of
procedures related to safeguards response. Questionnaires, exam or evaluations from responsible
persons in each site after those activities revealed that those efforts promoted understanding and
raised awareness of safeguards for all staff, and raised and maintained to recognize safeguards as
importance, understanding risks of inappropriate response to safeguards and unified of safeguards
responses throughout JAEA for the staff involved in safeguards activities. These results indicated
that the efforts contributed to decrease the risk of inappropriate response to safeguards activities.

1. Introduction

In order to ensure transparency in the peaceful use of nuclear materials in Japan, it is important
for operators to appropriately respond to safeguards activities conducted by the IAEA/state,
according to safeguards agreements including additional protocol or domestic laws. Inappropriate
response to these activities could have significant impacts on sustainable peaceful nuclear
utilization activities, such as raising suspicion from the international community about the misuse
of nuclear materials by not only operators but also state.

Safeguards activities are included response to routine and random inspections, and
complementary access based on additional protocol, management of seals and surveillance
installed by IAEA/state, provision of facilities information to IAEA/state in advance regarding
operations status, design or access restrictions, and nuclear material accounting and control for.
Staft involved in safeguards activities need to respond appropriately to those. For that, it is
important to recognize that each person has important role to play in execution of international
agreements and to understand the risk and situation of inappropriate response to safeguards
activities. On the other hand, general staff, who have few opportunities to be involved in
safeguards activities, need to respond such as complementary access or actively provision of
facility information as well as the staff in charge of safeguards activities. However, since there are
only a limited number of practitioners in charge of safeguards, the awareness of safeguards among
general staff is low. Therefore, it is important to promote understanding and raise awareness of
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safeguards for general staff as well. Consequently, in order for operators to appropriate responses
to those safeguards activities, it is necessary to implement appropriate training activities for both
staff in charge of safeguards activities and general staff.

As conventional activities for safeguards in JAEA, actual response to safeguards activities has
been engaged by staff in each site and the sharing information and lateral spread has been
conducted by staff in headquarters. In order to strengthen activities for appropriate response to
safeguards activities, the headquarters took a lead in starting four voluntary activities since 2020
by referring to activates to develop nuclear security culture started in JAEA [1]. In this paper, the
specific details and the results until 2022 for those activities are introduced.

2. Efforts for Appropriate Responses to Safeguards Activities in JAEA

In order to strengthen activities for appropriate response to safeguards activities, we set two
goals for each target staff; for all staff including general staff and the staff involved in safeguards
activities in JAEA to promote understanding and raise awareness of safeguards, and for the staff
involved in safeguards activities to appropriately respond on-site to the activities.

Until now, the JAEA has conducted activities only for staff involved in safeguards activities
and has not provided education for general staff. Therefore, JAEA provide with basic education
of safeguards to raise awareness of the importance and promote understanding for all staff.

In JAEA, there are many sites, and the staff is involved in safeguards activities in each site. In
order that the staff appropriately respond to the activities with a certain level of response quality
throughout JAEA, it is necessary to maintain and raise to recognize safeguards as importance,
understand risks of inappropriate response to safeguards and its prevention and unify safeguards
responses whole JAEA. Therefore, three activities for the staff involved in safeguards activities
are Lectures, Case studies and Standardization of procedures related to safeguards response.

Table 1 illustrates the list of the efforts for appropriate responses to safeguards activities.

Table 1. List of the efforts for appropriate responses to safeguards activities in JAEA

Basic education of . Standardization of procedures
Lectures Case studies
safe guards related to safeguards response
To appropriately respond on-site to the activities
To promote -
. . s . To understand risks of
Purpose | understanding and raise | To maintain and raise to |. . .
awareness of safeguards | recognize safeguards as inappropriate response to| To unify safeguards responses
gn' gua safeguards and its throughout JAEA
importance .
prevention
Target staff All staff Staff involved in safeguards activities
2020 o o
Bt
$| 2021 [ ) ) [
2022 [ ] o L

3. Activity for all staff to promote understanding and raise awareness of safeguards
3.1 Basic education of safeguards

Basic education of safeguards by self-learning started to be conducted from 2021 with purpose
of promoting understanding and raise awareness of safeguards for all staff in JAEA. The staff
work on self-learning with slides utilizing JAEA owned e-learning systems.

The slides include topic I “Framework of safeguards” for promoting raise awareness, and topic

2



II “Safeguards activities (material accounting and control, containment/surveillance and
inspection)” and topic III “Safeguards enhancement and information provision” for promoting
understanding, based on external open information. In topic I, the slides explained the background
of the implementation of safeguards such as international agreements and domestic legal
frameworks, and made it possible to recognize the importance of safeguards by understanding the
obligations of operators. In topic II, the slides introduced basic activities of safeguards in JAEA
facilities for understanding basic knowledge for safeguards. In topic III, the slides introduced the
method of response for reports of research activities and complementary access and provision of
facility information, and shared the note about those activities. In addition, the illustrated slides
without technical terms are also useful to make all staff including the non-expertized staffs
understood. Some parts of the slides are shown in Figure 1.

Containment / Surveillance

» In order to confirm that situation has not been changed
from last verification and nuclear materials have not
been secretly transferred etc., the NRA and the IAEA
attach “seals” to nuclear material storage containers,
storage room doors, etc..

+ The IAEA installs "surveillance cameras" in places where
nuclear materials are shipped out etc. to constantly

Toward Smooth Response to Safeguards

+ When consolidating nuclear materials, or establishing
or abolishing buildings, it is necessary to discuss and
coordinate in advance whether it is necessary to take
measures related to safeguards.

+ Please consult with the nuclear material management
section at your site when you make a plan.

surveillance the movement of nuclear materials.

Consolidate nuclear | Nuclear Materials
materlals management Section
Deslgn new bul\d\ngs
and abolition of
buildings

(" confirmed with the NRA/ |
IAEA whether or not
response to safeguards are
required

Example of surveillance
camera installed by the
TAEA

Example of seal
attached by the JAEA

Example of seals attached
by the NRA{upper) and the
FPhoto taken from IAEA WEB TAEA(lower)

The section which make plans
for new activities

Figure 1. Examples of the education slides

To confirm the effect to promote understanding and raise awareness of safeguards by the
education, questionnaire survey was conducted for all participants in 2021. In the questionnaire,
there were two questions; Question 1 “Did you understand the educational content?” for
confirming the depth of understanding, and Question 2 “Were you aware that you were part of the
safeguards measures?” for confirming the effect to raise awareness. The results are shown in
Figure 2. The result of Question 1 revealed that almost all participants could understand the
educational content since the ratio of the affirmative answer was over 99 %. The result of Question
2 revealed that the education raised awareness of almost all participants about safeguards since
the ratio of the affirmative answer was over 97 %. However, some participants had comments that
they could not understand that their works were related to safeguards activities. In order to show
that safeguards are related to various works, the material was improved to hold aware of the
relevance between their own works and safeguards by giving examples related to their works as
shown in Figure 3 in 2022.

In 2022, exam to confirm their understanding was conducted after the self-learning instead of
the questionnaire. In the exam, passing criteria is set and those who didn’t meet the criteria was
retested. Multiple questions are prepared for each of topic I, II and III and questions in the exam
are randomly selected from those. Finally, the participants can confirm answers and commentaries
after the exam. As a result of the exam, all participants could pass the exam. In addition, correct
answer rates of the successful applicants were 97 % in average of topic I, 86 % in average of topic
IT and 90% in average of topic III. It revealed that all participants got a certain level of
understanding in each topic.



According to the result of the questionnaire in 2021 and the exam in 2022, it revealed that the
education promoted understanding and raised awareness of safeguards for all staff.

Qduesti(.m 1[) Did you understand the content of the 0.1% Safeguards Enhancement
education® (Licensee’s Obligation)

Under the Additional Protocol

» You may think that safeguards are not relevant to you, however,
“Your research™ can be an R&D activity obligated to report

X . , to the IAEA.

Question 2: Were you awal;e that you were part 0.5%]1 , You may think that safeguards are not relevant to you, however,

of the safeguard measures? 1.7% the IAEA can be access “Where you work".

+ “Your research™ can be confirmed at the CA.

+ Only the site is notified 24 hours prior
to implement CA, and the building is
notified just before the access.

In addition to this, the IAEA notify CA
upon arrival at the site, in which case

A

0% 20% 40% 60% 80% 100% the licensee must make them enter the
B Yes @Rather Yes @ Rather No ONo building within two hours of notification.
Figure 2. Result of questionnaire in 2021 Figure 3. Example of improved education slides

4. Activities for the staff involved in safeguards activities to appropriately respond
4.1 Lectures

The lectures on the theme of “Current situation and issues related to safeguards” started to be
held from 2020 as an opportunity to reaffirm the importance of maintaining transparency in
peaceful uses of nuclear material and the impact of inappropriate responses, with purpose of
maintaining and raising to recognize safeguards as importance to the staff in JAEA.

There were some topics in lectures by some internal and external experts on safeguards in three
years such as Importance of responding challenges in safeguards, Operators’ responses to ensure
smooth implementation of safeguards, Safeguards measure associated with decommissioning or
Past cases of deficiencies and impact, as Table 2. In 2022, one JAEA expert on safeguards had a
lecture about “Importance of responding to IAEA safeguards issues”. In addition to introducing
safeguards activities in JAEA from internal experts, we tried to make the lectures broadly
understanding of safeguards importance by having external experts give lectures on the current
situation and issues of safeguards activities in Japan from 2021. The lectures were held in hybrid
style with face-to-face and online in order that the staff who worked other site of the venue could
participate since JAEA has some site throughout Japan.
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Figure 4. Scene from the lecture in 2022 Figure 5. Examples of the lecture slide in 2022



Table 2. Topics list of the lectures in 2022-2022

year |Topics Presenter Contents
2020 Importance of responding to [JAEA expert | * Case studies of past safeguards issues and their responses
IAEA safeguards issues on safeguards | - Activities to properly implementation safeguards

2021

Current status and issues of
Japan's safeguards activities

External expert
on safeguards

- Japan’s obligations and current status of safeguards activities in Japan

+ Case studies of safeguards issues

Safeguards activities in
Monju and its experience

JAEA expert
on safeguards

+ Safeguards activities in Monju

+ Safeguards response to decommissioning

Current status and issues of

External expert

- Japan’s obligations and current status of safeguards activities in Japan

Japan's safeguards activities |on safeguards | - Case studies of safeguards issues
2022
Safeguards response to JAEA expert | * Decommissioning plan in JAEA
decommissioning on safeguards | - Relationship between decommissioning and accountancy/safeguards

Questionnaire survey was conducted for all participants to confirm the learning effect of the
lecture in each year. In 2020 and 2021, one question was prepared of “Were you aware that you
were playing an important part in safeguards measures and material accounting?”. In 2022, one
question was prepared of “Did you have awareness of the importance of safeguards after the
lecture?”. The result is shown in Figure 6. Although the participants were different among 2020,
2022 and 2022, the results showed that all participants had awareness of safeguards importance
in 3 years. In addition, the results showed that the percentage of participants who were strongly
aware increased between 2020 and 2021. The results were considered to aware the importance of
safeguards strongly because most participants understanded the response to safeguards in a large
framework with two lectures by external and internal expert from 2021. In addition, since
introduction of some cases in past deficiencies for safeguards was received well by some
participants and required to continue the introduction, Case studies have conducted with collection
of examples on inappropriate response to safeguards since 2022. Therefore, the lectures promoted
maintaining and raising to recognize safeguards as importance for all participants.

Were you aware that you were playing an important part in
safeguards measures and material accounting ?

2020 77.8% 22.2%
2021 91.1%
0% 20% 40% 60% 80% 100%
mYes mRather Yes mRather No ONo

Did you have awareness of the importance of safeguards after
the lecture ?

0%

2022

0% 20% 60% 80% 100%

40%
BYES @NO

Figure 6. Questionnaire results about the lecture in 2020 - 2022



4.2 Case studies

From 2022, JAEA introduces case studies with collection of examples on inappropriate response
to safeguards in order to encourage staff involved in safeguards activities to understand risks of
inappropriate response to safeguards and its prevention.

First, JAEA has developed the collection of materials consist of parts of question introducing
several cases with concerns on safeguards and explanation for each question. In the question
introducing several cases, 10 cases of inadequate response to safeguards were prepared. Common
cause of deficiencies in safeguards response is lack of sufficient prior coordination between
response to regulatory requirements of nuclear security and safety, and of safeguards. One
example of that is inadequate submission of photos to IAEA. When the photos taken in nuclear
facility are included the equipment which is important to nuclear security, the photos cannot be
provided to outside without masking in ordinary, but the photos can be provided to IAEA without
masking after confirmation by person in charge in the facility when IAEA inspection by internal
regulation. If any staff don’t know that and provide the photos with masking when TAEA
inspection, it may result in an inappropriate response. To avoid the case, it is necessary to be aware
of nuclear security, safety and safeguards requirements, and to assume in advance what kind of
response will be necessary in that case. Based on these, ten cases were selected such as inadequate
submission of photos to ITAEA and information on restriction in inspection, and undeclared touch
of inspection equipment. The material illustrated the situation of case with simple explanation in
one sheet. The material for the case is shown in left of Figure 7. The part of explanation clarified
requirements in frameworks and rules on safeguards and explained causes, consequences and
appropriate response and so on, and summarized points on the response in safeguards as right of
Figure 7.
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Figure 7. Examples of the questions introducing several cases with concerns on safeguards and
explanation for each question in the text



In the case studies, selected cases from the ten cases in the collection material has been discussed
in a group of 2 to 6 people. For example, the group discussed (1) issues for grasping the current
situation, (2) essential issue, (3) safeguards impact of the response, (4) appropriated response for
the selected case. After the discussion, the group confirm the essence derived by the group,
compared with the essence of the explanation for understanding the point of appropriate response
for safeguards. If the essence is different of the explanation, the group rediscuss why the group
didn’t have derived the essence of the explanation.

The case studies in 2022 were implemented with the staff involved in safeguards activities at all
sites where safeguards activities were conducted. Responsible persons in each site evaluated that
the participants could recognize the impact of inappropriate response to safeguards to execution
of operation in JAEA and discuss including countermeasures under similar situation in their site,
and the case studies was effective to prevent inappropriate response to safeguards. Thus, the
activities promoted prevention of the inappropriate response to safeguards via understanding risks
of that.

4.3 Standardization of procedures related to safeguards response

In order to improve the quality of safeguards response throughout JAEA, the activity for
standardization of procedures related to safeguards response had been conducted for two years
from 2020.

In each site of JAEA, there are different types of facility such as research reactor, reprocessing
facility or enrichment facility and the response of inspection activities are different. On the other
hand, provision of safeguards information, response of complementary access and maintain of
design information questionnaire (DIQ) are common response to safeguards activities in all sites.
Therefore, the headquarter prepared the three standardizations of procedures; how to provide
safeguards information, response of Complementary Access and how to maintenance of DIQ. In
order to make it a uniform standard procedure for the entire JAEA, the procedures were included
precautions and points for the response, requirement from [IAEA/state and the impact of
inappropriate response to safeguards activities. Then, each site revised own manual based on the
standard procedure. Consequently, the activities made it possible to take a unified response in
JAEA and ensured the further appropriately respond to safeguards activities.

5. Conclusion

In order to strengthen activities to appropriately respond to safeguards activities, JAEA has
started the basic education of safeguards for all staff and Lectures, Case studies and
Standardization of procedures related to safeguards response for the staff involved in safeguards
activities to appropriately respond on-site. These activities affect to ensure adequacy of the
response to safeguards activities and decrease risk of causing inappropriate response to those.
Further improvement will be aimed through the continuous those activities with evaluation.
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