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ABSTRACT

Analysis of human error is very subject-
specific; the context of the field should be
considered into account. The aim of this study
is to locate and identify the causes of human
errors and improve human reliability in the
nuclear industry. The motive of this study is to
employ the most futuristic approach to Human
Reliability Assessment (HRA) techniques —
Bayesian Belief Network (BBN) - for
estimating human error probabilities and then
to check the consistency of the results obtained.
In HRA, BBN applications are increasing, each
pointing out a different BBN feature or a
different HRA aspect to improve: e.g. ability to
deal with data, to incorporate diverse
information, to model complex multi-layer
relationships. The present paper systematically
reviews these applications, critically reviewing
these features as well as identifying research
needs.

This study reviewed present HRA methods and
proposed two aspects to improve them using
BBN. Firstly, expansion of the Performance
Shaping Factors (PSFs) nodes into additional
parent nodes further specifying influencing
factors.  Second, capturing of PSF
interdependency. The BBN can easily capture
this interdependency by connecting the nodes.
The present paper also analyses the approaches
used to obtain the expert knowledge, to include
it into the BBN model and to combine this
expert data with empirical data, when
available. Combination with expert judgment
can be sought to improve the BBN
performance.

l. INTRODUCTION

The concept of Human Reliability Analysis
(HRA) reflects that people and systems are not
error-proof, and that improved reliability
requires an understanding of error problems,
leading to improved mitigation strategies.
Essentially, HRA aims to quantify the
likelihood of human error for a given task [1].
HRA can assist in identifying vulnerabilities
within a task, and may provide guidance on
how to improve reliability for that task. A
number of HRA techniques have been
developed for use in a variety of industries.
HRA tools calculate the probability of error for
a particular type of task, while taking into
account the influence of performance shaping
factors. Quantitative techniques refer to
databases of human tasks and associated error
rates to calculate an average error probability
for a particular task. Qualitative techniques
guide a group of experts through a structured
discussion to develop an estimate of failure
probability, given specific information and
assumptions about tasks and conditions [2].

Performance shaping factors are the aspects of
human behaviour and the context (or
environment) that can impact on human
performance. Historically,  performance
shaping factors were viewed in terms of the
effects they might exert on human
performance. Recently there has been a greater
emphasis to research and define ways in which
performance shaping factors might also
enhance performance [3]. In a quantitative
HRA the performance shaping factors are often
used to derive the human error probability
(HEP), to identify contributors to human



performance. In  some methods the
performance shaping factors act as multipliers
on a nominal HEP. When the performance
shaping factors represent a positive effect, this
corresponds to a value less than one.
Multiplying a nominal HEP by this fraction
decreases the overall HEP. When the
performance shaping factors represent a
negative effect, this corresponds to a value
greater than one, increasing the overall HEP

[4].

The aim of this paper is to use Bayesian
network approach for human reliability
analysis to mitigate the limitations of existing
methods and analyze the human reliability in
nuclear power plant (NPP) operation. Bayesian
network is very efficient in the analysis of
complex causal relationship. Therefore, it is
used in this paper to show the relationship
among the influencing factors of human error.

. HRA framework and PIF selection
A. Concepts of HRA

Human reliability analysis (HRA) assesses the
safety and risk significance of pre-initiator and
post-initiator human tasks performed at NPPs
or any other industrial plant [5]. HRA methods
identify a set of factors believed to be related to
performance, focus on classes of human error
or behaviour, and then manipulate those factors
to arrive at a failure rate estimate for use in
probabilistic risk analysis (PRA). HRA is
concerned with identifying, modelling, and
quantifying the probability of human errors.
Nominal human error probability (HEP) is
calculated on the basis of operator’s activities
and, to obtain a quantitative estimate of HEP,
many HRA methods utilise performance
shaping factors (PSF), which characterise
significant facets of human error and provide a
numerical basis for modifying nominal HEP
levels.

B. HRA framework

Task Analysis: Task analysis is a fundamental
approach for the HF expert. Task analysis
refers to methods of properly describing and
analyzing human systems interactions.

Human Error ldentification: Human error can
be classified into four major components,
including external error mechanisms (EEMs),
internal error mechanisms (IEMs),
performance shaping factors (PSFs), and
psychological error mechanisms (PEMSs) [6].
EEMs refer to the consequences or observable
manifestation of the error, i.e. ‘what error
occurred’. For example, “valve left open,”
associated with each operator error, can also be
determined in some but not all cases.

Human Error Representation: Fault Tree
Analysis (FTA), is an analytic technique used
to find all possible situations that a system can
fail. FTA is a graphically representative model
of all the parallel and sequential combinations
of faults that result in a predefined undesired
event. Logic gates are fundamental to fault tree
logic [7]. The OR gate refers to a situation
where the output event exists if any of the
events under the OR gates exists. The AND
gate refers to a logical operation where events
under the AND gate must occur in order to
produce the event.

Human Reliability Quantification: Human
reliability quantification techniques all involve
the calculation of the human error probability
(HEP), which is a measure of human reliability
assessments. HEP is defined as follows:

HEP =

The number of opportunities for that error to occur

The number of times an error has occurred

C. Selection of PIFs

In modelling human performance, it is
necessary to consider those factors that have
the most effect on performance. Many factors
affect human performance in such a complex
man-machine system as in NPPs. Some of



these performance influencing factors (PIFs)
are external to the person and some are internal
[8]. The external PSFs include the entire work
environment, especially the equipment design
and the written procedures or oral instructions.
The internal PSFs represent the individual
characteristics of the person--his skills,
motivations, and the expectations that
influence his performance. Psychological and
physiological stresses result from a work
environment in which the demands placed on
the operator by the system do not conform to
his capabilities and limitations. To perform an
HRA, an analyst must identify those PIFs that
are most relevant and influential in the task
under study. PIFs are not independent, it is
necessary to keep in mind and make a selection
of PIFs in order to omit double counting [9].

Table 1: PIF selection and explanation

PIF Explanation

Task Scheduling The type, importance and complexity of
task

Operational Procedure | The logical structure, detail, complexity,
completeness and terminology definition
of the operational procedure or operation
order

Training Quality Training Quality Training methods,

professional standards and evaluation, etc.

Personnel The number, professionalism,
Arrangement qualification and status of personnel, the
quality of cooperation, etc.

Auvailable Time The available time for operator to

complete the task

Work Load Work intensity, complexity, the number of
targets to be completed at the same time

and consequences of failure

Work Environment The temperature, light, noise and external

disturbance of the workplace

Equipment The stability, recognizability, usability,

Operability accessibility and so on of the equipment

Pressure Stress caused by the work load and time
limitation

Attention The operator's attention level to the current
task

Skill & Experience Operator's professionalism, knowledge,

skills and experience levels

1. Bayesian Network approach to
HRA

A. Basics of Bayesian modelling

The network is composed of nodes and directed
edges. The node-set V = {Vi, Va.., Vn}
represent the variables of interest while the
directed edges representing causal relations
among the variables. For a directed edge, the
start node Vi is called parent node and the end
node Vj is called child node. The root nodes are
the nodes without any parent nodes. If the
probabilities associated with every root node
and the conditional probabilities associated
with each intermediate child node are given,
the probability distributions of child nodes are
able to be calculated [10]. The joint probability
distribution is:

N
P(V)= P (Vy,V, .. Vy) = HP(W)' F(parrent)(Vi)

B. Bayesian network modelling of PIFs

Human errors are provoked by organizational
factors, situational factors, and individual
factors. All these factors are represented by
PIFs [11]. Considering the characteristics of
the operation task in the nuclear industry, a
Bayesian network model for HRA in the grid is
built with the selected PIFs. As shown in fig.1,
organizational factors include task scheduling,
operational procedure, training quality and
personnel arrangement, while situational
factors include available time, work load, work
environment, equipment operability And,
pressure, attention, skills and experience are
part of the individual factors.
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Figure 1: PIFs modelling in Bayesian Network



C. Bayesian Analysis

Each factor has three states. Like, there are
three states of factor “Work Environment (E)”:
unfavorable  (Ei1), acceptable(E2) and
appropriate (Es). The factor “Equipment
Operability (I)” has three states: negative (I1),
acceptable (I2) and positive (I3) while the states
of factor “attention (F)” distributed into
low(F1), moderate(F2) and high(Fs). With the
probabilities of the root nodes and the
conditional probabilities of the intermediate
child node, the probability of “low” state of
factor “Attention” is:

3 3

P(F=F1) = ZP(E:Ei)x[ZP(I:Ij)xP(F:Fl)IE:Ei,I:Ij
i=1 j=1

Similarly, the probabilities of “moderate” and
“high” states of factor “Attention” can be
determined.

D. Application

The proposed Bayesian network approach for
human reliability analysis is applied to analyse
the case study given in reference [12]. The
probabilities are judged with the help of expert
judgment and the data given in the “Handbook
of Human Reliability Analysis with Emphasis
on Nuclear Power Plant Applications -
NUREG/CR- 1278 SAND80-0200 RX, AN”
[13]. Probabilities of every root node and the
conditional probabilities of intermediate child
node were acquired. The conditional
probabilities of nodes are given below.

Table 2: CONDITIONAL PROBABILITY OF NODE “ATTENTION”

. Attention (F)
Nodes Work Equipmen
Environmen ! High
t (E) Operabilit Low Modera F3)
y (1) (F1) te (F2)
Negative 0.3
States (gll) 0.3 0.4
and
Probabil Unfavourable | Acceptable 015 0.25 0.6
ities EY (12)
Positive 0.7
13) 0.05 0.25
Acceptable Negative 0.4
(€2) 1) 0.2 0.4

Acc(elgt)able 01 0.2 o7
Po(sli?:;ve 0.05 015 08
Ne(g:it)ive 02 0.4 05
App(ré)g)riate Acc(ell;t)flble 01 0.15 08
Po(slg;Ve 0.01 0.09 09

With the probability distributions of root nodes
“Work Environment” and “Equipment
Operability” as well as the conditional
probabilities of node “Attention”, according to
(1) and (3), the probability of “low” state of
factor “Attention” is:

3 3
P(F=F1) = ZP(E:Ei) x [Zp(z: 1) x P(F = F1) | E = Ei, I = Ij
i=1 j=1

=0.2%(0.1x03+0.2%x0.15+0.7 x0.05) +
04x(01%x02+0.2%x0.1+0.7x0.05)+0.4
x(0.1x02+0.2%x0.1+0.7x0.01) =
0.0666918

Similarly, P (F =F2)=0.178174 and P (F =
F3) = 0.755134
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Figure 2: The Bayesian network model in MSBNx

Here, we used Microsoft Bayesian Network
Editor (MSBNx) [14], a noncommercial
software, to calculate the probabilities. As
shown in fig.2 and the human reliability can be
found equal to 0.927287 and the probability of
human error is 0.0727131.

V. CONCLUSION



This paper proposes a Bayesian network
approach to quantitatively measure the human
reliability in NPP operation and the importance
of model human interactions and predict the
impact of such interactions in the context of a
PSA. Compared with the typical HRA
methods, the approach presented overcomes
some major limitations of existing methods:
lack of quantitative analysis, accounting of the
influencing factors and double counting. The
case study example shows that with the help of
BBN we can integrate organizational factors,
situational factors, and individual factors to
quantitatively measure the human reliability.
Therefore, it would be desirable, for a correct
dimensioning of the prevention system, to
apply techniques for human reliability analysis
in an integrated way to design work
environments and therefore spread the values
of safety to all the organization.

We believe that it will be impossible to meet
the need for society to understand and manage
the risks brought by systems of ever-increasing
complexity. For this reason, the study of human
reliability can be seen as a specialised scientific
subfield — a hybrid between psychology,
ergonomics, engineering, reliability analysis,
and system analysis.

V. APPENDIX

Table 3: CONDITIONAL PROBABILITY OF NODE “WORK LOAD”

Acceptable 0.9 0.09 0.01
Appropriate 0.99 0.009 0.001
Table 4: CONDITIONAL PROBABILITY OF NODE “PRESSURE”
Nodes _ Pressure
A\{relilr:?:Ie Work load High
Low Moderate 9
Low 0.05 0.7 0.15
Inadequate 03
q Moderate 0.1 0.6
High 01 04 05
0.1
States and Low 085 03
Probabilities 0.05
Acceptable Moderate 0.8 0.15 )
High 07 0.2 01
Low 099 | o009 | %00
Adequate Moderate 0.9 0.09 0.01
High 0.85 01 0.05

Table 5: CONDITIONAL PROBABILITY OF NODE “SKILLS & EXPRIENCE”

Skills & Experience

Nodes . Personnel
Traln_lng Arrangemen
Quality ts Low Moderate High
Inappropriate 0.5 0.45 0.05
0.1
Low Acceptable 0.4 0.5
Appropriate 0.3 0.55 0.15
States . 0.6
and Inappropriate 0.15 0.25
Pri?:sb” Moderate Acceptable 0.21 0.2 0.7
. 0.8
Appropriate 0.05 0.15
Inappropriate 0.05 0.15 0.8
High Acceptable 0.02 0.03 0.95
Appropriate | 0.001 |  0.009 0.99

Table 6: CONDITIONAL PROBABILITY OF NODE "HUMAN ERROR”

Work Load
Nodes
Task Operational
Scheduling Procedure Modera High
Low
te
Inappropriate 0.4 0.3 03
0.2
Unreasonable Acceptable 0.45 0.35
. 0.1
States and Appropriate 0.5 0.4
Probabiliti
es Inappropriate | 0.6 0.25 0.15
0.1
Acceptable Acceptable 0.7 0.2
Appropriate 0.8 0.15 0.05
Reasonable Inappropriate 0.8 0.15 0.05

Nod Skills & Human Error
0ces . Experience
Pressure Attention
error
Normal
Lo 0.7
W 03
States and
Probabilitie Low Moderate 0.2 08
S Low -
High 01 0.9
Moderate Low 0.5 05




Moderate 045 0.55

High 04 0.6

Low 0.7 0.3

High Moderate 0.65 0.35

High 06 0.4

Low 06 0.4

Low Moderate 055 0.45

High 05 0.5

Low 08 0.2

Moderate Moderate Moderate 0.7 03

High 0.6 04

Low 0.9 0.1

High Moderate 0.85 0.15

High 08 0.2

Low 08 0.2

Low Moderate 075 0.25

High 07 0.3

Low 0.9 0.1

High Moderate Moderate 0.85 0.15

High 0.8 0.2

Low 0.99 0.01

High Moderate 0.95 0.05

High 0.85 0.15
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