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ABSTRACT

We report on our development of the fiber-optic quantum seal (FOQS) which will provide high-
sensitivity detection capabilities for tamper events at bulk storage facilities to enhance safeguards
verification efforts. Long-term verification of critical assets in storage facilities for the
containment and surveillance mission area must provide material accountancy with assurance of
security and continuity of knowledge. As a part of this effort, future monitoring systems may
incorporate networked sensors to perform status checks on individual or collection of containers.
FOQS enhances current practices by making use of quantum optical probes to enable channel
integrity checks and sensor data authentication. Encoded light pulses in the fiber channels will
monitor for intrusions while decoding of these pulses will provide data authentication. FOQS
consists of an interferometric quantum transceiver which transmits randomly encoded packets of
photons over a fiber loop used to seal a container. These photon packets return to the receiver to
be decoded for amplitude and phase information. Comparisons of the transmit and receive
signals allow for the characterization of the channel. If the comparison shows high degree of
correlation, channel integrity and authentication are deemed true, while a lack of correlation
triggers an intrusion alarm. The key advantage that FOQS has is that the quantum probes are
governed by the uncertainty principle which prevents the intruder from attacking the channel
without leaving a trace. This trace will be used to detect the attack attempt. Experimental work
will be discussed for the seal development, and theoretical analysis for enhanced security will be
presented in the hypothesis-test framework. SNL is managed and operated by NTESS under DOE NNSA
contract DE-NA0003525. SAND2021-9167 C.

INTRODUCTION

Fiber-optic seals play an important role in the monitoring of critical assets for international
safeguards. In particular, fiber-optic seals serve as tamper-indicating sensors for the monitoring
of inventoried materials and provide integrity checks of items such as storage containers and
physical spaces. Tamper checks are made by sensing the disturbances from external stimuli on
optical pulses traveling down a fiber-optic loop. Tamper attempts result in changes to the optical
probes often in the form of amplitude and/or phase changes which can be used to trigger alarms.
Due to the configurable nature of the optical fiber, these seals can be arranged as small-scale
local seals for container monitoring or as large-scale distributed seals for large physical spaces
(see Figure 1). With evidence for a growing list of sophisticated attacks on fiber channels for
optical links, the sensitivity of the sensor making up the seal must be high and ensure integrity
checks of the channel. In the operations of a fiber-optic seal, encoded signal pulses are
transmitted to a receiver and decoded for pulse analysis. If the comparison of the transmitted and
received pulse stream shows high degree of fidelity, the seal is deemed secure. Given that
sophisticated attacks could involve very small changes to the pulse characteristics such as
through evanescent coupling, pulse re-routing, and pulse injection, the sensitivity of the seal is of
utmost importance.
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Figure 1. Diagram of a fiber-optic seal transceiver. The seal consists of a transmitting encoder which sends light pulses through
the fiber channel and a receiving decoder. Changes induced on the light pulses are analyzed to determine tamper levels. The
optical fiber is routed around the important asset for monitoring.

In this paper, we provide an update of our ongoing work for the development of the fiber-optic
quantum seal. The main objective for this project is to enhance the sensitivity level of the fiber-
optic seal to detect sophisticated data-falsification attacks. This class of attacks includes the
intercept-and-resend of the sensor data to falsify seal signals. The quantum version of the fiber-
optic seal makes use of laws of quantum mechanics to prevent adversaries from counterfeiting
the encoded probe signals [1]. Such attempts by an adversary could create a hole in the seal
which could be used to breach security.

This novel quantum seal provides capabilities for data-falsification attacks by leveraging the
Uncertainty Principle and the No Cloning Theorem from guantum mechanics. These concepts
prevent an intruder from fully characterizing the properties of the quantum probe pulses without
leaving a trace and in fact prevent the intruder from copying the quantum probes with high
fidelity. The trace that the intruder would leave is increased noise at the decoder which can be
used to detect the presence of an attack. The approach taken in this effort is the use of coherent
states as the quantum probes in the prepare-and-measure scheme [2]. Here, laser pulses are
prepared in coherent states with normally distributed random values for their two quadratures.
These pulses are transmitted over the seal fiber channel and then measured on the receiver
package using balanced coherent detection. The matching of the transmitted and received
quadrature measurements is used to assess the security status of the seal. We describe in the
following sections the progress on the experimental development work and the theoretical and
numerical analysis work used to determine the tamper state under the hypothesis-test framework.

EXPERIMENT

The experimental implementation of the fiber-optic quantum seal makes use of continuous-
variable quadrature measurements to estimate the quadrature values of the encoded stream of
coherent states [2]. The basic components of both the transmitter and receiver are depicted in
Figure 2. The transmitter consists of a narrow-line laser which is modulated with an amplitude
(AM) and phase modulator (PM). The modulators control the amplitude and phase of the light
pulses to assign orthogonal quadrature values, Q and P, for the coherent states. These pulses are
sent down the seal fiber channel and combined with the split-off local oscillator for quadrature
measurement at the balanced detectors (BD). The local oscillator enables coherent detection and
provides the reference phase against which phase measurements are taken. The balanced
coherent detection is performed in the shot-noise limit enabling high sensitivities to excess noise
imparted by the intruder.
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Figure 2. Schematic of the experimental setup for the fiber-optic quantum seal. The transmitter consists of a narrow-line laser
with amplitude (AM) and phase modulators (PM) used for encoding. The local oscillator used for coherent detection is split off
from the transmitter laser and combined with the signal beam at the balance detector (BD) for quadrature measurements.

The procedure for the seal operation is as follows. The transmitter assigns the Q and P
quadrature values randomly from a Gaussian distribution which has a distribution variance of Va.
After these coherent states traverse the seal fiber channel, the receiver makes a coherent
measurement of one of the quadratures per pulse. In principle, this measured quadrature value
can be calibrated and compared with the encoded value. Due to challenging phase jitters
observed in interferometric measurements in the optical domain, fixed reference pulses are also
transmitted along with signal pulses to estimate the random phase rotations suffered along the
fiber path. The phase changes measured with the reference pulses allow for phase compensation
which establishes common reference frames for phase measurements at transmit and receive.
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Figure 3. Plots of measured quadrature values in phase space over a sequence of signal pulses. Both for a discrete point (left)
and Gaussian distribution (right) of states, the controls for modulation and measurements via the reference pulses produce good
reconstruction of the transmitted states.

With these procedures and controls in place, arbitrary coherent states can be generated,
transmitted, and detected using coherent detection. Recent results point to adequate quantum
state control for reconstruction as shown in Figure 3. On the left of this figure is a plot of the
measured quadratures over 500 pulses with Q and P each having a value of 10 shot noise units
(SNU). This reconstruction of a discrete point in phase space shows a mean value as assigned at
the transmitter and shows shot-noise fluctuations about the mean value as expected. Similar
device controls are demonstrated on the right figure with a reconstruction of states generated
with a Gaussian distribution with a variance, Va. The quality of the Gaussian distribution is a
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feature required for data analysis, as will be shown below in the analysis section, thus steps need
to be taken to stabilize the acquisitions.

The acquired data for transmit and receive were overlayed in the left plot of Figure 4.
Accounting for channel losses and detector efficiency, the overlay shows a reasonable match
between the two sets of data. In addition, the shape of Gaussian distributions looks reasonable as
depicted in the histograms on the middle and right plots for the Q and P quadratures respectively.
Preliminary numbers on point-to-point correlations between the transmit and receive signals
show good matching. This matching is achieved at the shot-noise-level resolution. The next steps
for the experiments will be on the stabilization of the seal components for consistent
performance. The results thereafter will be used in the analysis for seal status. As will be shown
in the next section, the array of data points for the Qag and Pa g quadratures will be assessed
quantitatively to determine whether the assigned quadratures at A (Alice, transmitter) correlate
well with those measured at B (Bob, receiver). This assessment feeds into hypothesis testing
which is used to determine the status of the seal for binary decision making.
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Figure 4 Left: Overlapped plot of Gaussian distribution of transmitted states (red) and received states (blue). Overlap shows
good matching in the absence of external disturbance. Histogram of the Gaussian distribution taken as counts along the x-axis

(middle) and y-axis (right) to show quality of the distribution for the Q and P quadratures.

THEORETICAL ANALYSIS

To mathematically describe the quantum seal operation, we assume that the channel, with or
without tampering, is represented by a lossy, noisy passive Gaussian process that models channel
transmittance, channel excess noise, detection inefficiency, and electronic detector noise. Under
this assumption, (Q4) = (P4) = (Qp) = (Pg) = 0, and properties of Alice’s and Bob’s observables
are completely described by their second moments. Therefore, it is convenient to use the
covariance matrix y,5 Whose elements are expectation values (0;0;) where O =

{Q4, P4, Qp, Pg} [8]. The respective covariance matrix is [2][6]:

Vg = ( Valzxz VINValzx, >
AB — '
VINValywo Tn(Vy+ 1+ 8ok,
Here, I, is the 2 X 2 identity matrix, T is the channel transmittance, 7 is the detector efficiency
(so the overall effective transmittance is Togr = T7), € is the channel noise (referred to the input

of the channel), and V, is the variance of Alice’s Gaussian modulation of the signal pulse. The
noise can be modeled as a sum of three terms [8][6]:

(1)
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where the first term is the loss-induced vacuum noise, the second term is the contribution of the
detector electronic noise with the variance V,, and ¢ is the excess noise in the channel. In the
unperturbed channel, we set ¢ = ¢, and in the presence of tampering, € = &, + &, Where &,
is the additional excess noise due to the actions of the intruder.

We assume that during a session, Alice prepares and sends 2n pulses. On a randomly selected
subset of n received pulses Bob performs homodyne measurements of the Qg quadrature, and on
the remaining subset of n pulses Bob performs homodyne measurements of the Pz quadrature.
These measurements result in two sets of values: qz = {qg1, 952, ---» 4gn} aNd pg =

{Pr1,PE2, ---»PEn}- Each value gg; (i = 1,2, ..., n) has one-to-one correspondence with the value
q.4i Of the respective pulse generated by Alice, and analogously for pg; and py;. Using these sets
of values, Alice and Bob generate two other sets: x = {x;, x5, ..., X} and 'y = {y1,¥2, -, Yu },
where x; = qg; — q4; and y; = pg; — pai- Formally, these sets of values correspond to
measurements of the observables

X=0Qp—0Qs Y=Pg—P, (3)
Obviously, (X) = (Y) =0, and second moments are obtained using Eq. (1):

(X2) =(Y2) = Vgige = Va + Tn(Vy + 1+ O = 2TV, (XYY =(¥X)=0. (4

For the sake of generality, we set n = n; for the calibration session and n = n, for any of the
monitoring sessions.

As seen from Egs. (4) and (2), a tampering attempt will change the statistics of the sets x and y
due to an increase in the excess noise value €. This change can be detected using a statistical
hypothesis test that compares the sets (Xm0n, Ymon) Obtained in each monitoring session to the
sets (Xca1, Year) Obtained in the calibration session. Specifically, we study the utility of three
types of statistical tests: the Kolmogorov—-Smirnov (KS) test, the Anderson—Darling (AD) test,
and the covariance matrix (CM) test.

Each test compares the sets of values (Xon) Ymon) aNd (Xca1, Vear) t0 determine whether they
came from the same statistical distribution or different statistical distributions. Formally, this is
done by formulating two complementary hypotheses:

1. Hy: values in the sets (Xmon Ymon) and (Xca1, Yea) Came from the same statistical
distribution.

2. Hy:values in the sets (Xmon» Ymon) and (Xca, Year) Came from different statistical
distributions.

Each test generates a quantity p known as the p-value, which is the probability of obtaining test
results at least as extreme as the results actually observed, under the assumption that the null
hypothesis (H,) is correct. The p-value is compared against a pre-defined threshold value «,
which is referred to as the level of significance, such that the null hypothesis is accepted if p >
and rejected if p < a. In terms of tamper detection, if the null hypothesis is accepted, then we
conclude that the channel was not perturbed, indicating that no tampering happened. Conversely,
if the null hypothesis is rejected, then we conclude that the channel’s properties changed after the
calibration was performed, indicating that a tampering attempt did happen.
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The covariance matrix elements for the (x,y) data set are obtained from Eq. (4), specifically,

Yy = O-J? PxyOx0y _(Vdiff 0 ) (5)
o\ Pry0x0y o} 0 Vaise/’

where o, and o, are standard deviations for the sets x and y, respectively, and p,, is the
correlation coefficient between x and y. If the channel parameters change, this will affect the
covariance matrix elements in Eq. (5). Assuming that the channel is described by a Gaussian
process whether tampering is absent or present, the covariance matrix elements can be used to
test the null hypothesis H, described above. Specifically, the CM test [11] uses a vector of five
statistical moments:

T
0 = (.uxr Hy, Ox, Pxy» Gy) ) (6)

where u, and p,, are mean values for the sets x and y, respectively. For the coherent-state

quantum seal implemented as described here, u, = u, = 0, py, = 0, and o, = gy, = / Vyisr.

As described in [11], the CM test determines whether two data sets (x,,y;) and (x,,y,) came
from the same normal distribution by determining whether respective vectors 6, and 6, are
statistically different.

The KS statistic [5][10] quantifies a distance between the empirical distribution function of the
sample and the cumulative distribution function of the reference distribution, or between the
empirical distribution functions of two samples. The null distribution of this statistic is calculated
under the null hypothesis that the sample is drawn from the reference distribution (in the one-
sample case) or that the samples are drawn from the same distribution (in the two-sample case).
In the two-sample case, the distribution considered under the null hypothesis has to be a
continuous distribution but is otherwise unrestricted.

The KS test is based on computing the empirical distribution function F, for a set {Z;} of n
independent and identically distributed (i.i.d.) observations, specifically, F,(z) =

%Z};ll[_m] (Z;), where I;_, ;1(Z;) is the indicator function, equal to 1 if Z; < x and equal to 0
otherwise. In the two-sample case, which is relevant for the quantum seal operation, the KS
statistic is Dy, ,, = sup|Fn1 (z) — F,, (z)|, where E, and F,, are the empirical distribution

Z

functions of the first and the second sample, respectively, and sup is the supremum function. We
compute the p-value numerically using the routine scipy.stats.ks_2samp, which follows the
analysis in [4]. Since we have to compare two-dimensional samples (x,,y;) and (x,,y,), we use
the KS test performed for various pairs of one-dimensional samples: x; and x, (denoted on plots
below as KS-X), y; and y, (denoted as KS-Y), z; and z,, where z = {x{, X3, ..., X, Y1, V2, -» Yn}
is the concatenated set of all quadrature measurements (denoted as KS-XY).

The AD statistic [3] quantifies a distance between the empirical distribution function of the
sample and the cumulative distribution function of the reference distribution, or between the
empirical distribution functions of multiple (two or more) samples. The version of the AD test
for multiple (two or more) samples, in which the distribution function does not have to be
specified, was developed in [9], and we use its numerical implementation by the routine
scipy.stats.anderson_ksamp to compute the p-value. Since we have to compare two-dimensional
samples (x4,y;) and (x,,y,), we use the AD test performed for various pairs of one-dimensional
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samples: x; and x, (denoted on plots below as AD-X), y; and y, (denoted as AD-Y), z; and z,
(denoted as AD-XY), as well as the foursome of one-dimensional samples: x;, X,, y;, and y,
(denoted as AD-4).

We used numerical simulations to evaluate the performance of the statistical tests described
above and investigate the dependence of the tamper detection sensitivity on various parameters
of the quantum seal setup. In each simulation, we generated two two-dimensional samples of
random numbers: (x4,y;) and (x,,y,), where each of the samples x, and y; was of size n,, each
of the samples x, and y, was of size n,, and all samples came from normal distributions that
correspond to the covariance matrix in Eq. (5). Specifically, the performance of the statistical
tests was evaluated on two cases:

Case 1: Both two-dimensional samples are randomly generated from the same normal

distribution: u; = u, =0, 07 = 0, = / Vaige(e = €.), Where we explicitly denoted the
dependence of the variance Vy;¢ On the excess noise. This case corresponds to no tampering, and
therefore each trial in which the null hypothesis was accepted (p = «) corresponded to a true
negative, while each trial in which the null hypothesis was rejected (p < a) corresponded to a
false positive. A measure of performance is the false positive rate (FPR), given by the ratio of
false positive counts to the total number of trials.

Case 2: Each two-dimensional sample is randomly generated from a different normal
distribution: u; = u, = 0, 0; = +/Vgire(e;), for i = 1,2, where &; = g, and €, = &, + &p. This
case corresponds to a tampering event, where the intruder adds the excess noise ¢;,,, and
therefore each trial in which the null hypothesis was accepted (p = a) corresponded to a false
negative, while each trial in which the null hypothesis was rejected (p < a) corresponded to a
true positive. A measure of performance is the false negative rate (FNR), given by the ratio of
false negative counts to the total number of trials.

If the adversary employs the “intercept and resend” attack (i.e., they divert the light from the seal
fiber using adiabatic optical signal rerouting, perform a heterodyne measurement, and resend the
estimated state instead of the original light), they add one shot noise unit (SNU) of excess noise
(i.e., &, = 1 SNU). However, if the adversary does not attempt to remove the seal fiber and just
tries to learn about the system, they might divert and replace only a portion of the light. In this
scenario, they will add a smaller amount of excess noise, and, generally, 0 < &, < 1
(conservatively, we do not consider a careless intruder that would add classical noise resulting in
&n > 1). Therefore, we investigate the dependence of the FNR on ¢;,,, for various values of
quantum seal parameters (variance of Alice’s Gaussian modulation of the signal pulse, V4,
overall effective transmittance of the channel, T, unperturbed channel excess noise, €.,
significance level, a, calibration sample size, n,, and ratio of monitoring and calibration sample
sizes, n,/n;). In all simulations we set V,; = 0.01 SNU.

Figure 5 shows FPR values obtained in Case 1 versus the sample size n, (with n, = 0.9n,) and
Figure 6 shows FNR values obtained in Case 2 versus the additional excess noise due to the
intruder, &;,. Different subplots correspond to various values of V, and T.¢. Each curve
corresponds to a particular statistical test, including the CM test, three variants of the KS test
(KS-X, KS-Y, KS-XY), and four variants of the AD test (AD-X, AD-Y, AD-XY, AD-4). Each
of the FPR and FNR values is obtained from 10000 trials.
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FPR from various tests. V4 = 10.0, Tes = 0.5, a =0.01, n, =0.9 n;, M =10000. FPR from various tests. V4 =25.0, Tes=0.7, a =0.01, n, =0.9 n;, M =10000.
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Figure 5. Performance comparison of different statistical tests, including the CM test and various variants of the KS and AD tests.
Each subplot shows FPR values obtained from 10000 trials in Case 1, versus the sample size ny, fora = 0.01, n, = 0.9ny, &, =
0.01 SNU, and various values of V4 and Tey. (left) Vo, = 10.0 SNU, T,rs = 0.5. (right) V4 = 25.0 SNU, Tess = 0.7.

FNR from various tests. Vi = 10.0, Terr = 0.5, @ = 0.01, ny = 3200, n; = 0.9 n;, M = 10000. FNR from various tests. Va =25.0, Terr = 0.7, @=0.01, ny = 3200, n, =0.9 ny, M =10000.
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Figure 6. Performance comparison of different statistical tests, including the CM test and various variants of the KS and AD
tests. Each subplot shows FNR values obtained from 10000 trials in Case 2, versus &;y, for @ = 0.01, n; = 3200, n, = 0.9n,,
&cn = 0.01 SNU, and various values of V, and T,y (left) Vy = 10.0 SNU, Tsf = 0.5. (right) V, = 25.0 SNU, T,fy = 0.7.

The FPR values in Figure 5 are around the value of the significance level, @ = 0.01, except for
larger values obtained with the CM test for n; < 1000. The FNR values in Figure 6 for all tests
decrease as &;,, increases (ultimately converging to zero for sufficiently large &;,), however, the
CM test produces the best (lowest) FNR values, with the AD-XY test being the second best.
Overall, if sufficiently large sample size is used so that all tests achieve FPR = «, the CM test is
superior to all other tests since it achieves lowest FNR values for any given combination of the
seal parameters, while also being most efficient in terms of the computation time.

We study the FNR obtained in Case 2 using the CM test in more detail, focusing on the effects of
various quantum seal parameters. In Figure 7, the FNR is plotted versus ¢;, for various V,
values, various T.¢ Values, various €.y, values, various a values, various n, values, and various
n, /n, values. For all these parameter combinations, the obtained FPR is close to the value of «a.
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FNR from Covariance Matrix test. Ter = 0.5, @ =0.01, n; = 3200, n, = 2880, M = 10000. FNR from Covariance Matrix test. V4 =10.0, a=0.01, n, = 3200, n, = 2880, M = 10000.
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Figure 7. FNR values obtained from 10000 trials in Case 2 using the CM test, versus &;y, for: (top left) various V, values, (top
right) various Te sy values, (middle left) various .y, values, (middle right) various a values, (bottom left) various n, values, and
(bottom right) various n, /n, values.

Based on the results shown in Figure 7, we can choose sensible values for the quantum seal
parameters. Obviously, the smaller is the unperturbed value of the variance Vy;¢e(€), the larger is
its relative change due to the additional excess noise, and the easier is the tamper detection. For
Tesr Close to one, Vg grows very slowly with V4, and therefore values of V, as large as 50 SNU
to 100 SNU can be used. However, for lower effective transmittance, e.g., Te¢ about 0.5, it is
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advisable to keep V, at values about 10 SNU. Ideally, it is preferable to maximize the detector
efficiency and minimize the channel loss in order to achieve T above 0.5, as well as decrease
the existing excess noise in the channel to the level 4, < 0.1. The sample size for the calibration
session, ny, of about 3000 seems to be reasonable, although using a larger value of n, (e.g.,
about 10%) would improve the seal sensitivity. The sample size for a monitoring session, n,,
should be preferably not less than 0.5n;,.

CONCLUSIONS

Controls for the experimental implementation of the fiber-optic quantum seal have been
established for generation and shot-noise limited measurements of coherent states used as
quantum probes for the seal. Challenges still exist in targeted modulation of these quantum
probes for intruder detection. Next steps will include optimizations of the operating points for the
seal based on the sensitivity analysis obtained in the theory effort.

Based on the theoretical analysis, the CM test achieves much lower FNR values compared to
other tests, and therefore it should be used in practice. Also, using the CM test is most
numerically efficient. Computation for hypothesis testing can be fast enough to make it possible
to operate a quantum seal at rates of 1 kHz to 10 kHz. We can rely on the obtained theoretical
results to choose sensible values of quantum seal parameters for a practical system. The smaller
is the unperturbed value of the variance Vyg;s, the larger is its relative change due to the additional
excess noise, and the easier is the tamper detection. Specific recommendations regarding optimal
parameter values are listed in the text.
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